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Abstract

This document is a draft Security-by-Design (SeBD) handbook produced to support the Work Plan of the
Nuclear Security Summit to share best practices for nuclear security in new facility design. The Work
Plan calls on States to “encourage nuclear operators and architect/engineering firms to take into
account and incorporate, where appropriate, effective measures of physical protection and security
culture into the planning, construction, and operation of civilian nuclear facilities and provide technical
assistance, upon request, to other States in doing so.”

The materials for this document were generated primarily as part of a bilateral project to produce a
SeBD handbook as a collaboration between the Japan Atomic Energy Agency (JAEA) Nuclear
Nonproliferation Science and Technology Center and Sandia National Laboratories (SNL), which
represented the US Department Energy (DOE) National Nuclear Security Administration (NNSA) under a
Project Action Sheet PAS-PP04. Input was also derived based on tours of the Savannah River Site (SRS)
and Japan Nuclear Fuel Limited (JNFL) Rokkasho Mixed Oxide Fuel fabrication facilities and associated
project lessons-learned.

For the purposes of the handbook, SeBD will be described as the system-level incorporation of the
physical protection system (PPS) into a new nuclear power plant or nuclear facility resulting in a PPS
design that minimizes the risk of malicious acts leading to nuclear material theft; nuclear material
sabotage; and facility sabotage as much as possible through features inherent in (or intrinsic to) the
design of the facility. A four-element strategy is presented to achieve a robust, durable, and responsive
security system.



ACKNOWLEDGMENTS

The authors would like to thank Janette Hill of NNSA and Jose Rodriguez and David Olson, both formerly
from Sandia National Laboratories, for starting the Security by Design project on the US side and their
early work in this area. A note of thanks is also due to Rudy Matalucci, formerly from Sandia National

Laboratories, for his insights into how security engineering and risk assessment contribute to Security by
Design.



Table of Contents

EXECULIVE SUMIMAIY ..citiiiie ittt ettt e e ottt e e ek et e e e st bt e e e s b bt e e e aabb et e e anb b et e nbbe e e s ennbeeeeennees 13
1 1] o [N Toi 1 o] o PO PR PR PPPPP 16
1.1 7 T3 (o {01 o To [H TP P OO 16
1.2 Objective Of thiS DOCUMENT .........ueiiiiii ettt e e e e e s s rb e e e e e e e s e sanbeeneeeaananes 17
1.3 SO I - e 17
14 L LT PP PPTT TR 17
15 SUUCTUIE ...ttt e e e e s s s e e e e e e e s s s b bbb e et e e e e s s s b e e e e e e e e e s e saaes 18
2 Y=o Y o)Vl 1= T [ PSSR 20
What Is the Value of Following Security-by-DeSigN?.........ccoiiiiiiiiiiie e 21
Factors Contributing t0 SECUNtY-DY-DESIGN ....uvvviiieeeiiiiciieiie e e e e e e e e s ennrerereeeeeeeennes 22

2.1 Context for SeBD within the Milestones Documents and the INPRO Assessment
1 1 T To (o] [0 To | PP 23
2.2 =TT 0 ] o] 1o RSP 25
3 Strategy for Achieving Security-by-DeSIgN .......ccceiiiiiiiiiiiiiee e 26
3.1 INtegrated DESIGN TEAM .. .cci ittt ettt et e et e e s bbb e e s aab b e e s aab b e e e e enbe e e e e nbeeennnnes 26
3.2 RISK-INTOIMEA DESIN......eeeieiitiiie ettt ettt bt e e e e s et e e e e bt e e e e nbee e ennnes 28
3.3 Facility Design/Operations LIfECYCIE ........coiuiiiiiiiiii e 32
4 SeBD PrinCiples and PracCliCeS .........uviii ittt e et sabeeeeee 44
4.1 Fundamental Principle A—Responsibility of the State............ccccooiiiiii 45
4.2 Fundamental Principle B—Responsibilities during International Transport............ccccceeeiiiinnee. 46
4.3 Fundamental Principle C—Legislative and Regulatory Framework .............cccooociiiiiiiiiniiinnnn. 47
4.4 Fundamental Principle D—Competent AUthority (CA).......ccuuiiiiiiiiii e 49
4.5 Fundamental Principle E—Responsibility of the License Holders..........cccccccovviiiiieeeeeee i, 50
4.6 Fundamental Principle F—Security CUIUIE.............oooiiiiiiiiiiieieeee e 52
4.7 Fundamental PrinCiple G—THRIEaL............uceeiiiiiiiiiiiieic e e e e e e e e e e e anes 54
4.8 Fundamental Principle H—Graded APProach..........ccccceoiiiiiiiiiiici e 56
4.9 Fundamental Principle [—Defense in DEPth...........uuvviiiii i 58
4,10 Fundamental Principle J—Quality ASSUIANCE..........uueiieeeiiiiiiiiiieieeeeessiietirereeeeessnnnnreneeeaeeesnnnnes 61
4.11 Fundamental Principle K—ContingeNnCy PlansS ..........ccecviiiiiiiiiiiiiee e e e seineeee e e e e e 63
4.12 Fundamental Principle L—Confidentiality ............cccuuriirieiis i 65
4,13 Other SeBD Principle—Achieve Inherent or INtriNSIC SECUNLY ........ccccvviiieeee e 66
4,14 Other SeBD Principle—Proven Engineering PrinCipleS ........coccveveei i 68
4.15 Other SeBD Principle—Proven Project Management PrinCiples............cccccooiiiiiiiiiieee i 69



4.16 Other SeBD Principle—Proven Operational Planning PrincCiples .........ccccccceiiiiiiiiiee e 71

4.17 Other SeBD Principle—Systems Engineering PrinCIPIES .........cvvveeiiiiiiiiiiiiee e 74
4,18 Other SeBD Principle—Lifecycle PErspectiVe ..........cceviieiiiiiiiiiiiice e re e e 76
4,19 Other SeBD Principle—Concept of Operations PErspective ...........cccccvveereeeeeiiiiiiieeeeee e 78
4.20 Other SeBD Principle—Synergy between Safety, Safeguards, and Security ..............ccoouueeee. 80
4.21  Other SeBD Principle—Design-in Sustainability ..o 82
4.22 Other SeBD Principle—Balance Prescriptive and Performance-Based Requirements.............. 84
4.23 Other SeBD Principle—Validate Effective Communication and/or Operational Agreements
WItH OthEr AQENCIES. ...ttt e e e e e s e st e e e e e e s s s s et e e e eeeeanannntenneeeees 85
4.24  Other SeBD Principle—Project and Operations EXPEriENCE ........cccovvcvvireiieeeeeiiiiiiieeeeee e e eenneees 86
5 Detailed Application of the Principles and PracCtiCeS........c.coiviiiiiiiiiieiiiiciiiieeee e 88
5.1 Competent Authority Practices That SUPPOrt SEBD .......ccceeeiiiiiiiiiiieie e 88
5.2 Implementing Security by Design at the Facility LeVel.........ccccceeviiiiciiiieeie e 89
5.3 Possible Areas Where the DBT/TA Capability May Increase in the Future...........ccccceeeviinnneee. 92
6 SUIMIMIAIY ..ttt ettt ettt e e e s et e e e e e 4 e b e e e et e e e e e e s s b e e e et e e e e e e san s r e e et et e e e sesnbeeeeeeenenann 94
RNE] (=] (=T ot PP TP PP T OPPPP 95
Appendix A — Security by Design Generic DeSIgN PrOCESS........cuuiiiiiiiiieiiiie et 98
Al Scope and Planning PRASE..........oio ittt 98
A.2 PrOJECT PRASE ...ttt e e et e e e e e e e e e e e e e nbere s 99
A3 Leading to CD-0, Project AUtNOMZAtiON..........c.uviiiiiiie et 100
Scope and Planning (PrOJECT) ..ottt e e e e e e e e e e aeeeaae s 100
A4 Leading to CD-1, CONCEPLUAL DESIGN .....eeiiiiiiiiiiiiieiiie ettt e e e e e e e eenes 101
(Ofe] aTot=T o] S3r=TaTo M BI=TS To [ W @] o] 1 o] o =SSR 101
A5 Leading to CD-2, DESIGN APPIOVAL .......uuiiiiii et s e e e e e s e saraae e e e e e e e e e annes 102
Design Engineering and SChEMALICS ..........ooiiiiiiiiii e e e e s e e e e e e aes 102
A.6 Leading to CD-3, CONSruCtion APPrOVAl .........ccccuviiiiieeeeeiiiiiiieee e e e e e s et e e e e e e e s s sanbaee e e e e e e s enannes 103
Contract Definition and CONraCt AWAIT .........cocviiiiiiiiiieiie e 103
A7 [I=T-To TgTo [N (o O B R M AN oo =T o] = L o = OSSPSR 104
A.8 OPEratioNal PRASE ........uuuiiiiieiiiiciie e e s e e e e e e s s et e e e e e s e s a b e e e e e e e e e annraaraaee s 107
A.9 Decommissioning and Dismantlement Phase ... 110
Appendix B - Evaluating Security RiSk ASSESSMENT FACIOIS.........ccoiiiiiiiiiiiiie it 112
Appendix C - Security RiSK MaNAgEMENT .......cocuuiiiiiiiiie ittt 114
Appendix D — Relationship of Lifecycle Phases and Certain Project and Security Activities.................. 116
Appendix E — More Information on the Principles and PractiCes.........ccccoiiiiiiiiiiiiiiiiiiiieeece e 120
E.l g oo 18 Lot 1 o] o PP T PO PP PP PEPPPPPPPN 120
E.2 Topical Area: Management PrinCIPIES ........oouueiiiiiiiio et 122



E.3  Topical Area: Physical Protection PrinCIPIES...........ccuviiiiieie i 122
Best Practices for PhysiCal ProteCtioN ..........c..uuiiiiiei i e e e e e e e 123
Design Basis Threat and Threat ASSESSIMENT ........ccuiiiiiiiiiiiie et 123
Implementing a Graded APPrOACH .........oiuiiii e 127
Target Categorization for Unauthorized REMOVAI ............cooiiiiiiiiiiiiiiii e 128
Vital Area Protection and Vital EQUIDMENT ...ttt 130
Use of the International Nuclear EVENt SCale ...........occuuiiiiiiiiiiiiie e 132
Evaluating Consequences Of MaleVoleNt ACES........ooui i 134
INEFINSIC SECUITLY ...ttt ettt oo oottt et e e e e e e st bbbt e e e e e e e e s anbb e e e e e e e e s e annbeeeeaaeeeaannnreees 134
Loy o111 OSSR 137

E.4  Topical Area: System Engineering PrinCIPIES .........cccuuiiiiiiii i 137
View the PPS from a lifeCyCle PEIrSPECLIVE .......ccoiiiiiiiiieee e 137
Synergy between Safety, Safeguards, and SECUNLY .......ccuueiiieeii i 137

List of Figures

Figure 1. Physical Protection System ODJECHVE .........ccoiiiiiiiiiiic e 20
Figure 2. Contributing FACtors t0 SEBD ..........ccciuiiiiiie e e e e e e s s e e e e e e e nr s 22
Figure 3. Integrated DESION TEAM ......uuuiiiieieiiiiiiiiieiee e e e e s eritrte e e e e e e e s sastereeeeeaeeesaatsraeeeaeeeesaaasnraeseeeesssnnnrsrenes 27
Figure 4. Design and EValuation PrOCESS........cccuuiiiiiiee it e e e s st e e e e e e s s e e e e e e s s nnnbne e e e e e e s annrnneees 29
Figure 5. Facility Design/Operations LIfECYCIE........uuiiii i e e 34
Figure 6. Facility Design/Operations Lifecycle with Focus on the Security Dimension .........ccccccceevveivnnee. 34
Figure 7. Japanese Implementing Procedure for Nuclear Power PlantS..........cccoocveeiiiiie e 37
Figure 8. Diagram of NOtONAl LIFECYCIE ........eeiiiiiiie e e 38
Figure 9. Feasibility Study LOGIC FIOW .......coouuiiiiiiiie et 40

Figure 10.
Figure 11.
Figure 12.
Figure 13.
Figure 14.
Figure 15.
Figure 16.
Figure 17.
Figure 18.
Figure 19.

Design and Operations Activities for the Design Engineering Phase...........cccccoviiveiiiiiee e, 41
Defense in Depth Preventive and Protective Measures against Insiders.............cccccceviiinnnen. 59
ISO 15288:2008 PrOCESSES.....ceetiiiiiiiiiiiiiiitiitieitteaeaeaeeesaeeseessssesetebebebebsbsbsbsbsbabsbsbsssssssssnssssssnrnnes 74
Target, Facility Design, and Response ANAlYSIS ...........ueiiiiiiiiiiiiiiiiieee e 91
Layout versus Personnel/Material Flows and Security Areas .........ccc.ueeeeeeieaiiiiiiieeeieee e 92
Yot o TCI= 1 o = F= U T 71 o 1RSSR 100
(7o) aTot=Y o] 0 E= 1IN I TS o | o SR 102
DTS To [T = gV [ =T =1 [T SRR 103
(0] o1 1r=Tod 11T RS 104

(@00 913 1 U o3 1o o T 106



FIQUIE 20. ACCEPLANCE ......uieeeieeeee e e ettt e e e e e e e e e e e e s st e e e e e e e s as s beeeeeeeeeseasansaaneeeeeessaannteneeaaeeeannnsnrnnes 107

Figure 21. OperatioNal PRaSE .........occuiiiiieiee ettt e e e e e s e et e e e e e e s e annraaee e e e e e annrnreees 109
Figure 22. Decommissioning and DiSMAaNtIEMENt ..........ccooiiiiiiiiiiiie e 110
Figure 23. Security RiSk ASSESSMENT FACLOIS ........ccciiiiiiieiiiiiie ettt 112
Figure 24. Risk Assessment Management AIEINALIVES .........ccoiiiiiiiiiiiie e 115
Figure 25. Activities during Scope, Planning, Project Definition, and Conceptual Design ....................... 116
Figure 26. Activities during Design Engineering and Contracting...........cccceeeioiiiiieeeieeenniiiiieee e 117
Figure 27. Activities during Construction and Fitness to Operate (Transition to Operations) .................. 118
Figure 28. Activities during Operations and Decommissioning/Dismantlement ...............cccccccceeiininneee. 119
List of Tables

Table 1. Interactions between the Five Integrated Design Team Functional Areas............cccccvvveeeeeeeeninns 27
Table 2. Lifecycle Phases and Associated ProjeCt ACHVItIES ........cuivveiiiiiiiiiiiiie e 36
Table 3. ASSESSMENLS IN LIfECYCIE ...ciii it e e e s e r e e e e e s sertnaeeeeeeeeeanns 39
Table 4. Threat Capabilities That Might Change over Time and Possible Design Countermeasures ....... 93
Table 5. Topical Groupings of the Fundamental Principles and Other SeBD Principles...........cccccceee.... 121
Table 6. OULSIAEr TRIEAL MALIX .........eiiiiiiiiie ittt e tb et e ebb e e sneb e e e s anneeas 125
Table 7. INFCIRC/225/Rev 5 Table 1 Covering Nuclear Material Categories. .........ccovveiriveeeiniieeenninne. 129
Table 8. International Nuclear EVENE SCAIE...........cooiiiiiiiii e 133



Acronyms

3S

A&E
BNI
BWR
CD
ConOps
DBT
DEPO
DOE
HPCI
IAEA
INL
INPRO
JAEA
LOCA
MC&A
METI/NISA

M&O
NEPIO
NF
NNSA
NPP
NRC
NSSS
PEP
PMBoK

PP
PPS
PPT
PWR
SeBD
RAMs
RCIC
RCM
SNM
SSNM
TA
USNRC

Safety, Security, and Safeguards

Architecture and Engineering (firm)

Balance of Nuclear Island

Boiling water reactor

Critical Decision

Concept of Operations

Design Basis Threat

Design and Evaluation Process Outline

Department of Energy

High-Pressure Core Injection

International Atomic Energy Agency

Idaho National Laboratory

International Project on Innovative Nuclear Reactors and Fuel Cycles
Japan Atomic Energy Agency

Loss of Coolant Accident

Material Control and Accountability

Ministry for Economy, Trade, and Industry/Nuclear and Industrial Safety
Agency

Maintenance and Operations

Nuclear Energy Program Implementing Organization
Nuclear Facility

National Nuclear Security Agency

Nuclear Power Plant

Nuclear Regulatory Commission

Nuclear Steam Supply System

Project Execution Plan

Project Management Institute, Project Manager Body of Knowledge,
(December 2008).

Physical Protection

Physical Protection System

Physical Protection Team

Pressurized Water Reactor

Security By Design

Risk Assessment Methodologies

Reactor Core Isolation Cooling

Reliability Centered Maintenance

Special Nuclear Material

Strategic Special Nuclear Material

Threat Analysis

United States Nuclear Regulatory Commission



Definitions

Design and Operating
Agency

Nuclear Safeguards

Nuclear Safety

Nuclear Security

Physical Protection Team
(PPT)

Combined term for the agency responsible for the design, construction,
and project acceptance of the completed facility before a Competent
Authority inspection, as well as the agency or licensee responsible for the
operation and maintenance of a Nuclear Power Plant or Nuclear Facility
(NPP/NF). Alternatively, this collective term could be "owner." In
practice, the design and operating agency can be two different agencies.
The project team and management team are entities within this principal
entity responsible for design, construction, and acceptance, and for
operation and maintenance, respectively.

Practices to assure that nuclear material and other specified items are not
diverted from peaceful nuclear uses.

The achievement of:
e proper operating conditions
e prevention of accidents

e mitigation of accident consequences, resulting in protection of
workers

e protection of the public and the environment from undue
radiation hazard

The prevention and detection of, and response to:
o theft
e sabotage,

e unauthorized access, illegal transfer, or other malicious acts
involving nuclear material, other radioactive substances or their
associated facilities

The PPT is an entity within the project team charged with the
responsibility for the design, construction oversight, and acceptance of the
completed PPS in conjunction with NPP/NF project activities performed
before a Competent Authority inspection. During operations, the PPT is an
entity within the Operating Agency's management team and refers to
those responsible for the operation and maintenance of the PPS.

The PPT assists the facility in understanding and developing the Protection
Model or Theme that will be used at the facility. Therefore, the PPT
should be considered one of the highly specialized teams that are an
integral part of the overall project team and should include qualified
security professionals with significant experience in design and evaluation
of security designs and operations. With the new requirements for
implementing security from performance-based requirements, the PPT
should be identified as early as possible during the NPP/NF conceptual
phase and should remain an integral part of the design team through the
design and implementation phases.

During the validation assessment, the PPT validates that the PPS system
performance conforms to the defined concept of operations (ConOps),
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Protection Model or
Theme

Safety, Safeguards and
Security (3S)

Security Theme

State

Response Force Agreements, and the Training and Qualification program.
All must be in place, fully implemented, and assure effective PPS
operation.

The overall protection strategy for the facility or State, including the
detection, delay, and response systems implemented at the facility. The
protection theme is defined by:

e PPS concept of operations

e PPS system design

e PPS personnel training and qualification plans
e Response force and other security plans

e Contingency plans

Security must be in balance with safety and safeguards. The project team
must reconcile all safety, safeguards, and security (3S) disciplines to
ensure sufficiency in each.

Description of how security will be implemented, including defining
limitations, such as who provides armed response. The security theme
includes concept of operations and the protection model or strategy.

The inclusive term for all physical protection regime organizational
elements, including legislative, executive, regulatory, and competent
authority. The State may create a nuclear energy program implementing
organization (NEPIO), which would be an entity within the State.

11
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Executive Summary

All nuclear facilities must employ engineering and administrative controls to assure the safety,
safeguards, and security of facilities and materials. The terms safety, safeguards, and security
encompass the “protective” objectives of nuclear facilities. The principal objective of safety is to reduce
or eliminate the risk from non-malicious random events resulting in injury, death, nuclear material
dispersal, or property damage. The objective of safeguards is the timely detection of diversion of
significant quantities of nuclear material by the State from peaceful nuclear activities to the
manufacture of nuclear weapons or of other nuclear explosive devices and to detect undeclared nuclear
material and activities in a State.” The objective of security is to minimize the risk of malicious acts
resulting in nuclear material theft, nuclear material sabotage, and nuclear facility sabotage. Together,
safety, safeguards, and security form the “3S” of nuclear material and facility management.

There is an increasing international awareness that an efficient and effective nuclear facility design is
best achieved when requirements from the 3S disciplines—Safety, Safeguards, and Security—are
balanced and intrinsic to the facility design. This can be achieved through an understanding of 3S
policies, processes, methods, and technologies, and by applying them during all phases of the design
process. These concepts are central to what might be viewed as a “X by design” approach to design
where X is safety, safeguards, or security, or 3S itself. While there has been a significant amount of prior
work on Safeguards by Design and work relevant to Safety by Design, there has been comparatively less
documented on Security by Design (SeBD). This draft handbook is meant to be a first step to remedying
this.

In order to be truly effective, Security by Design principles should be applied to a project from the
conceptual stage forward. Since a nuclear facility may be operational for 60-80 years or more,
possibilities for changes to the facility, due to changes in in the security threat or evolving security
technology or changes in facility operations, should be considered in its design.

The primary audience for this handbook—decision makers, advisers and senior managers in the
governmental organizations, utilities, industries, and regulatory bodies—are advised to focus on Section
2 for a basic understanding of SeBD and why it is important to achieving efficient and effective physical
protection.

Section 3 describes an approach or strategy for implementing SeBD within the context of the
recommendations found in Nuclear Security Series No. 13, Nuclear Security Recommendations on
Physical Protection of Nuclear Material and Nuclear Facilities (INFCIRC/225/Revision 5) Nuclear Security
Series No. 13. This section begins with a general description of the strategy for achieving SeBD, and
then shows how that strategy can be implemented. Emphasis is on integrating physical protection
principles and practices into different steps in the design process for the facility throughout the lifecycle
of the facility (Appendix A describes a generic SeBD design process). Safety, safeguards, and security
(3S) objectives are stressed during the entire design process, starting with pre-conceptual planning. The
hope is that this handbook will lead to earlier introduction of these principles and practices into the

13



facility design process for new or existing nuclear power plants (NPPs) and nuclear facilities (NFs),
resulting in more efficient and effective security.

The strategy for implementing SeBD includes the use of:

1. Integrated Design Team: Incorporation of a Physical Protection Team (PPT) within the context of

the overall design team reporting to a Project Manager who has responsibility for implementing
Safety, Security, Safeguards, Operations, and Sustainability/Reliability and is supported in
carrying out that responsibility by the Project Leads in each of these areas;

2. Risk Informed Design: Use of a risk-informed design decision making process that addresses

threat, vulnerability, and consequence;

3. Facility Design/Operations Life Cycle: Use of a structured lifecycle process for the integrated

design team providing details about the activities that the PPT needs to perform to achieve
SeBD from the earliest conceptual phases to facility dismantlement; and

4. Application of SeBD Principles and Practices: Application of a set of SeBD principles and

practices that will yield more efficient and effective physical protection systems if integrated
early into the facility lifecycle process.

Section 4 provides a set of physical protection principles and practices serving as the fourth component
to assist in the implementation of the SeBD strategy. A number of principles and practices are
presented and described along with a table showing what phases of the facility lifecycle each principle
and practice can be applied. The physical protection principles and best practices to achieve SeBD found
in section 4 were gathered from International, Japanese, and US sources. Principles are included for
achieving security early in the design process where security requirements are typically less costly and
easier to incorporate, and to avoid expensive retrofits and expansions. Required expansions might not
be possible if a condition is not foreseen, and a new facility would be required.

Section 5 provides some useful details on how the principles and practices have been and can be
applied. It includes, among other things, a discussion of lessons learned for SeBD at the competent
authority and facility levels as well as some possible areas where the Design Basis Threat or Threat
Assessment capabilities may increase in the future.

The materials for this document were produced primarily as part of a bilateral project to produce a SeBD
handbook covering implementation of SeBD for nuclear power plants (NPPs) and nuclear facilities (NFs),
as part of a collaboration between the Japan Atomic Energy Agency (JAEA) Nuclear Nonproliferation
Science and Technology Center and Sandia National Laboratories (SNL), which represented the US
Department Energy (DOE) National Nuclear Security Administration (NNSA). Input was also derived
based on tours of the Savannah River Site and Japan Nuclear Fuel Limited Rokkasho Mixed Oxide Fuel
fabrication facilities, and lessons-learned associated with these construction projects.

14



The production of this handbook is a step in the Japan-US Joint Nuclear Energy collaboration conducted
under the Project Action Sheet PAS-PP04 between the United States Department of Energy and the
Japan Atomic Energy Agency.

This handbook has been produced in part to support the Work Plan of the Nuclear Security Summit to
share best practices for nuclear security in new facility design. The Work Plan calls on states to
“encourage nuclear operators and architect/engineering firms to take into account and incorporate,
where appropriate, effective measures of physical protection and security culture into the planning,
construction, and operation of civilian nuclear facilities and provide technical assistance, upon request,
to other States in doing so.”
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1 Introduction

1.1 Background

In recent years, particularly after the September 11, 2001, attacks, there has been increasing attention
worldwide on physical protection to prevent unauthorized removal of nuclear and radioactive materials
and protection against sabotage. This has led to the release of several nuclear security documents by
the International Atomic Energy Agency, most notably Nuclear Security Series No. 13, Nuclear Security
Recommendations on Physical Protection of Nuclear Material and Nuclear Facilities
(INFCIRC/225/Revision 5) which calls for significant changes in how physical protection is provided and
calls for capabilities to locate and recover missing nuclear material and efforts to mitigate the effects of
sabotage.

At the same time, a number of countries have begun programs to construct and build their first nuclear
power plants while other countries may develop fuel cycle facilities in the future. Thus, there is value in
providing these countries guidance on efficiently and effectively providing physical protection for these
facilities and associated transport of nuclear material.

Finally, there has been a large body of experience over the last 30 years in developing physical
protection systems (PPSs) based either on design basis threats (DBTs) or Threat Assessments (TA), as
well as operating such facilities over time. This experience has led to a number of principles and
practices for planning changes to facility PPSs as threats change over time.

This handbook is designed to introduce and describe what is called security by-design, a framework
designed to effectively and efficiently provide physical protection for nuclear materials and facilities
over their lifetimes. This framework describes an approach for addressing the recommendations found
in INFCIRC/225/Revision 5, within the context of developing a nuclear power plant or facility.

Based on historic experience, security-by-design (hereafter designated as SeBD") is best implemented
through a structured approach by which a State’s nuclear security objectives are fully integrated
throughout the life of the project, starting with project planning and scoping, and specifically integrated
throughout the entire design and construction process of the facility.

For the purposes of this handbook, SeBD will be described as the system level incorporation of the
physical protection system into a new nuclear power plant or nuclear facility, resulting in a Physical
Protection System design that minimizes, as much as possible, the risk of malicious acts leading to
nuclear material theft; nuclear material sabotage, and facility sabotage, through features inherent in (or
intrinsic to) the design of the facility. It can be viewed as a framework to achieve a robust, durable, and
responsive security system.

1 “SeBD” is used in this document to differentiate from Safeguards by design, often abbreviated as SBD.
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It is important to note that the materials for this document were produced primarily as part of a
bilateral project to generate a Security by Design (SeBD) handbook as a collaboration between the Japan
Atomic Energy Agency (JAEA) Nuclear Nonproliferation Science and Technology Center and Sandia
National Laboratories (SNL), which represented the US Department Energy (DOE) National Nuclear
Security Administration (NNSA). Input was also derived based on tours of the Savannah River Site and
Japan Nuclear Fuel Limited Rokkasho Mixed Oxide Fuel fabrication facilities and lessons-learned
associated with these construction projects. The production of this preliminary draft is a step in the
Japan-US Joint Nuclear Energy collaboration conducted under the Project Action Sheet PAS-PP04
between the United States Department of Energy and the Japan Atomic Energy Agency. As such, it
culminates a series of activities to research and review design processes and to identify principles and
practices that best describe and instruct implementation of security-by-design for nuclear power plants
(NPPs) and nuclear facilities (NFs).

This volume has been produced to support the Work Plan of the Nuclear Security Summit to share best
practices for nuclear security in new facility design. The Work Plan calls on States to “encourage nuclear
operators and architect/engineering firms to take into account and incorporate, where appropriate,
effective measures of physical protection and security culture into the planning, construction, and
operation of civilian nuclear facilities and provide technical assistance, upon request, to other States in
doing so.”

1.2 Objective of this Document

The intent of this handbook is to describe an approach to SeBD, starting with a strategy for achieving
SeBD, and then showing how that strategy can be implemented. This approach will be explained within
the the framework of milestones in the development of a national nuclear infrastructure as described
within what we will refer to as the Milestones documents [1, 2] and will address the objectives and
fundamental principles found in Nuclear Security Series No. 13, Nuclear Security Recommendations on
Physical Protection of Nuclear Material and Nuclear Facilities (INFCIRC/225/Revision 5), reference [3].

1.3 Scope
The scope of this handbook is to familiarize the reader with SeBD, to provide some insight on how to
implement and achieve SeBD, and to cover principles and practices that support this implementation.

1.4 Users

As is the case with the Milestones documents, this document is aimed at decision makers, advisers, and
senior managers in the governmental organizations, utilities, industries, and regulatory bodies of a
country interested in developing nuclear power. Thus, there is a basic focus on defining and providing
an overview of SeBD and how it can best be achieved.

Other organizations, such as donors, suppliers, nuclear energy agencies, and operator organizations may
also use this publication to better understand their role in supporting security by design.
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1.5 Structure

This handbook is structured to describe an approach to SeBD, starting with a strategy for achieving
SeBD, and then showing how that strategy can be implemented. Emphasis is on integrating physical
protection principles and practices into different steps in the design process for the facility as well as the
overall lifecycle of the facility. Along the way, it will discuss how safety, safeguards, and security
objectives can be jointly addressed during the entire design process, starting with pre-conceptual
planning. The hope is that this handbook will lead to earlier introduction of these principles and
practices into the facility design process, for new or existing nuclear power plants and facilities resulting
in more efficient and effective security.

The handbook is divided into the following sections:

e Section 2 provides an overview of the SeBD framework and discusses the value of using that
framework to develop NPPs and NFs;

e Section 3 describes an approach or strategy for implementing SeBD within the context of the
recommendations found in INFCIRC/225/Revision 5 [3] and the Milestones documents [1,2];

e Section 4 describes Principles and Practices for achieving SeBD (note that this section can be
omitted or skimmed by the reader on first review of this document);

e Section 5 describes in some detail on how the SeBD framework has been and can be applied.

The primary audience for this handbook—decision makers, advisers, and senior managers in the
governmental organizations, utilities, industries, and regulatory bodies—are advised to focus on Section
2 for a basic understanding of SeBD and Section 5 for discussion of applications. Some understanding of
Sections 3 and 4 is helpful but not required for those readers. Sections 3 and 4 provide more details into
SeBD for readers interested in these specifics; these sections may also be useful for more technically
inclined readers in the secondary audience to understand SeBD.

The approach to SeBD found in section 3, starts with a general description of strategy for achieving
SeBD, and then shows how that strategy can be implemented. Emphasis is on integrating physical
protection principles and practices into different steps in the design process for the facility throughout
the lifecycle of the facility (Appendix A describes a generic SeBD design process). Safety, safeguards, and
security (3S) objectives are stressed during the entire design process, starting with pre-conceptual
planning. The hope is that this handbook will lead to earlier introduction of these principles and
practices into the facility design process for new or existing nuclear power plants (NPPs) and nuclear
facilities (NFs), resulting in more efficient and effective security.

The physical protection principles and best practices to achieve SeBD found in section 4 were gathered
from International, Japanese, and US sources. Principles are included for achieving security early in the
design process where security requirements are typically less costly and easier to incorporate, and avoid
expensive retrofits and expansions. Required expansions might not be possible if a condition is not
foreseen, and a new facility would be required.
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The handbook includes all of the material found in earlier Task Reports produced as part of the
collaborative project between JAEA and NNSA.
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2 Security-by-Design

As described earlier, Security-by Design (SeBD)? is the system level incorporation of the Physical
Protection System (PPS) into a new nuclear power plant or nuclear facility resulting in PPS design that
minimizes as much as possible the risk of malicious acts leading to nuclear material theft; nuclear
material sabotage; and facility sabotage through features inherent in (or intrinsic to) the design of the
facility.

The intent of SeBD is that a nuclear facility be designed so that an adequate level of security can be
provided throughout the lifetime of that facility in a way that is cost-effective and does not have
negative impacts on operations, safety, and safeguards. The implication of this idea is that a facility built
in 2015 should be designed to remain, as much as possible, secure through 2075, taking into account
that unknown conditions and occurrences affecting that facility in the future must be accounted for
from the time of its design. Examples of unforeseen conditions might include the need for increased
security at a facility due to changes in the security threat, in operations, or in evolving security
technology that needs to be incorporated in the future, such as newer communications network or
transmission technologies.

SeBD is best implemented through a structured approach by which a State’s nuclear security objectives
are fully integrated throughout the life of the project, starting with project planning and scoping, and
specifically integrated throughout the entire design and construction process of the facility.

The State's threat evaluation is the design basis for the PPS. The overarching objective of Security-by-
Design is to allow mission achievement while security exceeds threat capability (Figure 1). Moreover,
the NPP or NF needs to meet or exceed this threat capability throughout the operational lifetime of the
plant and during dismantlement/decommissioning.

Human Technology
Component Component

Figure 1. Physical Protection System Objective

% “SeBD” is used in this document to differentiate from Safeguards by design, often abbreviated as SBD.
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What Is the Value of Following Security-by-Design?

Security-by-Design offers a systematic approach to addressing the following issues:

e Late involvement of security in the design process that either led to less security or required

expensive redesign and construction costs. Historically, consideration of the PPS design in NPPs

and NFs was delayed until a relatively late phase of plant/facility design, after many facility
design details had been established and could not be changed to accommaodate security.

e PPS designs created with either no consideration of the threat or based only on consideration of

the current threat. As time progressed after construction, the threats to the NPP/NF have

typically have become more capable. As a result, licensees have been faced with the dilemma of
making PPS improvements that are very expensive, have large negative operational impacts, or
are not consistent with social norms in the host country; or having to accept a higher risk
associated with newer, more capable threat attacks. For example, the following threats
currently discussed in INFCIRC/225/Rev 5 [3] caused relatively little concern 25 years ago:

0 Cyber threats

O Insider threats

0 Stand-off attacks

e Lack of proper integration between security and operations, safety, and safeguards, leading to

inefficiencies. The conflicts between security and other important functions, such as operations,
safety, and safeguards, were not anticipated early in the design phase, forcing uncomfortable
trade-offs between requirements that were solved in ways that impacted the effectiveness of
the PPS. At the same time, designers did not exploit possible ways in which security and other
functions could be improved to benefit both security and the other function(s).

e Weaknesses in governance and organizational structures, especially concerning the competent

authority and licensees. This would include stakeholders not communicating effectively to one

another about how to improve security, leading to both increased costs and decreased security.

e Little or no consideration of the facility lifecycle. Security systems were developed to address

the physical protection of the facility when it opened, within the context of either no Design
Basis Threat/Threat Assessment (DBT/TA) or merely the current DBT/TA. This focus missed
opportunities to take advantage of safety and safeguards features and the future requirements
of the physical protection system and/or the DBT/TA.

All of these factors have resulted in higher costs to develop and upgrade physical protection systems to
meet the changing threat and limited the potential for such systems to evolve over time.

Implementation of SeBD is intended to provide design features that enable the PPS to remain effective
and easier to upgrade when addressing the changing threat environment. This handbook also covers a
number of helpful design best practices that have been identified over the last 40-50 years to cut
construction costs and increase the effectiveness and efficiency of the PPS for future plants.
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Factors Contributing to Security-by-Design

In addition to design and construction stages that focus on the physical facility itself, there are other
important considerations. Equally important are a robust nuclear security culture and active quality and
configuration management systems to support the PPS, and a periodic assessment of the PPS
performance with respect to the current threat definition.

Implementation of SeBD practices is very important to having a cost effective and efficient protection
system design for nuclear facilities. These practices include:

e Integration of all security design activities into the facility design/operation lifecycle
e Application of physical protection principles and best practices
e Consideration of integration of 3S into the design

e Risk management of potential impacts to the facility from a range of malevolent threats over
the entire lifecycle of the nuclear facility, from concept to retirement

e Use of systems engineering best practices

Figure 2 represents some of the factors contributing to SeBD.

12 Fundamental Principles Systems Engineering Principles
(INFCIRC/225/Revision5) such as * Take a lifecycle perspective

* Base protection on threat + Align security with operations

* Graded protection * Integrate security with safety and

* Security culture (domestic) safeguards

*+ Defense in depth * Balance prescriptive and
performance requirements in design

Regulatory Best-Practices

*  Work closely with
Designers/Operators on
risk-informed regulation
and requirements

* Sustainment program

Systems Engineering Best-
Practices

* Concurrent design
* Integrated Design Teams
* Project Management

Security-
by-
Design

Milestones in the Development

of a National Infrastructure for

Nuclear Power (IAEA)

* Joint consideration of 19 topics
over 3 phases of a developing
State’s nuclear program

Security System Design Practices

* Balanced protection

* Protection in depth

* Minimize consequence of
component failure

Figure 2. Contributing Factors to SeBD
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2.1 Context for SeBD within the Milestones Documents and the
INPRO Assessment Methodology

As mentioned earlier, the SeBD approach can be explained within the context of the framework of
milestones in the development of a national nuclear infrastructure as described within what we refer to
as the Milestones documents, references [1] and [ 2], as well as the assessment methodology
documented by the International Project on Innovative Nuclear Reactors and Fuel Cycles (INPRO) in
reference [4] for evaluating the use of an innovative nuclear energy system under a physical protection
regime in a country that is planning to install a nuclear power program.

The Milestones documents cover the following topics related to SeBD:

e SeBD is applied within the legislative and regulatory framework of a physical protection regime.
In turn, the establishment and implementation of a physical protection regime occurs as part of
the process for developing the infrastructure necessary to support a nuclear power program.

e The 18 other infrastructure issues addressed (in addition to security), can have supportive (or
synergistic) interactions with security, both for how each one is addressed and over what time
period.

The Milestones documents describe three phases of the process to develop this infrastructure:

1. Consideration before a decision to launch a nuclear power program is taken. This ends with
Milestone 1: Ready to make a knowledgeable commitment to a nuclear program.

2. Preparatory work for the construction of a nuclear power plant after a policy decision has been
taken. This ends with Milestone 2: Ready to invite bids for the first nuclear power plant.

3. Activities to implement a first nuclear power plant. This ends with Milestone 3: Ready to
commission and operate the first nuclear power plant.

Phase 1 occurs before the facility lifecycle because it falls before the national decision to adopt nuclear
power. During this phase, critical actions occur with respect to starting the project to build the first NPP,
such as definition of the legal, regulatory, and environmental criteria associated with NPP/NF
construction, operation, and dismantlement. The Milestones documents [1,2] recommend that the State
form a Nuclear Energy Program Implementing Organization (NEPIO) to examine the issues and
conditions necessary for successful implementation of nuclear power in the country. Initially the NEPIO
would conduct pre-project activities to examine study the high-level requirements (the "what's”) and
determine the feasibility of adopting nuclear power. Considerations would be the capacity/capability of
the NPP/NF, the potential sites for the NPP/NF, the infrastructure needs beyond existing, anticipated
construction costs, and so on.

Phase 2 occurs before a bid is requested for the first nuclear power plant, so Phase 2 activities represent
part of the pre-project activities before the NPP/NF project starts.
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Note that the 18 non-security infrastructure issues in the Milestones documents can also be profitably
reviewed by the security-oriented reader because many of these issues either have strong interactions
with security, as in 3S, or their coverage in the documents provides insight about security. As examples:

e Funding and financing: By milestone 2, plans need to be in place to assure fully funded security
and safeguards programs;

e Human resource development: By milestone 2, the majority of the technical and regulatory
expertise to develop and implement physical security regulations, codes, and standards should
be in place;

e Site and supporting facilities: Risks from man-made events (such as malevolent threats) are
important elements of site study and characterization, planned and implemented over all three
phases; and

e Nuclear safety: Many of the same issues of safety importance in constructing the first NPP are
also important to security. As an example, the need for management competence to deal
coherently with regard to safety is matched by a need for competence about security.

Thus, for all the reasons discussed here, the reader is strongly advised to review these two documents
(references [1,2]).

More discussion concerning the Milestones documents is provided in the sections covering Fundamental
Principle A: Responsibility of the State through Fundamental Principle D: Competent Authority.

The IAEA also released technical document that covers the milestones in more detail in reference [5]. In
this document, Milestone 2 is preceded by site selection, environmental assessment, and site licensing.
After Milestone 2 come steps such as bid evaluation, supplier selection, etc., leading to a construction
license.

The International Project on Innovative Nuclear Reactors and Fuel Cycles (INPRO) documents in
reference [4] an assessment methodology for evaluating the use of an innovative nuclear energy system
under a physical protection regime in a country that is planning to install a nuclear power program. This
approach, though, is general enough to be useful for evaluating the quality of the physical protection
regime for more conventional NPP designs. The approach considers such topics as security-related
design features, security culture, contingency plans, and recovery of material and facilities. For each
topical area, the assessment methodology provides a physical protection user requirement, such as “the
innovative nuclear energy system component layout and design should be developed to minimize
susceptibility and opportunities for malicious action,” then lists some criteria for determining how well
that requirement is met (such as “Is there evidence that consideration has been given to physical
protection in the design of the system’s components?”), and then discusses what factors should be
considered in determining whether a particular criterion has been met (one such factor, out of several
supporting whether physical protection has been considered, is whether or not the technology holder’s
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design “reflects compartmentalized access to target locations to facilitate protection against the
insider”).

It should be remarked that the Proliferation Resistance and Physical Protection Evaluation Methodology
Expert Group of the Generation IV International Forum [6] also documents an evaluation methodology
for assessing the physical protection of the so-called Generation IV Nuclear Energy systems. This
approach is more general than the INPRO approach but contains some useful ideas.

2.2 Assumptions

The following assumptions are provided to build a basis of understanding for this handbook; they are
located just after the discussion of the milestones documents because they relate to phases in the
development of a national infrastructure for nuclear power.

Assumption 1: The State has established, or is establishing, an effective nuclear regulatory framework
and a competent authority to oversee and regulate nuclear power plants and facilities within the State.
If a potential nuclear State does not have these in place, then it should take action to establish them
prior to construction of a NPP or NF.

Assumption 2: The State has a stable and well-defined set of nuclear security laws and regulations, as
well as effective competent authorities to license and perform oversight of the NPPs/NFs. This
Handbook is specific to design principles and practices and does not cover the establishment of a
legislative and regulatory framework.

Assumption 3: A Threat Assessment (TA) and/or set of PPS requirements are available and the
competent authority has defined high radiological consequences and unacceptable radiological
consequences. The official Design Basis Threat (DBT), if one exists, should also be available. These
documents assume that there is a cost (risk) benefit to identifying SeBD concepts for threats beyond the
current DBT.

Assumption 4: The PPT is familiar with project management and systems engineering processes. The
specific details of these processes are not covered in this document.

While the Milestones documents call for measures that match these assumptions, SeBD assumes that
some of the activities are completed earlier than stated in the Milestones documents. For example,
SeBD assumes Assumption 3 is met before or at Milestone 2, while the Milestones documents assume
Assumption 2 is met before or at Milestone 3, when the first plant is ready to be commissioned. Note
that if the DBT is only in place when the plant is ready to be commissioned, then the security system
design for the plant would have to be postponed past the early phase of the lifecycle where the real
value of SeBD can be achieved.
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3 Strategy for Achieving Security-by-Design

The basic strategy for achieving SeBD includes four main elements, each of which is described in more
detail in this section of the Handbook:

1. |Integrated Design Team: Incorporation of a PPT within the context of the overall design team,

where the lead designer has responsibility for implementing Safety, Security, Safeguards,
Operations, and Sustainability/Reliability, and is supported in carrying out that responsibility by
the Project Leads in each of these areas;

2. Risk Informed Design: Use of a risk-informed design decision-making process that addresses

threat, vulnerability, and consequence;

3. Facility Design/Operations Lifecycle: Use of a structured lifecycle process for the integrated

design team, where details are provided for the activities that the PPT needs in order to achieve
SeBD, from the earliest conceptual phases to facility dismantlement; and

4. Principles and Practices: Discussion of a set of physical protection principles and practices, how

these practices can be implemented, and a description of how these principles and practices can
be integrated into the lifecycle process so that, in particular, early introduction of these
principles into the design process will yield more efficient and effective results.

In general, SeBD is best achieved when the physical protection requirements are designed to be intrinsic
to the concept, design, realization, and operation of a NPP or NF. Based on similar experience with
safety by design (reference [7]) and safeguards by design (reference [8]), early application of these four
elements to incorporate such intrinsic features in the facility design will be of maximum benefit to the
overall security of the facility.

3.1 Integrated Design Team

The Integrated Design Team is composed of a set of cross-functional teams (each covering a different
function, such as safety, security, and operations) that collectively performs the design and construction
portion of the NPP or NF lifecycle. The use of such a combined effort has been found to both reduce
design time and to improve the quality of the integrated system in performing each of the functions.
Additionally, such teams are ideal for incorporating systems engineering best practices and performing
requirements analysis to best trade off the different functional requirements.

The integrated design team (shown schematically in Figure 3) works for the lead designer, and all teams
are treated as having the same level of responsibility (although in particular areas there may be
priorities set between the different teams). Note that we have assumed that the Lead Designer is
responsible for integrating all of these functions; this is more likely to result in the designer seriously
involving the Security Design Team at an early phase and continuing this involvement throughout the
design and construction process. A similar responsibility, for the plant manager for example, can be
assigned during operations and dismantlement and decommissioning.
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Depending upon whether or not the facility is a fuel-cycle facility, there may be a need to have a process
design team as part of, or separate from, the operations design team.

While this report focuses on SeBD, “by Design” processes have been developed for most of the other
topical areas. For example, see reference [9] for a process for integrating safety into the design process,
as well as some lessons-learned from using that integration process (reference [10]). Many of the
lessons-learned from safety and international safeguards-by-design are useful for security also.

An important topic is how to employ an Integrated Design Team to coordinate the five functions shown
in Figure 3 during facility design and operations. The functions of each design team are shown below

the appropriate design team name.

DESIGN and ‘ Lead Designer for Project
OPERATING
AGENCY
Operations/ Safety Safeguards Security Reliability/
Process Design Design Design Sustainability
Design Team Team Team Team Design Team
| | | | |
| | | | |
Perform
Perform Perform Perform Perform )
) ) ) ) Lifecycle
Lifecycle Lifecycle Lifecycle Lifecycle )
] ) ) ] Design/
Design/ Design/ Design/ Design/ .
. . . . Operating
Operating Operating Operating Operating Activities for
Activitiesfor Activitiesfor || Activitiesfor || Activitiesfor R
Operations Safet Safeguards Securit Reliability/
P ¥ € ¥ Sustainability

Figure 3. Integrated Design Team

In Table 1, each of the design-team functions listed in Figure 3 is cross-referenced with the other four.
The X’s refer to particular interactions between these functions, while the “3S” and “SBD” refer to
specific clusters of functions that have been addressed in the references to this handbook.

Table 1. Interactions between the Five Integrated Design Team Functional Areas

Safety Safeguards Security Reliability/ Sustainability
Operations/ Process X X X X
Safety 3S 3S X
Safeguards 3S, SBD X
Security X

The interactions indicated in this table will now be discussed individually.
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The Operations/Process function (top row of Table 1) has a great impact on the other four functions
because it defines what operational states (of interest for all the other four) exist at the facility. Each of
the operational states may require different people, procedures, and equipment; operational or
production processes; types and throughput of material (for safeguards and security purposes); types
and numbers of personnel, vehicles, and equipment that need to enter the facility at one time (for
security purposes); and different requirements for equipment reliability to meet the operational
mission.

As can be seen in the second row of Table 1, the Integrated Design Team must balance Safety,
Safeguards, and Security (3S) functions as well as reconcile all safety, safeguards, and security disciplines
to ensure sufficiency in each. There is substantial literature on this topic, and references are provided
later in section 4.20 Other SeBD Principles — Synergy between Safety, Safeguards, and Security. There is
also a paper, reference [11], which specifically discusses the integration of Safeguards and Security with
Safety in the design phase.

The SBD in the table refers to Safeguards-by-Design, as defined by Idaho National Laboratory (INL). INL’s
definition of SBD not only includes safeguards but also physical security and cyber security. This SeBD
handbook does not address cyber security.

Reliability/Sustainability (fourth column of Table 1), while being an important topic in its own right,
affects safety (as certain systems may fail during or have failed before a safety incident), safeguards
(removal of material or tampering may occur when systems fail), and security (security systems need to
be operating 24/7). Reliability Centered Maintenance (RCM), along with the collection of reliability and
availability data, has been an important activity within the nuclear industry for over 20 years.

A straightforward and simple integration plan incorporating security and shared among the design
teams is valuable as part of the overall Project Plan. Such a plan identifies required activities with their
timeline and provides detail and analyses at each phase of the design cycle. From this perspective, the
handbook descriptions of the design process and associated activities can form a basis for developing
such a plan.

3.2 Risk-Informed Design

The use of risk-informed design has several important benefits that led to its inclusion as the second
element of the strategy to achieve SeBD. Risk management is a central consideration in the lifecycle,
whether the risk is due to project risk, safety, security, or safeguards risk. In many cases, the competent
authority requires some sort of documented risk assessment. At the same time, modern systems
engineering approaches for designing and constructing facilities explicitly include risk management as
one of their important processes. Effective security designs are developed around good estimates of
the threats, whether from external (or outsider) sources or internal (or insider) threats. The current
threat is difficult to predict in a definite fashion, much less predicting the threat over the lifecycle of a
facility that may stretch 60-80 years into the future. For this reason, designs should be flexible to allow
for additional security capabilities to be added in the future as suggested, perhaps, by future risk
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assessments. Note that a later section, “Possible Areas Where the DBT/TA Capability May Increase in
the Future,” provides some general suggestions about how this might evolve in the future.

This section first defines the term “risk informed,” then discusses how risk is used as a key factor in the
decision-making process for designing and evaluating physical protection systems, and finally discusses
how security risk is determined.

The term “risk informed” refers to decision-making processes that include risk as one of several metrics
considered in making the decision(s); this compares to “risk based” decisions where risk is the primary

factor driving the decision process.

The risk-informed design decision-making process, described below, addresses threat, vulnerability, and
consequence. The process has two major two components:

e The process for design and evaluation of the physical protection system within the context of a

facility design.

e Arisk-informed approach to analyzing the design against competent authority requirements
based on the risk components: threat, vulnerability, and consequences.

The risk process and the design approach are discussed below. The the high-level steps of the design
and evaluation process (DEPO) are shown in Figure 9. This process is adapted from the version of DEPO
in reference [12] by explicitly adding the step, “Establish Facility Design Options.”

Finished
Design

Determine PPS Establish Facility Design PPS Analyze PPS

Requirements Design Options
Facility .
crarscaaston | | {25l || oateen ||
and Mission P Y :
1 Facility Layouts Neutralization
Threat Definit ! : Del :
fearemEen and Adjacencies i Analysis (Py)
Target R Scenario
Identification and SIRORRS Analysis (Pg)
Classification

Regulatory
Requirementsand i
Constraints Redesign

Figure 4. Design and Evaluation Process

29



The analysis of the PPS design needs to assess the effectiveness of the PPS itself, in terms of Probability
of System Effectiveness, or Pg, as well as the effectiveness of the nuclear security features at the site,
including emergency response plans and contingency plans, to mitigate a sabotage attack or to
recapture/recover nuclear material that has left the site.

The Probability of System Effectiveness can be expressed quantitatively when sufficient data exist, or it
can be expressed qualitatively. One quantitative model is a product model relating three parameters:

PE = P|*PN
where
P, = Probability of Interruption, which is determined as part of what is called Path Analysis; and

Py = Probability of Neutralization, which is typically determined as part of Neutralization Analysis,
performed on paths developed by Path Analysis.

The Scenario analysis step typically attempts to determine P¢ directly, either qualitatively or
quantitatively. The probabilities P, and Py are defined slightly later in this subsection.

The design and evaluation of the PPS must be done from a system standpoint, providing detection,
delay, and response, properly weighted to their contributions to the PPS. At a high level (i.e., the
decision-maker or site-management level), the effectiveness of the PPS (and thus the design
requirements necessary to achieve that effectiveness) must be balanced against available resources.
The effectiveness of the PPS is incorporated within a risk-informed approach and is used to balance
resource requirements versus benefit in providing protection.

Requirements are an important aspect of good systems engineering processes. Effective and efficient
PPS designs occur when design requirements have been established and are known as early as possible
in the lifecycle. To achieve good early requirements more effectively, the State should seek the
guidance of physical protection experts in their pre-project deliberations affecting site locations and
potential distribution of NPP and NF within their country, even before the NPP/NF project commences.

The PPS objectives and requirements for the facility can be derived by the designer from applicable
regulations by the competent authority. This would include an understanding of:

e What is to be protected (the What?)
e The threat against the facility (the Who?)

e Protection objectives for the facility (How Well), which depends upon the consequences of
sabotage attack, the type of nuclear material stolen, etc.

The security risk for a facility associated with malevolent activities is given by:

R= PA*(l-PE)*C,
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where:
R = Risk to society of an adversary gaining access to, or stealing, nuclear material.

P = Probability of adversary attack. It is very difficult to determine what this value should be. Clearly,
simple use of past history to estimate this value may not be appropriate, given the current
understanding of today’s threat environment.

Pe = Probability of system effectiveness, representing the probability that the PPS prevents the
consequence given an attack.

C = Consequence associated with the loss of the targets the PPS is designed to protect. For a nuclear
power plant, the consequence is typically associated with a radiological release.

In the product model for Pg, P = P/*Py,

P,= Probability of interruption. This is the probability that the defined adversary will be interrupted by
the response force in time to stop the adversary from accomplishing his objectives.

Pn = Probability of neutralization. For a given adversary and response force, given an interruption has
occurred, this is the probability that the response force will defeat the adversary in an engagement
(i.e., prevent the adversary from accomplishing his objective).

Consequence measures can be based on other aspects of an attack, such as whether or not core damage
occurs. The appropriate consequence measure to be used in the PPS risk calculation is established by
the competent authority.

Typically, during the design of PPS, the assumption is made that an attack occurs. Thus, the risk equation
becomes:

CR=(1-Pg)*C
where
CR = Conditional risk (i.e., the risk given an attack).

The focus of the PPS design process is on minimizing CR through minimizing the consequence (C) and
maximizing Pe.

Appendix B discusses a more detailed approach for addressing security risk that can be extended to
cover the risks associated with all components of 3S.
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3.3 Facility Design/Operations Lifecycle

The third important element of the SeBD strategy is a focus on the lifecycle of the facility, especially during
the design phase. Not only does the integrated design team need to consider the security requirements
across the lifecycle of the facility, they need to have a good understanding of where different aspects of
SeBD are best applied within the different phases of the lifecycle. This section starts by describing a
baseline structure for how the facility goes through various phases making up the facility lifecycle, from
pre-conceptual planning to design, construction, operations, and dismantlement. It also describes both
security and non-security activities that occur during each lifecycle phase. Then, this section provides
examples showing how the activities by the State, Design and Operating Agency, and the PPT are organized
and interact during each lifecycle phase; note that this discussion provides some explanation of how the
Security by Design Generic Design Process described in Appendix A is organized. Along the way, the section
includes an overview of how security design or evaluation activities compare from phase to phase of the
lifecycle; this comparison is summarized in Table 2 on page 36.

The lifecycle of NPPs and NFs are complex and involve an ongoing interaction between the State, the
Design and Operating Agencies, and the PPT. Clearly, projects are highly detailed, as are the regulatory
structures and specific technical elements underlying the PPS design, construction, and operation. Hence,
the descriptions of the phases presented below are abstracted to focus on key process activities and
interactions.

For the purposes of this document, the facility lifecycle may be described as consisting of the following
phases:

e Project Scope and Planning Phase includes all activities that commence before the particular
Nuclear Facility (NF) project is approved. In this document, this phase includes 1) State activities
before the NPP/NF project is initiated to develop the national infrastructure for nuclear power,
development of regulations for constructing, operating, and dismantling the NF (for security, this
would include grading requirements), and site selection and design scope review; and 2) Project-
related activities by the Design and Operating Agency to support a decision on whether or not to
approve the project.

e Design Concept Phase starts by defining the lifecycle requirements for the facility and the mission
need statement, which includes the project team's assessment of the gap between desired and
existing capability (e.g., a need for nuclear power), the scope of the need, associated potential
hazards arising from nuclear material, and a rough order-of-magnitude assessment of NPP/NF
project cost and schedule. During conceptual design, various design options are considered to
determine how well these meet design requirements and demonstrate efficiency. By the end of
this phase, a conceptual design would be selected.

e Design Engineering Phase typically results in a PPS design with sufficient detail to support
construction, plan development (such as response plans, emergency and contingency plans, and
training plans), and development of a concept of operations. Commonly, a project execution plan
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(PEP) is developed describing the design objectives, schedule, and cost, as well as project roles and
responsibilities.

e Contracting Phase assumes that an Architecture and Engineering (A&E) firm was selected after
project approval to develop the design while a separate construction firm is being contracted
during this phase to perform the actual construction.

e Construction Phase is the phase in which the facility is built, the site goes through formal
acceptance procedures, and (if this is completed successfully), management transfers from the
project-management team to the site-management team.

e Fitness-to Operate-Phase is the phase in which the competent authority conducts a “Fitness to
Operate” evaluation. If this is completed successfully, then the competent authority will permit or
license the NPP/NF to enter full, unrestricted operations.

e Plant Operations Phase, where the facility operates normally until a decision is reached to cease
operations.

e Decommission and Dismantlement Phase, where decisions may be reached to remove any
remaining nuclear material inventory, part or all of the NPP/NF is environmentally restored, and
decisions are reached as to how to dismantle the NPP/NF.

Note that the project phases, from scope and planning to construction, can also be viewed from a project
management perspective; for this viewpoint, see the Project Manager’s Body of Knowledge (PMBok),
reference [13].

Figure 5, below, structures and depicts the lifecycle for facility design and operations, as the facility
proceeds from pre-conceptual planning to design, construction, operations, and dismantlement. The
lifecycle description provided here is very much simplified from what is used in practice. This simplified
version is provided for reference when using this handbook for identifying what physical security activities
need to be performed and where the SeBD principles and practices can be applied during the lifecycle.

The actual project lifecycle for a facility occurs within the context of a developing or an existing national
infrastructure for nuclear power within the State and is beyond the scope of this handbook. The IAEA
Milestones Documents [1,2] Context for Security By Design subsection and The INPRO Assessment
Methodology [4], Section 2.0, briefly describe the three milestones indicated in Figure 5 and Figure 6 as
IAEA M/S 1,2 and 3.
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For SeBD, the threat and protection objectives as well as the stage regulations, must be clearly defined
before the conceptual design phase can commence; this is discussed in more detail in Section 3. First, the
design is developed in terms of facility requirements definition started during scoping and planning, then
conceptual design, and finally engineering design. The engineering design can be matched more easily to
the graded requirements defined by the State, covering both theft and sabotage. Critical areas and
systems of the PPS may need to be protected at a level exceeding requirements that are based solely on
material categorization or whether a sabotage release exceeds Unacceptable Radiological Consequence
levels or High Radiological Consequences.

An important aspect of the project-related scoping and planning, and design concept phases is tradeoff
analysis between the Integrated Design Team'’s five functional areas (Operations/Process, Safety,
Safeguards, Security, Reliability/Sustainability in Figure 3). Early trade-off analyses can identify cost savings
or synergies between the different functions, as well asregulatory requirements that drive up costs or
produce conflicts. These may merit review/modification by the competent authority.

While this lifecycle is for the facility as a whole, it should be recognized that subsystems of the NPP/NF may
be operating in different lifecycle phases at a given point in the facility lifecycle and, thus, their actual
implementation may occur at different times; for example:

e Inanuclear power plant, the Nuclear Island (Nuclear Steam Supply System, or NSSS, and Balance of
Nuclear Island, or BNI) and the Turbine Generator are typically provided by a vendor and are
therefore in a further stage of design than the rest of the plant (Balance of Plant).[14]

e Subsystems, such as the Electronic Security System in the PPS, have different lifecycles (e.g., five
years), so the design should accommodate upgrading and replacing such systems. Similar concerns
may exist for certain structures at the facility.

The lifecycle phases can be categorized into lifecycle stages, each of which includes one or more lifecycle
phases. This categorization is employed in Section 4, Principles and Practices, to describe principles and
practices that apply over multiple lifecycle phases. The lifecycle stages are defined as follows:

e Concept Stage encompasses all activities beginning with a facility mission need statement. It
includes State requirements definition, threat assessment, and physical protection objectives. The
output is sufficient information to allow facility project initiation. Security “theme” (the answers to
how security will be implemented (people, equipment, and procedures), including defining
limitations, such as who provides armed response) emerges. Reliability, availability, and
maintainability analyses may be performed at this stage.

e Realization Stage is the set of activities, including project management, system engineering,
design, quality assurance, and procedural definition, that lead to construction, commission, and
operational readiness. The security theme matures and becomes well-defined. Security
operational procedures and concept of operations are written and validated.

e Operations Stage is the recurring set of actions for the functioning and sustainment of the physical
protection system, resulting from the interplay of people, processes, and technology. The security
theme is fully functional and can be assessed.
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e Retirement Stage (also known as Decommissioning and Dismantlement) is the set of actions
required to decommission a facility.

Table 2 shows how the lifecycle phases from Figure 5 and Figure 6 align with these four lifecycle stages.
Note that this document includes “Siting” in the Scope and Planning lifecycle phase, so the siting line is
conceptually redundant; it is present here to match Figure 6.

Table 2. Lifecycle Phases and Associated Project Activities

Lifecycle Stage Lifecycle Phases

Concept Siting

Scope and planning

Design Concept

Realization Design (Engineering and ConOps)

Contracting

Construction

Operations Fitness to operate (Validation)

Plant Operations

Retirement Decommission

Dismantlement

One example of a lifecycle process is shown in Figure 7; this process has been adopted from the Japan
Atomic Energy Agency (JAEA) process used for a NPP until recently. Red lettering denotes the specific
activities for physical protection (for example, “PP Plan”). Figure 7 lists three entities side-by-side. They
are the operator, which may be the Design and/or Operating Agency; the METI/NISA® (Ministry of
Economy, Trade, and Industry/Nuclear and Industrial Safety Agency); and the Japan Nuclear Safety
Commission.

3 Historically. the METI/NISA mission was to ensure the safety of industrial activities and individual facilities. Later the
METI/NISA broadened their mission to include physical protection so in this (dated) figure, they represented the
State’s competent authority and served as the principal licensing and inspection agency.
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Figure 7. Japanese Implementing Procedure for Nuclear Power Plants

In developing a notional lifecycle for this document (Figure 8), critical decisions (CD) serve to delineate
transition from one phase or project element to the next. For example, the diamond with "CD-0" marks
the transition from the Scope and Planning project element to the Design Concept project element. The
IAEA phase milestones are comparable to phase CDs, and Figure 8 includes them for comparison to the
notional lifecycle phases. The circled items in Figure 8 indicate where a Design and Evaluation Process
Outline (or DEPOQ) assessment is performed for the security system (this DEPO assessment was described in
more detail in Section 3.2, Risk-Informed Design). The vertical bars on the schematic compare the IAEA
and notional lifecycle phases.
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Table 3 summarizes the lifecycle assessments from Figure 8 and their objectives. Typically, the related
DEPO assessments are tailored in rigor and key objective, based on the phase or project element. For
example, during the Scope and Planning phase prior to CD-0, the PPT conducts a DEPO assessment as part
of security feasibility study, focusing on broad PPS objectives and conceptual design requirements. While
the State may provide a DBT, the possibility exists that one has not been published. In this instance, the
PPT might work with the competent authority to develop an approved threat assessment for the PPT to
plan against. Using either the threat assessment or the DBT, the PPT study examines the location and
adequacy of potential sites and response forces. The outcome is a high-level feasibility assessment
describing the acceptability of potential sites, response force plans, and a qualitative estimate of PPS
effectiveness based on these considerations.

* NEPIO is the State’s nuclear energy program implementing office. It is placed in the diagram to illustrate the State’s
role and transition point in the Scope and Planning for a new NNP/NF.
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Table 3. Assessments in Lifecycle

Phase/Element DEPO Assessment Objective ‘ Occurs before ‘

Feasibility: Assures principal design requirements are CD-0 Project
Scope and Planning consistentwith mission need sordzatl
Protection Strategy: Investigate Protection Strategy Authorization

Design Concept Options: F\@!Uﬂtﬁ and choF)se among competing (D-1 D?sign
facility and PPS design approaches Selection

CD-2 Design
Design Engineerin Design: Final PPS design consistentwith 3S priorities
4 4 4 Uesign 4 p Approval
Contracting NA

, Verification: Quality assurance that PPS design CD-4
Construction - > =
achieves security objectives Acceptance

Fitnessto Operate Validation: System assurance of PPS, operators, and Operations
oo |
; Reassessment: Verification PPS performsas
Opeation
Inspections &
Decommission & Residual: Determine residual PPS requirements post Assessments

Dismantle operations

Figure 9 provides a logical depiction of a feasibility assessment. In this example, the PPT might study what
delay requirements for the facility, specified as X minutes of delay, are actually large enough to allow
offsite Response Forces to arrive in time to interrupt the adversary. The security requirements would then
be considered feasible if the PPT believes that X minutes of delay are achievable in the design, and an
adequately sized response force can arrive within that time.

As another example, during the conceptual design project element, the PPT develops options and again
uses a DEPO assessment to evaluate the merits of each design option qualitatively. The PPT should analyze
the PPS options with sufficient rigor to characterize and allow selection of a preferred option. Any
assessment will likely be very high level but insufficient for the final design.

As a third example, following option selection at CD-1, the PPT completes the more detailed design
engineering and completes a more comprehensive analysis of the design. In this case, the PPT will either
complete the final design or redesign to correct deficiencies. Once this is resolved, the PPT releases the
final design to the project team responsible for design, construction, and acceptance of the NPP/NF. From
this point and onward, PPS changes become increasingly costly and difficult to implement. A
comprehensive security analysis of the PPS is essential, and the project team should reconcile potential 3S
conflicts.
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Figure 9. Feasibility Study Logic Flow

Figure 10 depicts the essential notional lifecycle actions to achieve SeBD by the three key entities: State,
Design and Operating Agency, and Physical Protection Team. Placing them in side-by-side columns allows
comparison of relative time, precedence, and dependencies. The authors did not attempt to define
decision makers or to define timelines. Definition of these would occur when needed and are highly
conditional on factors well outside the scope of this document. Note that the project team is portrayed in
this document as being an entity within the Design and Operating Agency.

Figure 10 shows an example of how the Design and Operations, and PPT activities under each project phase
can be described, ordered, and related to one another in more detail. Note that Figure 6 shows only
activities specific to the PPT; other design teams would have ongoing parallel activities, and there would be
interactions between the teams. Appendix A includes figures similar to Figure 10 that show the activities
for the State, the Design and Operating Agency, and the PPT across all of the lifecycle phases.
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Figure 10. Design and Operations Activities for the Design Engineering Phase

Some general comments follow on SeBD and the design process:

The NPP/NF site location may impose additional security constraints and limitations on PPS
effectiveness. Physical protection experts should provide their input to site identification as part of
the Scope and Planning phase to take advantage of site features to reduce costs and achieve a
more effective PPS.

Initially, the Scope and Planning phase occurs outside of the project, but with the State's
declaration to develop a NPP/NF, the Scope and Planning phase ends and the NPP/NF enters the
project phase. At this time, Scope and Planning becomes a project element.

Concurrent with Project Definition, the PPT examines PPS options and conducts a preliminary risk
analysis of each option. This PPT activity allows the PPT to evaluate potential designs with respect
to meeting physical protection objectives. (Typically, these studies will form part of comprehensive
3S studies covering the options.)

When the project team selects the preferred NPP/NF design option, the PPT should validate the
chosen PPS option Design and Evaluation Process Outline (DEPO) analysis and validate that it is
current. Once validation is complete, along with other reviews such as safety and safeguards, the
project team submits their design to the competent authority and Design and Operating Agency for
"conceptual design" acceptance and continuation into the Design Engineering phase.

The PPT, working with the project team, should create the Concept of Operations (ConOps),
response force plans, and finally the training and qualification plan. These are source documents
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for later site acceptance and continuous operations. All such plans must be under configuration
management.

The physical protection objectives, the design basis threat, and State regulations are fundamental
to a PPS design. Defining the objectives and threat occur early during the Scope and Planning
phase, and are pre-project activities.

Prioritization between potentially competing 3S requirements must occur in a systematic,
consistent, and auditable manner, allowing assurance to the competent authority that the NPP/NF
conforms to the State's laws, regulations, and environmental criteria.

The adoption of standards and commonly accepted practices are strongly advised to reduce project
risk. Such standards and practices include quality assurance, configuration management, and
project management. During transition to operations, the PPT working with the project lead
should assure the quality and configuration management systems transition seamlessly to the
operational phase. During design, the PPT should consider definition of recurring security exercises
and assessments for use throughout the NPP/NF operational life. Such action should also include a
definition of essential performance logs allowing later operational assessment and trend analysis.
This is becoming increasingly important data for use in reliability, availability, and maintainability
assessments.
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4 SeBD Principles and Practices

The principles and their associated practices for SeBD are described in this section. If adopted, these
principles and practices are expected to provide high confidence in both the effectiveness and sustainable
operation of the PPS. This list of principles includes the 12 Fundamental Principles (A-L) of Physical
Protection of Nuclear Material and Nuclear Facilities found in INFCIRC/225/Revision 5 [3], so that the
section describes useful practices that support each of the 12 Fundamental Principles. The Principles
identified in this document are the irreducible set of requirements describing the “what.” Practices, the
“how,” provide information such as processes, methods, or technologies to meet the set of principles.
These could include commonly used procedures captured in a design guide or a standard used to gain
uniformity.

Discussions for each principle have been kept fairly brief and were limited to one or two pages. Where
additional material has been collected relevant to a principle, it has been incorporated within an appendix
to the handbook.

Each of the 12 Fundamental Principles is covered in this section. For each fundamental principle, the
principle is described first, associated practices are then described and explained, and the discussion for
each principle ends with a table of the lifecycle phases where that principle and its practices can be applied.

The section continues by discussing a number of what are called “other” SeBD principles (these are listed as
“other” as they are not included as one of the 12 Fundamental Principles). These correspond to:

e Employing good approaches to design (such as incorporating what is called “intrinsic security”);

e Following proven engineering, project management, operational planning, and systems
engineering principles;

e Taking project perspectives that consider both the facility lifecycle and the different facility
conditions called for in the concept of operations,

e Considering integration and synergy between safety, domestic safeguards, and security (3S);
e Designing-in PPS sustainability;

e Balancing prescriptive and performance-based requirements through cooperation between the
design team and the competent authority;

e Validating effective communication and/or operational agreements with other agencies, such as
police and the military; and

e Making use of project and operations experience to incorporate lessons-learned;

Note that Section 5, provides some details on how the SeBD framework, including the principles and
practices, has been and can be applied.
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4.1 Fundamental Principle A—Responsibility of the State

The responsibility for the establishment, implementation, and maintenance of a physical protection
regime within a State rests entirely with that State.

The physical protection regime is defined as “A State's regime including: the legislative and regulatory
framework governing the physical protection of nuclear material and nuclear facilities; the institutions and
organizations within the State responsible for ensuring implementation of the legislative and regulatory
framework; facility and transport physical protection systems.”

More details on this element of the physical protection regime, as well as associated practices, can be
found in paragraphs 3.1 and 3.2 of INFCIRC/225/Revision 5 [3].

The earlier discussion in section 2.1, Context for SeBD within the Milestones Documents and the INPRO
Assessment Methodology, discusses the establishment and implementation of a physical protection regime
as part of the process for developing the infrastructure necessary to support a nuclear power program and
describes three phases of the process to develop this infrastructure, as defined in the Milestones
Documents [1,2]:

1. Consideration before a decision to launch a nuclear power program is taken. This ends with a
milestone, Milestone 1: Ready to make a knowledgeable commitment to a nuclear program.

2. Preparatory work for the construction of a nuclear power plant after a policy decision has been
taken. This ends with a milestone, Milestone 2: Ready to invite bids for the first nuclear power plant.

3. Activities to implement a first nuclear power plant. This ends with a milestone, Milestone 3: Ready to
commission and operate the first nuclear power plant.

Based on these considerations, the pre-project team should develop a Scope and Planning document
describing the high-level operational concept and the related factors allowing grading by the NPP/NF
project team.

Lifecycle Phases
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4.2 Fundamental Principle B—Responsibilities during

International Transport
The responsibility of a State for ensuring that nuclear material is adequately protected extends to the
international transport thereof, until that responsibility is properly transferred to another State, as
appropriate.

The transport is defined as “International or domestic carriage of nuclear material by any means of
transportation, beginning with the departure from a nuclear facility of the shipper and ending with the
arrival at a nuclear facility of the receiver.”

More details on this element of the physical protection regime can be found in paragraphs 3.3 to 3.8 of
INFCIRC/225/Revision 5 [3]. Note that this principle will not be discussed further here, because
transportation falls outside of the scope of this document.
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4.3 Fundamental Principle C—Legislative and Regulatory

Framework
The State is responsible for establishing and maintaining a legislative and regulatory framework to
govern physical protection. This framework should provide for the establishment of applicable physical
protection requirements and include a system of evaluation and licensing or other procedures to grant
authorization. This framework should include a system of inspection of nuclear facilities and transport to
verify compliance with applicable requirements and conditions of the license or other authorizing
document, and to establish a means to enforce applicable requirements and conditions, including
effective sanctions.

More details on this element of the physical protection regime can be found in paragraphs 3.9 to 3.17 of
INFCIRC/225/Revision 5 [3].

The earlier discussion in section 2.1, Context for SeBD within the Milestones Documents and the INPRO
Assessment Methodology, discusses the establishment and implementation of a physical protection regime,
including the legislative and regulatory framework, as part of the process for developing the infrastructure
necessary to support a nuclear power program, and describes three phases of the process to develop this
infrastructure, as defined in the Milestones documents [1, 2]:

1. Consideration before a decision to launch a nuclear power program is taken. This ends with Milestone 1:
Ready to make a knowledgeable commitment to a nuclear program.

2. Preparatory work for the construction of a nuclear power plant after a policy decision has been taken.
This ends with Milestone 2: Ready to invite bids for the first nuclear power plant.

3. Activities to implement a first nuclear power plant. This ends with Milestone 3: Ready to commission
and operate the first nuclear power plant.

Practice Associated with this Principle: Develop a balanced set of prescriptive and performance
physical protection requirements, along with methodology for providing grading or compliance
relief to achieve an efficient and effective Physical Protection System (PPS).

Note that this requires that physical protection requirements and a graded protection scheme be in
place before the facility planning begins.

The CA and the license holders/design agency should mutually understand the requirements and
how the CA will evaluate and inspect the NPP/NF, and what deliverables or documents need to be
in place. The PPT should understand how the PPS design meets security requirements under the
graded security approach. This mutual understanding is also beneficial when considering what
design features can be incorporated to allow for future upgrades.
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4.4 Fundamental Principle D—Competent Authority (CA)

The State should establish or designate a competent authority, which is responsible for the
implementation of the legislative and regulatory framework, and is provided with adequate authority,
competence, and financial and human resources to fulfill its assigned responsibilities. The State should
take steps to ensure an effective independence between the functions of the State’s competent
authority and those of any other body in charge of the promotion or utilization of nuclear energy.

More details on this element of the physical protection regime can be found in paragraphs 3.18 to 3.19 of
INFCIRC/225/Revision 5 [3]. Note that this principle concerning the competent authority has no specific
practices associated; the Milestones documents [1,2] discuss some desirable features for such an authority,
such as the need for it to have a clearly-defined legal status and be independent from
applicants/operators/shippers/carriers.

Practice Associated with this Principle: The PPT and the Design and Operating Agency should
work closely with the CA to ensure that requirements are clearly defined and mutually
understood, and that acceptance criteria are clearly defined.

In this regard, the PPT, and Design and Operating Agency must have a clear understanding of the
deliverables and expectations of the CA during the design process.
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4.5 Fundamental Principle E—Responsibility of the License
Holders

The responsibilities for implementing the various elements of physical protection within a State should
be clearly identified. The State should ensure that the prime responsibility for the implementation of
physical protection of nuclear material or of nuclear facilities rests with the holders of the relevant
licenses or of other authorizing documents (e.g., operators or shippers).

License holders are defined as either operators or shippers. More details on this element of the physical
protection regime, as well as associated practices, can be found in paragraphs 3.23 to 3.30 of
INFCIRC/225/Revision 5 [3].

The term “license holders” refers to the organization authorized by the State to build and operate NPPs or
NFs. The license holders are obliged to follow the regulations and implement the various elements of
physical protection at their facility. They have to interpret and convert all obligations stated in the
regulation into requirements that then are incorporated in the design. For example, when the regulations
say “put a double fence around the facility and guards should check all entering individuals to see if they

are authorized,” the license holders implement that requirement accordingly. In many cases, license

holders order an engineering company to do the design work, but the final decision is theirs. Put another
way, the license holders realize physical protection measures as stated in the regulation by the government.

Not all requirements can be stated explicitly in the State’s regulations, specifically, the kinds of the
requirements that reflect best-practice physical protection design concepts. For example, if all important
buildings, from a security perspective, are placed in the limited area, surrounded by a fence that separates
them from the offices, then physical protection of the plant will improve. Typically, though, this kind of
requirement is too general to be incorporated within regulations, so it only can be realized by the License
Holders voluntarily.

When the license holders have designed and operated a similar facility in the past, they can provide good
advice from their experience to the regulator.

Note that this principle concerning the competent authority has no specific practices identified here. There
are two points, though, to emphasize here:

e The prime responsibility for the implementation of physical protection of nuclear material or of
nuclear facilities rests with the holders of the relevant licenses or of other authorizing documents;
this means that the licensee is ultimately responsible for the effectiveness of the response force (as
it supports the PPS effectiveness), as covered by the principles “Fundamental Principle K—
Contingency Plans” and “Other SeBD Principle—Validate Effective Communication and/or
Operational Agreements with Other Agencies.”

e Todischarge that responsibility, the license holder should work closely with the CA so that they
interpret security regulations properly, have clearly defined roles and responsibilities, and develop
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Concept of Operations plans and other documents that the CA needs to issue licenses, such as

operating licenses.
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4.6 Fundamental Principle F—Security Culture

All organizations involved in implementing physical protection should give due priority to the security
culture, to its development and maintenance necessary to ensure its effective implementation in the
entire organization.

More details on this element of the physical protection regime can be found in paragraphs 3.48 to 3.51 of
INFCIRC/225/Revision 5 [3]:

The nuclear security culture is defined as the assembly of characteristics, attitudes and behavior of
individuals, organizations and institutions which serves as a means to support and enhance nuclear
security. The IAEA Implementing Guide on Nuclear Security Culture, reference [15], provides an excellent
discussion on this topic. There are two practices associated with this principle.

Practice Associated with this Principle: Develop and continually update a plan for developing and
sustaining the security culture across the nuclear facility lifecycle using the IAEA Implementing
Guide on Nuclear Security Culture.

Practice Associated with this Principle: Management should continuously monitor and enforce a
positive set of behaviors.

As described in the Milestones in the Development of a National Infrastructure for Nuclear Power, IAEA
Nuclear Energy Series No. NG-G-3.1 [1], a security culture that recognizes the importance of nuclear
material should be in place before the State is ready to invite bids for the first nuclear power plant.

Basic tenants of security culture are that a credible threat exists and nuclear security is important. From
these core beliefs should come a recognition that necessary mechanisms must be in place to plan and then
finance adequate physical protection measures, including response, over the lifetime of the NPP or NF
before that facility becomes operational.

More detail on this topic is included in the implementation section, under the heading Security Culture; this
section provides some relevant excerpts from the Implementing Guide on Nuclear Security Culture [15].
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4.7 Fundamental Principle G—Threat

The State’s physical protection (PP) should be based on the State’s current evaluation of the threat.

The threat is defined as “A person or group with the motivation, intention, or capability to commit a
malicious act” (as defined in INFCIRC/225/Revision 5 [3]). More details on this fundamental principle of the
physical protection regime can be found in paragraphs 3.34 to 3.40 of INFCIRC/225/Revision 5 [3]. Itis
relevant to point out that Revision 5 includes new threats not included in Rev. 4, such as cyber, airborne
and standoff attacks, and includes more detail on protecting against the insider threat. It also states that a
DBT should be used for Category | and high radiological consequence nuclear facilities.

The application of a design basis threat may not be necessary in low-risk facilities such as Category lll
facilities, where Category Ill refers to the IAEA material category definition. However, the need to
continuously evaluate the current and potentially future-changing threat and update when appropriate
remains throughout the facility lifecycle. See the IAEA Implementing Guide on the Development, Use and
Maintenance of the Design Basis Threat [16].

Practice Associated with this Principle: Develop and continually update the State’s evaluation of
the threat. This evaluation should be performed by the appropriate State authorities, using various
credible information sources.

To evaluate the threat, trained specialists are assigned to analyze threat data and to use that data to create
what is called a threat assessment; this threat assessment (TA) can be used, if the State desires, to then
create what is called the Design Basis Threat or DBT. The Implementing Guide on the Design Basis Threat
[16] describes the process for creating a TA and DBT. The guide suggests that a DBT be used where the
consequences of a malicious act would be severe (such as theft of Category | amounts of nuclear material
or high radiological consequences due to sabotage), but also where “there is too much uncertainty in the
threat assessment owing to a limited amount of data or a low level of confidence in the sources of the
data.” Note that there is an associated IAEA workshop on “Setting the Design Basis Threat” than can be
used by a State to start development of a TA and/or DBT.

Reference [16] also states, “Regardless of whether a DBT approach or another threat based approach to
security is used, the competent authority should ensure that there is a threat related basis for the resulting
protection.” Thus, where a DBT is not required, some documented relationship between the protection
requirements and the information collected in the TA is still needed. In this sense, the TA is never used by
itself, even when there is low uncertainty in the threat assessment, due to large amounts of data from high
confidence sources.

The threat assessment or DBT (if used) aid the licensing process for a NPP or NF by:
e Providing a common basis for physical protection at all facilities within the State;
e Providing a standard against which to design and evaluate a PPS, and

e Setting a baseline to evaluate future changes in the threat.
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Note that the DBT differs from the TA in that the former 1) screens out those threats that lack the
motivation, intention, or capability to commit a malicious act involving nuclear materials and nuclear
facilities; 2) combines the information about the threat entities into a composite adversary with postulated
capabilities; and 3) modifies the postulated capabilities of the composite adversary based on relevant
policy considerations. While it is typically harder to create and apply a DBT, the latter serves as a State
policy document that generally provides a more stable basis for security resource planning over long time
horizons.

Practice Associated with this Principle: Design, measure, and validate the PPS performance
against the threat. If the threat evaluation changes during the facility lifecycle, then the PPS
effectiveness should be reevaluated.

The DBT/TA works as a design/evaluation standard by setting boundaries on the attacker capabilities,
limiting the scenarios they can perform, and serving as a basis for conducting effectiveness evaluations of
the PPS. To make use of this standard, the State and operator also need to possess the expertise to
properly evaluate the effectiveness of the PPS against the DBT/TA.

More information on defining and using the DBT/TA are found in the Implementation Section under the
heading Threat Assessment.
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4.8 Fundamental Principle H—Graded Approach

Physical Protection (PP) requirements should be based on a graded approach, taking into account the
current evaluation of the threat, the relative attractiveness, the nature of the material and potential
consequences associated with the unauthorized removal of nuclear material, and with the sabotage
against nuclear material or nuclear facilities.

More information concerning the graded approach for basing PP requirements can be found in paragraphs
3.43 to 3.44 of INFCIRC/225/Revision 5 [3].

This principle focuses on the State’s process for setting PP requirements based on a graded approach, but
designers can take the State’s graded approach into account to keep security costs as low as possible. One
State-level practice is associated with this principle:

Practice Associated with this Principle: Use heuristics (e.g., category of material) or risk-Informed
methodologies for grading, where risk includes frequency of attack, system effectiveness, and
consequence.

INFCIRC/225/Revision 5 [3] discusses the State’s use of nuclear material categorization as a basis for graded
security requirements for unauthorized removal of nuclear material, while the State’s threshold(s) of
unacceptable radiological consequences is used as a basis for graded security requirements. The latter
approach ends up being risk-informed as the thresholds for unacceptable radiological consequences are
based on a consequence analysis, with possible influences of the other risk components, frequency of
attack and protection system effectiveness. Note that a number of risk assessment methodologies (RAMs)
currently exist that could be used by the State to help link physical protection requirements to the threat,
relative attractiveness of the material and or sabotage target, and the potential consequences of a
malicious act.

One facility-design practice is described here, that may be usefully applied during the Scope and Planning
as well as Design Concept phases of the lifecycle:

Practice Associated with this Principle: Categorize the facility and its targets in terms of material
categorization for theft of nuclear material and consequences of radiological sabotage, including
that caused after unauthorized removal of other radioactive material. Where there is a choice
during design, keep the categorization as low as possible.

This practice suggests that the facility designer attempt to keep the target categorization level as low as
possible to reduce the need for security. Examples would include use of Category Ill fuel versus Category |,
lower source terms rather than larger ones for sabotage events, or location of reactors in areas with lower
impacts on society if unacceptable releases occur. In a similar fashion, the designer might attempt to limit
the size of higher category target areas, such as vital or inner areas, to keep security requirements as
limited as possible. As a general rule, the designer should consider ways to reduce the consequence of an
event, whether the source of the event is natural, accidental, or malicious.
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4.9 Fundamental Principle I—Defense in Depth

The State’s requirements for physical protection should reflect a concept of several layers and methods
of protection (structural or other technical, personnel and organizational) that have to be overcome or
circumvented by an adversary in order to achieve his objectives.

More details on this element of the physical protection regime can be found in paragraphs 3.45 to 3.47 of
INFCIRC/225/Revision 5 [3].

INFCIRC/225 Revision 5 para.3.45 touches on several aspects of SeBD, including the importance to physical
protection of the facility design: “State requirements for physical protection should be based on the
concept of defense in depth for preventive and protective measures. The concept of physical protection
requires a designed mixture of hardware (security devices), procedures (including the organization of
guards and the performance of their duties) and facility design (including layout).” [3]

Defense in depth is a design concept in which an adversary should be required to avoid or defeat several
layers and methods for physical protection in sequence. For example, an adversary might be required to
defeat three security layers (limited access area, protected area, and vital area) before gaining entry to a
reactor control room. Ideally, the measures used to detect, interrupt, and neutralize the adversary at these
layers should be a mix of hardware (such as perimeter sensors at the limited access area and protected
area boundaries); procedures (intended to search for contraband, verify identity, assess an alarm, or to
shut down the reactor and secure the control room if an actual intrusion is identified); and design features
(such as barrier construction and a limited number of access routes). The effect produced on the adversary
by a system that provides defense in depth will be to:

e increase uncertainty about the system to the adversary,
e require additional tools and more extensive preparations prior to attacking the system, and
e create additional steps where the adversary may fail or abort the mission.

In addition, having several layers of protection provides more delay time, which increases the probability of
interdiction/interruption by response forces, if different technologies are appropriately mixed and used.
The chances of detection also can be increased by deploying detection elements across several layers of
protection.

When dealing with the insider threat, providing defense in depth may prove difficult, especially for insiders
who have direct access to nuclear material or to vital equipment. The Preventive and Protective Measures
against Insider Threats Implementing Guide presents a structured method for providing defense in depth
preventive and protective measures against the insider (Figure 11).
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Figure 11. Defense in Depth Preventive and Protective Measures against Insiders

Practice Associated with this Principle: During the facility design, provide adequate security for
elements of the physical protection system that are critical in the sense that if they fail or are
defeated, PPS effectiveness will drop to unacceptable levels.

Physical protection measures contribute to timely detection (detection that occurs early enough during an
adversary attack that response forces can interdict or interrupt the adversary before they complete their
attack) or to neutralization (the ability to defeat the adversary, given interruption). Some of these
elements—the measures themselves or the subsystems that they depend upon (such as power systems)—
may be critical in the sense that if they do not work during the attack the PPS effectiveness will be
unacceptably weakened. Critical elements can be identified in a general way during scoping, and can be
identified more specifically as the facility design is made more detailed and the resulting evaluations of the
effectiveness become more precise.

Practice Associated with this Principle: Optimize the balance of Physical Protection functions.
Security system designs should seek to optimize the balance of the PPS functions of detection,
delay, and response with regard to their impact on facility operations and cost commensurate with
the security objectives.

Engineered controls such as access entry points should employ passive features (for example, physical
barriers such as wall construction) as well as active features (for example, biometric access entry). Controls
should include both administrative and engineering features, such as entry badges with both photo ID and
electronic credentialing information. Note that these principles and practices apply to both software and
hardware design.
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Practice Associated with this Principle: During
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with the security objectives.
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4.10 Fundamental Principle J—Quality Assurance

A quality assurance policy and quality assurance programs should be established and implemented with
a view to providing confidence that specified requirements for all activities important to physical
protection are satisfied.

More details on this element of the physical protection regime can be found in paragraph 3.52 of
INFCIRC/225/Revision 5 [3].

Practice Associated with this Principle: Employ formal or commonly accepted processes for
quality assurance.

Practice Associated with this Principle: Ensure the PPS design is part of the larger facility quality
assurance management plan.

References for ensuring the PPS design is part of the larger facility quality assurance management plan are
[17], [18], [19], [20], and [21].

Practice Associated with this Principle: Use watch logs to record maintenance and operational
events. Test key PPS elements.

e Logs can include such information as the number of false and nuisance alarms, component
breakdowns, putting alarms in access while instituting compensatory measures. The resulting data
can then be analyzed for trends.

PPS elements should be tested periodically as part of a quality assurance program, especially if such
elements are key or critical (for more information on critical elements, see the previous section on
Defense-in-Depth).Verify and test key PPS elements periodically.

Practice Associated with this Principle: Ensure PPS project is under Configuration Management
(C™m).

Helpful references on configuration management are [22, 23] (note that this reference covers both NPP
design and operations), [24] and [25]. Note that the last reference covers a number of useful topics, such
as examples of functional areas for configuration management requirements. Before operation, the
configuration management system maintains consistency between licenses and agreements; designs; and
the actual construction. During operations, a CM system maintains a record of the operational facility
(including the PPS) from as-built conditions to its current status, recording modifications. The divisions that
operate the facility should work closely with the groups that realize the facility so that the configuration
management system for the operational facility is based on the configuration management system used
during realization. Subsequent changes to the facility with the potential of substantively altering PPS
performance should be evaluated formally and accepted before implementation.

Practice Associated with this Principle: Manage project requirements as they are developed
during concept and realization stages (that begin at the scope and planning phase and continue
until construction is complete).
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Today, software systems exist that help during design (as well as operations) manage requirements as well
as perform the configuration management function.
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4.11 Fundamental Principle K—Contingency Plans

Contingency (emergency) plans to respond to unauthorized removal of nuclear material, sabotage of
nuclear facilities or nuclear material, or attempts thereof, should be prepared and appropriately
exercised by all license holders and authorities concerned.

A contingency plan is defined as a predefined set of actions for response to unauthorized acts indicative of
attempted unauthorized removal or sabotage, including threats thereof, designed to effectively counter
such acts.

More details on this element of the physical protection regime can be found in paragraphs 3.58 to 3.62 of
INFCIRC/225/Rev. 5 [3]; note that paragraph 3.58 applies at both the State and operator levels.

Contingency (emergency) plans should be prepared and approved during the realization stage; for more
explanation concerning this stage (which incorporates the design engineering, contracting and construction
lifecycle activities) see section 3.3, Facility Design/Operations Lifecycle). Security contingency plans should
also address non-malicious events, such as fire, flood, or wind, that result in PPS degradation and increased
vulnerability.

Note that INFCIRC/225/Revision 5 [3] includes specific recommendations to locate and recover nuclear
material missing or stolen from a fixed site (4.50 to 4.56 for the State and 4.57 to 4.63 for the operator) and
to mitigate and minimize the consequences of sabotage at fixed sites (5.44 to 5.53 for the State and 5.54 to
5.58 for the operator). Some of these recommendations cover contingency plans.

Practice Associated with this Principle: Develop contingency plans, including response force
agreements with outside agencies.

Practice Associated with this Principle: Verify response force agreements are in place. Conduct
periodic scheduled and unscheduled drills and record results to evaluate facility, police, and/or
military response to security events. Such drills may include measurements of time for alarm
assessment, notification, and security response; and effectiveness of land-line, Radio Frequency
(RF) and other communications systems.

References [26], [27], and [28] provide information about drills.
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authorities concerned.
Practice Associated with this Principle: Develop X | X | X
contingency plans, including response force
agreements with outside agencies.
Practice Associated with this Principle: Verify CA testing X | X | X

response force agreements are in place. Conduct
periodic scheduled and unscheduled drills and
record results to evaluate facility, police, and/or
military response to security events. Such drills
may include measurements of time for alarm
assessment, notification, and security response;
and effectiveness of communications systems
(fixed, RF, etc.).

program in place
before Design
Engineering
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4.12 Fundamental Principle L—Confidentiality

The State should establish requirements for protecting the confidentiality of information, the
unauthorized disclosure of which could compromise the physical protection of nuclear material and
nuclear facilities.

More details on this element of the physical protection regime can be found in paragraphs 3.53 to 3.55 of
INFCIRC/225/Revision 5 [3]. It should be noted that protection of information forms another layer of
defense in depth.

Practice Associated with this Principle: PPS design, operation, and potential vulnerabilities should
be handled with appropriate need-to-know control. Similarly, normal operation and contingency
plans should be handled with the appropriate level of information control. This principle extends
to protection of electronically transmitted information. Encryption technologies should be
employed as well as use of protected networks.

Lifecycle Phases
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for protecting the confidentiality of information, the program in place
unauthorized disclosure of which could compromise before Scope
the physical protection of nuclear material and and Planning
nuclear facilities.
Practice Associated with this Principle: PPS X [ X | X [ X | X |X|X

design, operation, and potential vulnerabilities
should be handled with appropriate need-to-
know control. Similarly, normal operation and
contingency plans should be handled with the
appropriate level of information control. This
principle extends to protection of electronically
transmitted information. Encryption
technologies should be employed as well as use
of protected networks.
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4.13 Other SeBD Principle—Achieve Inherent or Intrinsic Security
Physical protection is best realized when security objectives addressed as an intrinsic part of the facility
design itself and not are added post construction as “extrinsic” features. Further, security should be
included as a top-tier requirement in system design and performance that is considered at the same level
as mission functionality, safety, and reliability.

Practice Associated with this Principle: Give major focus during the concept and design phases to
studying facility Concept of Operations (ConOps) and designs that have reduced security needs (as
in using lower Categories of material or having lower worst-case sabotage consequences), then
look at strengthening facility features before addressing design of the PPS itself.

The Concept of Operations is defined and discussed in more detail in section 4.19, Other SeBD Principle—
Concept of Operations Perspective.

While using the intrinsic security approach takes more time and effort in planning stages, the opportunities
for lifecycle cost savings comes from:

e Identifying opportunities where security can be enhanced taking advantage of other features in
the design or ConOps

e Resolving requirement conflicts early in the process and

e Taking a consequence-based approach that makes system assets more self-protecting and
achieves PPS designs that are less threat dependent.

Properly applied, this approach can result in PPS designs that are cost-effective against both the current
evaluation of the threat (see the earlier section on “Fundamental Principle G—Threat”) and are robust
against potential changes in the future threat envisioned over the lifecycle of the facility (see the later
section on “Other SeBD Principle—Lifecycle Perspective”).

Cost-benefit and life-cycle cost analyses can be performed to determine the trade-offs between capital
costs for intrinsic security design features vs. lifetime operating costs.
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Lifecycle Phases

Other SeBD Principle: Achieve Inherent or “Intrinsic”
Security
Principle and Associated Practices

Assumptions

Design Engineering

Contracting
Construction

License to Operate

Operational Phase

Decommissioning/
Dismantlement

Principle: Physical protection is best realized when
security objectives are addressed as an intrinsic part
of the facility design itself and are not added post
construction as “extrinsic” features. Further, security
should be included as a top-tier requirement in
system design and performance that is considered at
the same level as mission functionality, safety, and
reliability.

x Scope and Planning
x Design Concept

x

Practice Associated with this Principle: Give
major focus during the concept and design
phases to studying facility ConOps and designs
that have reduced security needs (as in using
lower categories of material or having lower
worst-case sabotage consequences), then look at
strengthening facility features before addressing
design of the PPS itself.
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4.14 Other SeBD Principle—Proven Engineering Principles

Nuclear facilities (in general) and Physical Protection Systems (in particular) are designed, built,
operated, and decommissioned using engineering practices that are proven by testing and experience,
which is reflected in approved codes and standards and other appropriately documented statements.

Practice Associated with this Principle: Evaluate appropriate international standards, consider
other State’s laws, and adopt applicable State laws and regulations on 3S (Safety, Safeguards, and
Security) requirements and guides.

International standards, State’s laws, and State laws and regulations on 3S requirements and guides can be
found in the following references: [3], [29], [30], [31], [32], and [33].

Practice Associated with this Principle: To the extent practicable, the design team should adopt
commonly accepted guides and standards. When any other standard is used, the design team
must demonstrate its adequacy to the regulator’s satisfaction.

The use of commonly accepted but not required standards creates a “safe harbor.” A safe harbor means
the standard is understood by the regulator and meets the spirit and intent of the legal requirements.

Lifecycle Phases
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practices that are proven by testing and experience, Engineering
which is reflected in approved codes and standards
and other appropriately documented statements.

Practice Associated with this Principle: Evaluate X [ X | X
appropriate international standards, consider
other State’s laws, and adopt applicable State
laws and regulations on 3S (Safety, Safeguards,
and Security) requirements and guides.

Practice Associated with this Principle: To the X | X
extent practicable, the design team should adopt
commonly accepted guides and standards
understood by the regulator to satisfy the legal
requirements. When any other standard is used,
the design team must demonstrate its adequacy
to the regulator’s satisfaction.
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4.15 Other SeBD Principle—Proven Project Management

Principles
Nuclear facilities (in general) and Physical Protection Systems (in particular) are designed and built using
project management practices that are proven by testing and experience, which is reflected in approved
codes and standards and other appropriately documented statements. Employ formal or commonly
accepted processes for project management.

Practice Associated with this Principle: Planning should allow for review, remediation, decision,
and licensing. The design team should identify in the plan and scoping through licensing phases
where interaction with approving authorities will occur and allow time for critical decision-making.

Part of good project management is allowing adequate time and resources for the PPT and Design and
Operating Agency to interact with the State on licensing and other matters in a way that that the licensing
phases are successfully completed without extending the project schedule.

Practice Associated with this Principle: Implement a robust and formal project structure that
includes the PP engineering with all other engineering disciplines in order to fully realize security
within the entire facility design.

The PPS designers will be in a supporting role with regard to the design and construction of the NPP or NF.
Therefore, the structure of the PPT’s efforts should be tailored to best support these activities to ensure
that security is considered throughout the process. Members of the PPT will be assigned to participate in
the various activities and will be responsible for organizing and submitting input as required. For more
information, see references [13] and [34].

Practice Associated with this Principle: The PPS designers should coordinate their efforts closely
with other facility design teams so as to achieve seamless integration.

The approach for the PPS designers should be include (1) ensuring security requirements are met by the
NPPs/NFs and working with the appropriate organizations to resolve any problems, (2) identifying and
resolving any security issues, (3) ensuring that the most appropriate security technologies and
methodologies are adopted, (4) working with the A&E and lead organizations during all phases of the
design, and (5) helping develop the technical data for, and evaluations of, alternatives.

During each of the design phases, the PPT interacts with the other facility design teams. In the conceptual
design phase, the PPT helps define the threat, identify security requirements and standards, identify assets
to be protected, analyze the site operating environment, and develop a basic security layout and initial PPS
design descriptions. In the design-engineering phase, the system operational requirements will be defined,
draft functional specifications and test/acceptance criteria will be developed, and any long-lead time
purchase items will be identified; all of these activities require working with other design teams. During
construction, the PPT will provide support and input to any security documents and final systems
engineering testing plans, and will develop and review the facility’s procedures and plans. During
operations, the PPT will help integrate people, procedures, and equipment, as required.
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Lifecycle Phases

Other SeBD Principle: Proven Project Management
Principles
Principle and Associated Practices

Assumptions

Design Engineering

Dismantlement

Principle: Nuclear facilities (in general) and Physical
Protection Systems (in particular) are designed and
built using project management practices that are
proven by testing and experience, which is reflected
in approved codes and standards and other
appropriately documented statements. Employ
formal or commonly accepted processes for project
management.

x Scope and Planning
x Design Concept

>

x Contracting
X| Construction

X! License to Operate

x Operational Phase

x Decommissioning/

Practice Associated with this Principle: Planning
should allow for review, remediation, decision,

and licensing. The design team should identify in
the Scope and Planning through licensing phases
where interaction with approving authorities will
occur and allow time for critical decision-making.

Practice Associated with this Principle:
Implement a robust and formal project structure
that includes the PP engineering with all other
engineering disciplines in order to fully realize
security within the entire facility design.

Practice Associated with this Principle: The PPS
designers should coordinate their efforts closely
with other facility design teams to achieve
seamless integration.
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4.16 Other SeBD Principle—Proven Operational Planning

Principles
Nuclear facilities (in general) and Physical Protection Systems (in particular) are operated and
decommissioned using good planning and security practices.

Note that this document refers to the Physical Protection Team (PPT) that, during design, refers to the
entity within the design team responsible for design, construction oversight, and acceptance of the PPS.
During operations, the PPT refers to those responsible for the operation and maintenance of the PPS. This
section refers to what is called the “security division,” that consists of the PPT during design/construction
and, during operations, consists of the organizations within the NPP/NF that perform the operation and
maintenance functions for the PPS under the management oversight of the PPT.

Practice Associated with this Principle: Ensure adequate staffing, funding, and independence of
the security division. The necessary and sufficiently sized security division should be fully staffed
and funded through the facility lifecycle and should be functionally independent from other facility
functions and report directly to the facility manager.

The size, funding, and authority of the security division should be sufficient to work with the design teams
in other functional areas throughout the design lifecycle. If security is to be effectively integrated into the
NPP/NF, management must be willing to commit and to lead (see also the discussion in section 4.6,
Fundamental Principle F—Security Culture.). As a part of this commitment, someone in the organization
(i.e., senior management) must have the overall responsibility, authority, accountability, and ownership of
security for the entire facility. The individual(s) assigned this responsibility should be willing and able to
take on this responsibility for the long-term.

Practice Associated with this Principle: Use only trained and qualified security personnel.
Consistent with quality assurance and State physical protection directives and manuals, only fully
gualified personnel should have active roles consistent with their security duties. Training
programs should be evaluated and updated as necessary. Personnel should undergo periodic
requalification for critical skills.

In order to accomplish the successful integration of security into the design process, trained and qualified
personnel need to be identified. The PPT making up the security division must be identified and assigned to
participate in the process from start to finish. This PPT should consist of at least one management-level
representative, one or two highly experienced and knowledgeable senior staff members, representatives
from other related areas such as safety, cyber/process control, and safeguards, and operations personnel.
Someone on the PPT should have experience with risk management and security assessment. The entire
PPT should be provided with the opportunity to upgrade its expertise and capability through training. An
example of a critical skill is use of firearms in accordance with national laws and regulations.

Practice Associated with this Principle: Verify staff trustworthiness. Sufficiently detailed
background checks should be completed and results evaluated before security assighments are
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made. Human reliability programs should be considered for personnel deemed by the competent
authority to have “critical” access.

During the course of the security division’s activities, it is very likely that staff will gather sensitive
information and, at some point, may even be required to have access to nuclear materials. For this reason,
it is important that all members of the security division be properly vetted with regard to their
trustworthiness and, in some cases, the level and scope of their need-to-know. Not only should background
checks be performed prior to anyone being assigned to the security division, but periodic checks should be
completed during the tenure of their assignment. Particular attention should be given to any past incidents
that may be indicators of concern. In addition to background checks, the security organization should
implement a personnel security program that not only conducts the initial and periodic checks but also may
conduct security education and awareness (security culture). Depending on the situation, it may be
desirable that selected personnel participate in a human reliability program. Personnel meeting such
criteria might include those having access to Category | nuclear materials or vital areas.

Lifecycle Phases

Other SeBD Principle: Proven Operational
Planning Principles
Principle and Associated Practices Assumptions

Scope and Planning
Design Concept
Design Engineering
Contracting
Construction
License to Operate
Operational Phase
Decommissioning/
Dismantlement

Principle: Nuclear facilities (in general) and
Physical Protection Systems (in particular) are
operated and decommissioned using good
planning and security practices.

x
x
x
x
x

Practice Associated with this Principle: X X| X
Ensure adequate staffing, funding, and
independence of the security division.
The necessary and sufficiently sized
security division should be fully staffed
and funded through the facility lifecycle
and should be functionally independent
from other facility functions and report
directly to the facility manager.
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Lifecycle Phases

Other SeBD Principle: Proven Operational
Planning Principles
Principle and Associated Practices

Assumptions

Scope and Planning
Design Concept
Design Engineering
Contracting
Construction

License to Operate

Operational Phase

Decommissioning/
Dismantlement

Practice Associated with this Principle:
Use only trained and qualified security
personnel. Consistent with quality
assurance and State physical protection
directives and manuals, only fully qualified
personnel should have active roles
consistent with their security duties.
Training programs should be evaluated
and updated as necessary. Personnel
should undergo periodic requalification for
critical skills

X
X

x

X

x

Practice Associated with this Principle:
Verify staff trustworthiness. Sufficiently
detailed background checks should be
completed and results evaluated before
security assignments are made. Human
reliability programs should be considered
for personnel deemed by the competent
authority to have “critical” access.

73




4.17 Other SeBD Principle—Systems Engineering Principles

Good systems engineering techniques should be used to design and build NPPs/NFs.

Nuclear facilities (in general) and Physical Protection Systems (in particular) are both complex systems and
thus are better designed and built using good systems engineering techniques.

Practice Associated with this Principle: Employ formal or commonly accepted processes for
systems engineering. Review and incorporate, as desired, system engineering practices and
technical guides.

Examples of systems engineering and security engineering guides are [35], [36], [37], [38], [12], [39], [40],
and [41].

References [37] and [40] provide a detailed description of Systems Engineering while reference [42] is a
paper that provides a general overview of the systems engineering acquisition, organizational, project; and
technical processes detailed in the INCOSE Handbook [37]; see Figure 12. It should be noted that several of
the elements of the SeBD approach described in this handbook, such as lifecycle planning and risk
management (under risk-informed design), have corresponding processes described in the INCOSE
handbook.
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Figure 12. 1SO 15288:2008 Processes
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The Design and Operating Agency usually has adapted a version of systems engineering approaches,

especially if the agency is an architect/engineering firm creating the NPP/NF or the vendor of the reactor.

An important question is whether that adapted approach is state-of-the-art compared to the general

practices found in the INCOSE Handbook, reference [37].

Lifecycle Phases

Other SeBD Principle: Systems Engineering Principles
and Associated Practices

Assumptions

License to Operate

Operational Phase

Decommissioning/

Principle: Nuclear facilities (in general) and Physical
Protection Systems (in particular) are designed and
built using good systems engineering principles.

X1 Scope and Planning
x Design Concept

x Design Engineering
< Contracting

X| Construction

Practice Associated with this Principle: Employ
formal or commonly accepted processes for
systems engineering. Review and incorporate, as
desired, system engineering practices and
technical guides.
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4.18 Other SeBD Principle—Lifecycle Perspective
View the PPS from a lifecycle perspective. Describing the PPS design and operation in the context of its
lifecycle management plan allows better requirements management from concept to sustainment.

The Facility Design/Operations lifecycle is discussed in detail in Section 3.0; note also, that a system’s
lifecycle perspective is also a core theme of the Systems Engineering Handbook [37]. This section serves
merely to recognition of the importance of that perspective.

There are several general practices associated with this principle:

Practice Associated with this Principle: View the PPS from a lifecycle perspective during design and
construction.

Practice Associated with this Principle: Define clear design requirements prior to entering the
Design Concept phase: Project initiation in the realization stage must have a necessary and
sufficient requirement set consistent with the facility function.

Practice Associated with this Principle: Characterize the management practices for maintenance
and operations over the lifecycle based on the facility design; see I1ISO 15288, reference [41].

Practice Associated with this Principle: Consider possible changes in the threat during the lifecycle
when designing the nuclear facility to make it more robust against future changes in the threat.

All facility lifecycle stages and operational conditions need to be analyzed for security needs and physical
protection performance. This includes consideration of security during the construction phase, for
example.

As much as possible, flexibility should be designed and built into the physical protection system to ensure
security is preserved as conditions change over the course of the system lifecycle. Examples to consider
include:

e Excess conduit and conduit channel capacity to allow addition of communications, control, and
power cables for additional and/or new detection, delay, and response protection elements

e Locations where additional hardened fighting positions can be installed to address increased
numbers of adversaries or capabilities

e Locations where additional active denial systems can be installed to increase delay and/or increase
the potential for neutralization

e Space for expansion or additional storage.
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Lifecycle Phases

Other SeBD Principle: Lifecycle Perspective
Principle and Associated Practices

Assumptions

Scope and Planning
Design Engineering

Dismantlement

Principle: View the PPS from a lifecycle perspective.
Describing the PPS design and operation in the
context of its lifecycle management plan allows
better requirements management from concept to
sustainment.

x Design Concept

>

x Contracting
X| Construction

X! License to Operate

x Operational Phase

x Decommissioning/

Practice Associated with this Principle: View the
PPS from a lifecycle perspective during design
and construction

Practice Associated with this Principle: Define
clear design requirements prior to entering the
Design Concept phase: Project initiation in the
realization stage must have a necessary and
sufficient requirement set consistent with the
facility function.

Practice Associated with this Principle:
Characterize the management practices for
maintenance and operations over the lifecycle
based on the facility design (reference. I1ISO
15288, Life Cycle Management).

Practice Associated with this Principle: Consider
possible changes in the threat during the lifecycle
when designing the nuclear facility to make it

more robust against future changes in the threat.

CA guidance on
possible changes
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4.19 Other SeBD Principle—Concept of Operations Perspective
Achieve consistency between conceptual design and planned operations. The design team should
consider the anticipated concept of operations (ConOps), including normal, emergency, and contingency
operations. The PPS design should complement the ConOps.

As described in the INCOSE handbook, reference [37], the ConOps “describes the way the system works
from the operator’s perspective. The ConOps includes the user description and summarizes the needs,
goals, and characteristics of the system’s user community. This includes operation, maintenance, and
support personnel.” The ConOps specifically identifies roles and responsibilities.

Practice Associated with this Principle: Develop a security operation and maintenance plan
embodying the ConOps, and evaluate the PPS design against planned operations.

The maintenance plan should reflect planned availability of the system, based on redundancy in the design,
and be consistent the operator’s sustainability plans (see section 4.21, Other SeBD Principle—Design-in
Sustainability). This maintenance plan will have to be developed in coordination with the PPT as
compensatory security measures will have to be in place, perhaps requiring additional guards, during
planned and unplanned outages of critical PPS subsystems.

The PPS design may be evaluated against planned operations by:
e Analyzing facility security personnel roles, responsibilities, and procedures;

e Examining the impact of physical protection measures, such as entry control and contraband
detection features as well as procedures for authorizing facility access;

e Evaluating PPS performance during both malicious and non-malicious abnormal events; and
e Performing modeling and simulation of the interactions between operations and security.

Such modeling and simulation can consider specific issues over the lifecycle, ranging from evaluation of
access-control system congestion during the conceptual design phase to actual simulation of security
operations at access-control points using operational data during the operational phase. One security
simulation of value at this stage is a tabletop exercise where licensee and response organizations explore
early versions of response plans looking for gaps and weaknesses.

Note that intra-site transport also needs to be considered if it occurs. Contingency plans are also important
to consider during design. Designers should allow for contingencies such as power loss and routine
maintenance as well as normal operations to prevent or mitigate PPS degradation.

Practice Associated with this Principle: Follow the operation and maintenance plan during the
operational phase of the facility lifecycle. The ConOps developed during design and construction
phases should be followed and evaluated periodically to see if it is still current, and the operation
and maintenance plan should be revised if necessary.

78



Lifecycle Phases

Other SeBD Principle: Concept of Operations
Perspective
Principle and Associated Practices

Assumptions

Scope and Planning
Design Concept
Design Engineering
Contracting
Construction

License to Operate

Operational Phase

Decommissioning/
Dismantlement

Principle: Achieve consistency between conceptual
design and planned operations. The design team
should consider the anticipated concept of
operations (ConOps), including normal, emergency,
and contingency operations. The PPS design should
complement the ConOps.

x
x

x

x

Practice Associated with this Principle: Develop a

Security operation and maintenance plan
embodying the ConOps, and evaluate the PPS
design against planned operations.

Practice Associated with this Principle: Follow
the operation and maintenance plan during the
operational phase of the facility lifecycle. The
ConOps developed during design and
construction phases should be followed,
evaluated periodically to see if it is still current,
and the operation and maintenance plan revised
if necessary.
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4.20 Other SeBD Principle—Synergy between Safety, Safequards,

and Security
Balance safety, domestic safeguards, and security in the design, looking for opportunities to gain synergy
with complementary requirements across these functions. Safety, Safeguards, and Security should be
properly integrated across the facility lifecycle, as the PPS must function in concert with safety and
safeguards requirements.

A reference on this topic is [39].

Practice Associated with this Principle: The safety, domestic safeguards, and security requirements
should use technically sound methods to prioritize, resolve potential conflicts between safety,
domestic safeguards, and security functions, and then state results as system design requirements.
The design team must resolve any conflicts that occur between safety and security.

Practice Associated with this Principle: Employ trade-off studies to explore synergy between
safety, domestic safeguards, security, and operations over the set of feasible planning options
during a particular project phase. These studies should be sufficiently broad to control the risk of
missing an important option and should include the correct experts so that the trade-off studies
are performed correctly, with the correct data and methods.

Note that studies can be performed early in the lifecycle to consider trade-offs between requirements,
such as regulations, and design and operational costs, allowing the competent authority some rationale on
reducing or waiving some of the regulations. Later in the design process, modeling and simulation of
facility operations helps show the trade-offs between operations and security costs, for example.

Practice Associated with this Principle: Continuously compare the PPS design features with facility
safety and safeguards features for both synergies and conflicts. Determine the resolution process

and establish design priorities among safety, domestic safeguards, and security features to resolve
conflicts as they may occur.

During design, it is useful to create crosswalk tables to compare security features with safety and
safeguards requirements and features; such tables would be similar in concept to those used in reference
[9] to integrate safety into the facility design.

Practice Associated with this Principle: Use guides and standards to aid in the integration of safety,
domestic safeguards, and security.

It is important to realize that the security design process is performed within a larger regulatory framework
that also considers safety and safeguards — the “3S” process. The following guides and standards assist in
integrating these three functions: References [9], [11], and [33] and [39], while reference [43] is an
excellent reference on 3S. Much more work needs to be done on developing tools, strategies, and
practices for integrating safety, security and safeguards requirements properly into the overall facility
design process, as well as demonstrating that the integrated design process does improve overall
effectiveness and reduces lifecycle costs of the overall facility design.
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Lifecycle Phases

Other SeBD Principle: Synergy between Safety,
Safeguards, and Security
Principle and Associated Practices

Assumptions

Design Engineering

License to Operate

Operational Phase

Decommissioning/

Dismantlement

Principle: Look for opportunities to gain synergy with
complementary requirements across the safety,
security, and safeguards functions: Safety, Safeguards,
and Security should be properly integrated across the
facility lifecycle, as the PPS must function in concert
with safety and safeguards requirements.

x Scope and Planning
x Design Concept

>

x Contracting
X| Construction

Practice Associated with this Principle: Employ
trade-off studies to explore synergy between
safety, safeguards, security, and operations over
the set of feasible planning options during a
particular project phase. These studies should be
sufficiently broad to control the risk of missing an
important option and should include the correct
experts so that the trade-off studies are performed
correctly, with the correct data and methods.

Practice Associated with this Principle: The safety
and security requirements should use technically
sound methods to prioritize, resolve potential
conflicts between safety and security functions, and
then state results as system design requirements.

Practice Associated with this Principle:
Continuously compare the PPS design features with
facility safety and safeguards features for both
synergies and conflicts. Determine the resolution
process among safety, safeguards, and security
features to resolve requirements conflicts as they
may occur.

Practice Associated with this Principle: Use guides
and standards to aid in the integration of safety,
safeguards, and security.
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4.21 Other SeBD Principle—Design-in Sustainability

Designs should consider the operations phase and future activities required to maintain, test, repair,
and upgrade the PPS throughout the entirely of its lifecycle. Such actions include logistics, planned
maintenance, and unscheduled maintenance.

More details on this sub-element of the physical protection regime can be found in paragraphs 3.56 to 3.57
of INFCIRC/225/Revision 5 [3].

Practice Associated with this Principle: The State should establish a sustainability program to
ensure its physical protection regime is sustained and effective in the long term by committing the
necessary resources.

Practice Associated with this Principle: Develop the operational sustainability plan using the PPS
design characteristics.

It should be emphasized that all aspects of the facility design should be under a sustainability program,
including configuration management, so that a stand-alone PPS sustainability program should not be
needed except in special circumstances. An operational sustainability plan should be developed during the
design and construction phases, based on the PPS design characteristics. A number of activities, listed
here, would provide the basis for that plan:

e Evaluate components for anticipated lifecycle, and plan for replacement or repair.

e Assure that the PPS effectiveness does not degrade unacceptably during either planned or
unplanned maintenance.

e Develop a logistics plan for PPS component replacement and scheduled upgrades.

e Define a maintenance plan and integrate with facility lifecycle to include periodic maintenance
assessments.

e Examine needs for trained and qualified PPS maintenance and operations personnel.

e Define testing and calibration needs for certain novel PPS components (for example, 3D video
motion detection).

Practice Associated with this Principle: Implement and follow the operational sustainment plan.

Part of implementation is a trend analysis of equipment performance records and operational assessments
based on ConOps performance and exercises. The plans may need to be updated based on any PPS
upgrades in response to changed threat basis or observed PPS deficiencies and degradation over time.
Adherence to this plan is essential for the continued assurance of PPS reliability, full functionality, and
minimization of premature component failure.
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Lifecycle Phases

Other SeBD Principle: Design-in Sustainability
Principle and Associated Practices

Assumptions

Scope and Planning
Design Concept
Design Engineering
Construction

License to Operate

Dismantlement

Principle: Designs should consider the operations
phase and future activities required to maintain, test,
repair, and upgrade the PPS throughout the entirely
of its lifecycle. Such actions include logistics, planned
maintenance, and unscheduled maintenance.

x Contracting

x
x
x

>

x Operational Phase

X Decommissioning/

Practice Associated with this Principle: The State
should establish a sustainability program to
ensure its physical protection regime is sustained
and effective in the long term by committing the
necessary resources.

Program in
place before
Scope and
Planning

Practice Associated with this Principle: Develop
the operational sustainability plan using the PPS
design characteristics.

Practice Associated with this Principle:
Implement and follow the operational
sustainment plan.
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4.22 Other SeBD Principle—Balance Prescriptive and

Performance-Based Requirements

To the extent practicable, the design team should ensure appropriate balance between prescriptive and
performance-based requirements through grading or compliance relief in cooperation with the
Competent Authority to achieve an efficient and effective PPS.

Practice Associated with this Principle: As much as possible, maintain a close and honest working
relationship with the competent authority during all phases. While this relationship must respect
the competent authority’s independence, the intent should be to ensure effective communications
and collaboration so that issues, such as the balance between various types of requirements, are
anticipated and addressed quickly and efficiently.

The Design and Operating Agency, as well as the PPT, do not set requirements promulgated by the CA. At
the same time, during requirements analysis, either of these teams may discover requirements that have
significant impact on security, other functions, or cost without providing much value. The design team may
then enter into discussions with the CA to see if the relative importance of some of the requirements can
be adjusted or “rebalanced.” The IAEA document Facility Design and Plant Operation Features that
Facilitate the Implementation of IAEA Safeguards, reference [8], covers safeguards rather than security, but
does discuss the need for the IAEA and the facility designer to work more closely together, for example.
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should ensure appropriate balance of both through
grading or compliance relief in cooperation with the
competent authority to achieve an efficient and
effective PPS.

Practice Associated with this Principle: As much X | X | X | X
as possible, maintain a close and honest working
relationship with the competent authority during
all design phases. While this relationship must
respect the competent authority’s independence,
the intent should be to ensure effective
communications and collaboration so that issues
are anticipated and addressed quickly and
efficiently.
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4.23 Other SeBD Principle—Validate Effective Communication
and/or Operational Agreements with Other Agencies

The facility security organization should maintain good communications with other agencies such as police

or military and have up-to-date and effective operational agreements or Memorandums-of-Understanding.

Practice Associated with this Principle: As mutually agreed, the site should conduct planned and
unplanned exercises to verify that effectiveness of communications and emergency response.

INFCIRC/225/Revision 5 [3] has specific recommended requirements concerning such agreements and
exercises, such as paragraphs 4.54-4.55 for addressing missing or stolen nuclear material from fixed sites

Lifecycle Phases

Other SeBD Principle: Validate Effective
Communication and/or Operational Agreements
with Other Agencies

Principle and Associated Practices Assumptions

Scope and Planning
Design Concept
Design Engineering
Contracting
Construction

Dismantlement

X! License to Operate
x Operational Phase

Principle: The facility security organization should CA responsible
maintain good communications with other agencies for coordination
such as police or military.

x Decommissioning/

Practice Associated with this Principle: As X | X
mutually agreed, the site should conduct planned
and unplanned exercises to verify that
effectiveness of communications and operational
agreements.
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4.24 Other SeBD Principle—Project and Operations Experience
Organizations concerned ensure that design, construction, and operating experience relevant to security
are exchanged, reviewed, and analyzed, and that lessons are learned and acted on. This process will be
carried out within the confidentiality requirements established by the State.

Practice Associated with this Principle: Lessons learned—both good and bad—from current and
completed projects should be evaluated and disseminated. The project team should record all
important lessons learned as these are identified. When no previous documentation exists, the
design team should consult with earlier design teams and collect their best practices. Note that
lessons learned can also be adopted based on similar experience in other countries, for example,
on the use of similar nuclear facility designs.

The lessons learned from other countries may come through the competent authority with the assistance
of the IAEA or may be passed through the design and/or construction organization; some may also come
through the vendor of the reactor, for example.

A number of international institutions fill this role for the nuclear security community:

e The World Institute for Nuclear Security in Vienna, Austria, that periodically has conferences
covering important topical areas in nuclear security and then releases best-practice guides.

e The Institute of Nuclear Materials Management (INMM) that has an important conference once a
year in the United States, publishes a journal, and has chapters all over the world.
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Lifecycle Phases

Other SeBD Principle: Project and Operations
Experience
Principles and Associated Practices

Assumptions

Design Concept
Design Engineering
Construction

License to Operate

Dismantlement

Principle: Organizations concerned ensure that
design, construction, and operating experience
relevant to security are exchanged, reviewed and
analyzed, and that lessons are learned and acted on.
This process will be carried out within the

confidentiality requirements established by the State.

CA responsible
for organizing
these programs

x Scope and Planning

x Contracting

x
x
>

x

x Operational Phase

X Decommissioning/

Practice Associated with this Principle: Lessons
learned—both good and bad—from current and
completed projects should be evaluated and
disseminated. The project team should record all
important lessons learned as these are identified.
When no previous documentation exists, the
design team should consult with earlier design
teams and collect their best practices. Note that
lessons learned can also be adopted based on
similar experience in other countries, for
example, on the use of similar nuclear facility
designs.
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5 Detailed Application of the Principles and Practices

Based on similar experience with Safety by Design, it is clear that early identification of physical
protection requirements and intrinsic features will benefit the design [10]. In the security realm, the
closest open-source descriptions of SeBD processes are found in prison design and construction. For
example, in the United States, the Minnesota Department of Corrections designed and built a Level 5
maximume-security prison at Oak Park Heights [44]. The design for this facility had security of the
prisoners, the staff, and the public as a critical design features. The staff and management of
Minnesota’s maximume-security prison at Stillwater were stakeholders in the design and had a heavy
influence on the design. The result of this approach is a prison has never had a homicide or an escape
since it opened in 1982, even though the prison houses prisoners requiring maximum security and one
of the nine living units houses offenders who have a history of assaulting prison staff or attempting to
kill other inmates.

The rest of this section begins with a discussion of specific practices that competent authorities can take
to encourage the application of SeBD on the one hand and that designers can take to help Implement
SeBD at the Facility layout Level. We have also included a section on how adversary capabilities might
change in the future and possible countermeasures that designers can employ now to be ready for
those changes; this is provided to give some general guidance to designers on how to protect against
such trends, against the possibility that those trends may materialize in future DBTs/TAs.

5.1 Competent Authority Practices That Support SeBD

This section describes several specific practices that competent authorities can take to encourage the
use of SeBD. Several of these practices have been learned the hard way over the last 25-30 years, while
others are based on good approaches in oversight and licensing. Based on this experience, the CA
should consider:

1. Keeping the long lifetime of nuclear facilities in mind when creating regulations and licensing
processes, and developing either DBT or threat assessment (TA) approaches to protection. This
practice suggests that the CA encourage licensees to plan for future increases in the DBT/TA
(some of the areas where the DBT/TA may increase are described below), as well as requiring CA
approval of sustainability plans, among other things indicating how security will be funded over
the life of the plant. Funding bottlenecks during the facility lifecycle can severely limit system
effectiveness, either whether they are caused by funding cuts or increases in the DBT/TA or
both.

2. Realistically determining whether the concept for response forces is both effective and fits well
within societal norms for that particular country. In some countries, societal norms are
comfortable with allowing onsite response forces capable of defeating the adversary, while
other countries are more sensitive to the appearance of military-like forces stationed at their
nuclear facilities. In the latter case, the legal and regulatory framework, as well as the CA, may
either allow minimal armed holding forces on site or, in the extreme, no armed response
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capability on site. In either case, a simple calculation for an approximate value of Probability of
Interruption, P, will help determine whether delay time found within a facility adequately
exceeds the Physical Protection System Response Time (PPSRT) provided by the approach for
providing response forces.

It should also be noted that response forces arriving from offsite must contend with protection
on response routes and may need to attack an adversary force that has already taken control of
the site. ldeally, response force training and weapons should at least match adversary
capabilities as defined in the DBT/TA.

Embedding security by design principles and practices within the process for licensing the
construction and operations of new facilities. Even with performance-based requirements in
legal and regulatory regimes, organizations constructing new facilities will tend to fall back on
historical practices of hiring security consultants, treating security as one more requirement,
performing the minimal effort needed to meet performance-based security requirements for an
existing DBT/TA, and designing the security system as a subsystem at a point where operations,
safety, and the facility layout has been largely determined. The CA is encouraged to take a more
proactive approach, where the organization designing and constructing the facility is asked to a)
demonstrate how they have incorporated security as a basic requirement, on the same level of
importance as operations, safeguards, and safety, early in the organization of design activities as
well as their design process; b) show how they have taken advantage of inherent or intrinsic
features of the facility and site to improve security, to include layout and operations, as well as
safety systems and security culture; c) and describe, in plans created during conceptual design,
how their facility design will allow response forces, both security and emergency response, to
properly plan and adequately protect the site and mitigate consequences of an attack. If
nothing else, it may be useful to ask them to show how they have implemented the principles
and practices found in this handbook.

Enforcing a performance-based physical protection regime with exercises and assessments,
through adequate funding or regulatory requirements. Based on the recommendations in
INFCIRC/225/Revision 5 [3], CAs are encouraged to require performance testing of physical
protection regimes, systems, and measures. The basic tools for such testing, such as test
protocols, vulnerability analysis methods and procedures, and templates for interagency
exercise agreements and plans, already exist in readily usable form and training courses on all of
these topics are available. Response time tests for offsite forces at both planned and existing
facilities, as well as joint exercises at existing facilities can also be required by the State’s legal
and regulatory framework.

Implementing Security by Design at the Facility Level

Some general comments will be made here about how to apply SeBD to new or existing facility designs,

taking into consideration design options for facilities processes or reactor designs, and associated facility

layouts and adjacencies when one of the primary concerns is protecting radiological and/or nuclear
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material from theft or sabotage. Note that this enlarges on the “Establish Facility Design Options” phase
of the Design and Evaluation Process in Figure 4 of Section 3.2, Risk-Informed Design.

The main security concerns for radiological and/or nuclear material at a facility are that an adversary
may disperse that material onsite or offsite and/or may steal it with the intent to create a nuclear
explosive device, respectively. One way to develop the facility design in conjunction with development
of the PPS is to follow a four-step approach, iteratively:

1. Earlyin the design process, consider the facility mission and operational needs, set the facility
operations requirements, determine security grading, and design the operational processes to
reduce the amount of material and its categorization (for theft) or minimize the level of
radiological consequences (for dispersal or sabotage), and to make security response, material
recovery, or dispersal incident mitigation easier. A preliminary theft and target analysis can be
performed to determine where protection is required in the operations or processes. This is
also a phase where siting criteria can be examined to determine if some operations or processes
will be better for some sites than others. Mathematical models and simulations of processes
help tradeoff analysis in this phase.

2. Based on the options for operations and processes, design the plant layout, taking into account
where targets’ are located, where the security areas (such as protected area and inner/vital
areas) will be defined, how access control and contraband control will be performed within the
security area structure, what the Material Balance Areas and measurement points will be,
where people and/or material movements will be tracked, and how containment and
surveillance will be implemented. Physical protection plans for special operating states, such as
emergency conditions, need to be developed to help determine whether safe havens will be
used and where emergency exits will be located. This is also an important phase to start looking
at categorization of potential insiders and schemes to compartmentalize the facility to limit the
number of personnel in areas near targets, while also considering how this limitation will
negatively affect operations. Timely detection analysis, based on Adversary Sequence Diagrams
(ASD’s) organized around security areas, and simulations of operations and security measures
support design at this phase.

3. Based on operations, processes, and plant layout, determine equipment requirements for
physical protection, material control and accountability, material and personnel tracking, and
operational process monitoring. At this phase, response and training plans are developed and
reviewed. During this phase, best practices are applied to address future needs (for example,
leaving extra room in cable chases for future growth). Timely detection analysis, based on ASDs
organized around the facility physical layout, and simulations of security effectiveness for both
outsider and insider threats support design at this phase.

> Targets include theft and sabotage targets as well as critical PPS elements, such as alarm stations and important
alarm communications and entry control lines.
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4. Based on operations, processes, and plant layout, and equipment requirements, design the
specific PPS equipment, procedures, and training. Similar analysis and simulations are used at
this phase as in phase 3, although the level of detail is more advanced during this phase.

Note that the first two steps match conceptual design phases for normal process facilities; for SeBD,
security considerations are factored into these design phases.

It should be recognized that these four steps can be applied either to a new facility design or to a
security upgrade at an existing facility. The only difference is that modifications to processes,
operations, and layouts are typically more constrained in upgrades than new facility design.

Figure 13 and Figure 14 below depict some of the considerations during steps 1 and 2 of this four-step
approach. Figure 13 shows how several activities in the SeBD Design and Evaluation Process can be
linked together to better reduce protection requirements related to theft of material and or sabotage
considerations. In the requirements step, where PPS objectives are being determined, the facility
mission and related targets can be analyzed to look at tradeoffs in terms of vital area/inner area
requirements. During the Facility Design Options step, these considerations can be addressed again
with process/reactor design options as well as facility layout options in mind. Both emergency response
and security response needs can be considered during both of these steps.

Finished
Design

Analyze PPS

Determine PPS Establish Facility .
ecirements |8 e Onson

: Redesign
D Aspects sddressed in

Torget/Process Design

Figure 13. Target, Facility Design, and Response Analysis

Figure 14 depicts part of the second step where the plant layout is designed taking into account where
targets are located, where personnel and material flow through the facility, and how the security areas
(e.g., Protected Area) are mapped into the layout. Several security-related factors, such as entry and
exit control, containment/surveillance, and area access for insider protection, can be considered.
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Figure 14. Layout versus Personnel/Material Flows and Security Areas

5.3 Possible Areas Where the DBT/TA Capability May Increase

in the Future
It is difficult to predict what future changes may occur in the threat, in terms of motivation, objectives,
and capability. At the same time, certain trends have occurred over the last 30 years, which may
continue in the future, as shown in Table 4, along with possible security by design countermeasures.

As stated earlier, providing the PPT with information on the risks identified in addition to the risk
informed decision, allows the PPT to make design decisions based on the identified threat when
economically feasible. In other words, limiting the information the PPT has from the State or the CA
limits the PPT’s ability to address and control risk. Allowing the PPT to understand the potential for the
future threat will allow consideration of cost-effective design features inherently. This does not mean
that the PPT will meet the potential increase in the threat, just that the design will be easier to adapt.

Other areas that the PPT should address during selection of physical protection measures are reliability
and availability. These areas are typically worked with vendors. For example, how long will Microsoft
support certain operating systems? Will the electronic systems be upwardly compatible? How easily is
the network bandwidth expanded (for example, expansion of video systems to handle digital
communications)?
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Table 4. Threat Capabilities That Might Change over Time and Possible Design Countermeasures

Topic

Possible Countermeasures

Hypothetical changes in capabilities to any
threat attempting to commit

e Sabotage Reduce number of vital areas subject to sabotage,
build on safety concepts such as inherently safe
designs, and locate them so that they are easier to
protect.

o Theft Reduce the number and inventory of Inner Areas with

Category | material, and locate them to so that they
are easier to protect.

Hypothetical changes to External Threats

e Better attack vehicles

Room for more standoff and improved and possibly
more vehicle barriers; early detection capabilities
against unauthorized vehicles

e Lighter and/or more capable tools and
more capable explosive attacks

Provide thicker walls, allow room for more doors
and/or activated delays, and design “nested” security
layers, with no common walls across multiple layers

e Better weapons and/or weapons
training

More capable weapons and training as well as use of
fighting positions with overlapping fields of fire,
hardened facility post and hardened response vehicles
for more survivability

e More adversaries and/or better tactics

Allow for a larger protective force and/or better
tactical training

e Increased frequency of or capability of
unarmed antinuclear activists

Improved site features and security plans, as well as
regulatory changes, to make it easier for guards to
prevent the entry of and to arrest such activists

e Cyber-attack capabilities

Better cyber protection, both for control systems and
critical security systems

Hypothetical Changes to Internal Threats

e More active and or violent insider
adversaries; or multiple insiders

Compartmentalize layout and limit those with access,
authority, and knowledge of security systems and
targets. Track human and material movement.

e Cyber-attack capabilities

Better cyber protection, both for control systems and
critical security systems
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6 Summary

This handbook describes an approach to Security by Design (SeBD), to familiarize readers with SeBD, and
to provide some principles and practices, as well as practical insights, on how to implement and achieve
SeBD. The handbook is aimed at decision makers, advisers, and senior managers in governmental
organizations, utilities, industries, and regulatory bodies of a country interested in developing nuclear
power.

The intent of SeBD is that a nuclear facility be designed so that an adequate level of security can be
provided throughout the entire lifetime of that facility, to include construction and
dismantlement/decommissioning, in a way that is cost-effective, addresses the evolving threat, and
does not have negative impacts on operations, safety, and safeguards. SeBD is best achieved through a
structured approach by which a State’s nuclear security objectives are fully integrated throughout the
life of the project, starting with project planning and scoping, and specifically integrated throughout the
entire design and construction process of the facility.

The approach to SeBD is explained within the context of the framework of milestones in the
development of a national nuclear infrastructure (see references [1,2]) and is aligned with the objectives
and fundamental principles found in Nuclear Security Recommendations on Physical Protection of
Nuclear Material and Nuclear Facilities (INFCIRC/225/Revision 5) [3]. The hope is that this handbook will
lead to an earlier introduction of these principles and practices into the facility design process for new or
existing nuclear power plants, and facilities resulting in more efficient and effective security.

Some key elements of a SeBD approach are the use of: an Integrated Design Team to coordinate design
teams covering multiple domains of expertise; risk informed design to address threat, vulnerability and
consequences within a holistic framework; a structured process for considering the lifecycle of the
facility; and employing a number of SeBD principles and practices. Another useful design practice is to
consider security features that are intrinsic to the facility design, rather than considering security after
the facility has entered detailed design during the design-engineering phase. Equally important is a
robust nuclear security culture, active quality and configuration management systems, and a recurring
assessment of the PPS performance with respect to the current DBT.

An earlier draft of this handbook included information to support the Work Plan of the Nuclear Security
Summit to share best practices for nuclear security in new facility design. This Work Plan called on
States to “encourage nuclear operators and architect/engineering firms to take into account and
incorporate, where appropriate, effective measures of physical protection and security culture into the
planning, construction, and operation of civilian nuclear facilities and provide technical assistance, upon
request, to other States in doing so.” The production of this preliminary draft is a step in the Japan-US
Joint Nuclear Energy collaboration conducted under the Project Action Sheet, PAS-PP04, between the
United States Department of Energy (DOE) and the Japan Atomic Energy Agency (JAEA).
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Appendix A - Security by Design Generic Design Process

This appendix describes the essential notional lifecycle actions to achieve Security-by-Design by the
three key entities: State, Design and Operating Agency, and Physical Protection Team. Placing them in
side-by-side columns allows comparison of relative time, precedence, and dependencies. The authors
did not attempt to define decision makers or to define timelines. Definitions of these would occur when
needed and are highly conditional on factors well outside the scope of this document. Note that the
project team is portrayed in this document as being an entity within the Design and Operating Agency.

A.1 Scope and Planning Phase

Several pre-project activities commence following the State's intent to implement nuclear power.
Normally these actions, which are described in the IAEA Milestones in the Development of a National
Infrastructure for Nuclear Power [1], should occur before NPP/NF project initiation. Critical actions with
respect to project initiation are defined by the legal, regulatory, and environmental criteria associated
with NPP/NF construction, operation, and dismantlement.

The IAEA recommends that the State form a NEPIO. Initially, the NEPIO is the pre-project team to
examine the high-level requirements (the “what's”) and determine the feasibility of the project.
Considerations would be the capacity/capability of the NPP/NF, the potential sites for the NPP/NF, the
infrastructure needs beyond existing, anticipated construction costs, and so on. The State's threat
assessment or published DBT provides the basis for determining the physical protection objectives.
Based on these considerations, this pre-project team should develop a Scope and Planning document
describing the high-level operational concept and the related factors allowing grading by the NPP/NF
project team.

Grading is the State's determination of the necessary set of 3S requirements for the NPP/NF acceptance
and operation. The IAEA implementation guide to INFCIRC/225/Rev. 4 [36] provides guidance on PPS
grading for theft and sabotage.

The NPP/NF site location may impose additional security constraints and limitations on PPS
effectiveness. Physical protection experts should provide their input in site identification during the
Scope and Planning to prevent unnecessarily expensive or ineffective PPS implementation.

During this phase, physical protection experts should assist the entire pre-project team in determining
the PPS grading, and work with the safety and safeguards experts to establish relative priorities among
the 3S requirements. The task of 3S prioritization occurs throughout the facility lifecycle, and early
development of a reconciliation process pays dividends later.

The Joint Japan-US team discussed reliability as a fourth element to the 3S requirements and rejected its
addition. The reliability concept can be described as how reliability will be achieved in design and
construction, and later sustained during operations and maintenance (the Operational phase). The
notion of including reliability is derived from Architectural Surety®™. As used here, Architectural
Surety™ is the construction of facilities that behave predictably in response to normal environments,
abnormal environments, and malicious threats; for more details, see reference [45].
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Initially, the Scope and Planning phase occurs outside of the project, but with the State's declaration to
develop a NPP/NF, the Scope and Planning phase ends, and the NPP/NF enters the project phase. At
this time, Scope and Planning becomes a project element as discussed in Section A.2, Project Phase.

A.2 Project Phase

Entry into the project phase follows the State's announced intent to build a NPP/NF. Associated with
entry are the NEPIO inputs to the NPP/ NF project team forming the State's requirements and
constraints for design, construction, and acceptance.

The Project phase is divided into five project elements, summarized as follows:

0: Scope and planning

I

: Design Concept

N

: Design Engineering

w

: Construction
4: Acceptance

The project execution plan defines critical decisions (or CD’s) and specifies actions to satisfy prior to exit
from one project element and before entry into the next. A CD exists when the Design and Operating
Agency, regulators (competent authority), and stakeholders must examine the project's performance
relative to a set of performance-based expectations, and determine to commit funds for continuance,
issue licenses for construction, or stop work if necessary. Typically, the project plan numbers the CD
with respect to the concluding project element. For example, CD-0 Project Authorization occurs at the
conclusion of the Scope and Planning project element and prior to Design Concept (Figure 4).
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A.3 Leading to CD-0, Project Authorization

Scope and Planning (Project)

The PPT will use the physical protection objectives, site, environmental information, facility grading, and
physical protection principles to conduct a high-level evaluation. The output of the evaluation is a PPS
feasibility assessment, which the PPT provides to the project team® for their consideration.

The project team will submit their results to the State's competent authority, and the Design and
Operating Agency that will evaluate the 3S Site and Design Scope. If the 3S Site and Design Scope is
satisfactory, the competent authority, and Design and Operating Agency will provide “project
authorization.” Items in green are principal activities, and those items indented in orange text are
essential outputs.

Figure 15 summarizes these actions leading to CD-0.

Scope and Planning

Design and Operating

Project Element
: State Agency

Physical Protection Team

Intent for new facility
Siting Criteria
Environmental
Assessment

Laws, Regulations,
Policy, and
DBT(including URC)

Pre-project

Site Selection
Method for selection
Site Document
Evaluation Document
Facility Grading

Scope Scope Definition
Operational Concept
Physical Protection
System Feasibility Study
DEPO: Feasibility
Planning 3S Siting and Design

Scope Review

CD-0: Project Authorization

Items in green are principal activities, and those items indented in orange text are essential outputs.

Figure 15. Scope and Planning

®The project team, as envisioned in this first project element, is not fully formed. At CD-0 with project
authorization, the project team will fully form, consistent with guidance found in the Project Manager Body of
Knowledge [13]. Similarly, the PPT would comprise only staff sufficient to conduct the feasibility analysis.
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A.4 Leading to CD-1, Conceptual Design

Concepts and Design Options

The first steps in the Conceptual Design (Figure 16) are the definition of the lifecycle requirements and
the mission need statement.” Using these inputs, the project team can develop the project definition,
which describes the project organization, conceptual framework, milestones, and critical decisions. The
PPS concept, design, construction, and acceptance CDs must correspond to the project CDs. Failure to do
so could result in increased implementation costs and, worse, a suboptimal PPS implementation when
PPS requirements or modifications lag project progression.

During the initial State discussions regarding the intent for nuclear power, the State should determine
their implementing concept. Should the State opt for “turn-key” implementation with foreign sourced
contractors and operators, an indigenous source for construction and operation, or a hybrid? Given the
implementing concept, should the project team have both management and design responsibility? If
only project management, then an Architectural and Engineering (A&E) firm should be engaged in
conjunction with formation of the project team. The A&E team would then become the essential
project group for design options, specification, and construction selection. The IAEA Basic Infrastructure
for a nuclear power project [5] provides additional discussion on this topic.

Concurrent with Project Definition, the PPT examines PPS options and conducts a preliminary DEPO-like
analysis of each. This PPT activity allows the PPT to evaluate potential designs with respect to meeting
physical protection objectives. (Typically, these studies will form part of comprehensive 3S studies
covering the options.)

The project team works in an iterative fashion to create and evaluate conceptual NPP/NF design
options. During this phase, the project team and PPT should develop the initial Concept of Operations.

When the project team selects the preferred NPP/NF design option, the PPT should validate the chosen
PPS option DEPO analysis and validate its currency. Once the validation is complete, along with other
reviews such as safety and safeguards, the project team submits its design to the competent authority,
and Design and Operating Agency for “conceptual design” acceptance and continuation into the Design
Engineering phase.

’ The mission need statement as used in this document is the project team's assessment based on the gap
between desired and existing capability (e.g., a need for nuclear power), the scope of the need, associated
potential hazards arising from nuclear material, the associated 3S risk implications, and a rough order of
maghnitude assessment of NPP/NF project cost and schedule. The mission need statement is not an engineering
study. Reference [46] provides an example.
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Project Phase: Design Concept

Design and Operating

Physical Protection Team
State Agency v

Project Element

Safety Review

Lifecycle Requirements
Mission Need Statement
Project Definition

Design Options PPS Design Options

Project
Definition

Design Concept, Project
Risk, and Budget Analysis

PPS Conceptual Design
Selection

Conceptual Design Concept
Design Nuclear reactor
establishment license
application

Design Concept
& Licensing DEPO: Options
Permit for NPP

CD-1: Conceptual Design

Figure 16. Conceptual Design

A.5 Leading to CD-2, Design Approval

Design Engineering and Schematics

When the conceptual design has been accepted, the project team (including the A&E when used)
creates the specific NPP/NF requirements leading to design definition. Concurrently, the PPT works to
create a PPS design definition and further refine operational planning (Figure 17). The outputs of the
PPT are as follows:

e PPS Design

e PPS personnel training and qualification plans
e Response force plans

e PPS Concept of Operations (ConOps)

Once finalized, the PPS design again undergoes a DEPO security analysis. The analysis assures that the
PPS design remains consistent with vulnerability assessment and the current DBT. The PPT submits the
PPS design requirements to the project lead and any 3S conflicts reconciled.

The PPT, working with the project team, should create the training and qualification plan, response
force plans, and the ConOps. These are source documents for later site acceptance and continuous
operations. As such, they should be maintained in the configuration management system.

The NPP/NF project and design definitions, including the PPS design, form the basis for project
execution plan (PEP). Typically, the PEP will describe the design objectives, schedule, and cost.
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Additionally, the PEP sets forth the roles and responsibilities for the project. As a communication tool, it
must be continuously updated throughout all stages of the design process. The PEP sets forth critical
steps for construction leading to site acceptance.®

The project team and A&E, when used, also develop sufficient design drawings to allow evaluation and
later development of the contracting requirements. The project team presents the completed PEP with
design drawings’ to the competent authority and the Design and Operating Agency for review and
acceptance. With their “design approval,” the project moves into Construction phase.

Project Phase: Design Engineering

Project Element State 2e3|gn =il O7EENng Physical Protection Team
gency
PPS Design
ConOps
Training and Qualification
Project Plan
Execution Plan Response Force
Agreement
Facility Design
Definition
Project Execution Plan
Design review
Design Review and
Acceptance

CD-2: Design Approval

Figure 17. Design Engineering
(same as Figure 10 on page 41)

A.6 Leading to CD-3, Construction Approval

Contract Definition and Contract Award

The project team and A&E (if employed), using the approved design and related drawings, will author
the contracting requirements (Figure 18). Concurrently, the PPT will develop the PPS design
specifications leading to “PPS Contract Requirements.” Additionally, the PPT should develop and publish
the “PPS Test and Acceptance Plan,” as well as a lifecycle plan for the PPS. The latter plan leads to
publication of a “PPS Operations Logistics and Maintenance Plan.” The two plans are source documents,
and the project team should maintain them in the configuration management system.

8 Project communications and control are essential. The PMBoK [13] is an excellent reference on the organization
and processes to achieve these objectives.

° "Drawings" has a broader meaning in this context and refers to both text and schematics to provide layouts,
interfaces, specifications, and so on. The drawings are maintained in the project management information system,
and should be under the configuration management system.
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The PPS Test and Acceptance Plan might include specialized system and component tests. The PPS
designs for a NPP/NF are tailored to the specific facility, which can result in specialized or unique
subsystems and/or components. In these cases, the PPT may elect to build test beds to qualify
subsystems and components prior to actual contractor procurement and facility installation. In these
instances, the project plan should identify this pre-procurement process. The Test and Acceptance Plan
should define acceptance criteria for these specialized systems and/or components, once they are
installed.

The project team combines “PPS Contract Requirements” with the functional and remaining 3S contract
requirements to produce a contract whose purpose is to allow suppliers to bid on the NPP/NF
construction. The project team submits the contract to the competent authority, and Design and
Operating Agency for their review and “construction approval.” Once the contract is approved, the
Design and Operating Agency will tender the request for quote (RFQ) or similar process to potential
suppliers.

Project Phase: Contracting

Project Element State 2e5|gn e} OpEiEng Physical Protection Team
gency
Funcp_ona_l DESIE/ PPS Design Specifications
Specifications
PPS Contract
Requirements
PPS Test and Acceptance
Plan
. PPS Operations, Logistics,
Acquire . and Maintenance Plan
Construction Contracting
Supplier Requirements
Contract Document
Application for
construction permit
Construction
Review and
Approval

CD-3: Construction Approval

Figure 18. Contracting

A.7 Leading to CD-4, Acceptance
The project team and/or A&E firm (when used) will evaluate the RFQ responses and select the most
suitable supplier. The PPT should evaluate the specific elements related to the PPS. Once the elements

are selected, the Design and Operating Agency will award the contract and construction may begin
(Figure 19).

Normally, a DEPO assessment would not occur during contract bid and award. However, the PPT should
be part of the bid review and award process.
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During the construction, the project team has responsibility to monitor progress and conduct
construction quality reviews. The project quality-assurance system and project management
information system (PMIS),™ as well as the configuration management system, should be fully
implemented.

The quality assurance system™* should establish intermediate inspection points during construction to
verify the supplier meets design requirements. In this context, the PPT should also conduct PPS quality
reviews. The “PPS Test and Acceptance Plan,” developed during contract definition is now used to
measure successful installation of PPS subsystems and components. Part of the quality reviews is to
update the DEPO analysis and validate that the design implementation still meets the physical
protection objectives. The PPT team should also verify the DBT. If the DBT has changed, the PPT team
should reevaluate the PPS design. Again, it is important to emphasize the difficulty of implementing
later stage design changes. Due to extraordinary costs or infeasibility, it is possible the project team will
reject late PPS design changes. Timely quality reviews can potentially reduce the likelihood of late
changes.

Concurrent with the project team’s quality reviews, the competent authority will conduct periodic in-
process construction inspections of critical structures and welds. Conceivably, these inspections might
include performance inspections of the PPS as suggested by the JAEA Implementing Procedure flow
(Figure 7).

% The PMBoK [13] describes the PMIS as “an information system consisting of the tools and techniques used to
gather, integrate, and disseminate the outputs of project management processes. It is used to support all aspects
of the project from initiating to closing, and can include both manual and automated systems.” The PPT should use
a PMIS to both transmit and retain records of PPS design information.

" The ASME NQA-1-2008 is common to the US nuclear industry and referenced in the US 10CFR 830.[20] NQA-1
states "Quality Assurance" comprises "all those planned and systematic actions necessary to provide adequate
confidence that a structure, system, or component will perform satisfactorily in service." Quality assurance
includes quality control.
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Project Phases: Construction

Design and Operating

Project Element | State A
gency

Physical Protection Team

Contract Bid &
Acceptance

Contracting Bid Evaluation Evaluate PPS bid element
Contract Award

Start Construction
PPS Installation

Construction Quality PPS Testing and
Reviews Performance Evaluations

PPS Quality Reviews

Construction —
DEPO: Verification

Critical structures
and weld
inspections

Prepare for Occupancy
and Operations

Figure 19. Construction

As construction completes, the project team will oversee preparation of the NPP/NF for occupancy and

initial start-up operations. During this time, the PPT should conduct a quality acceptance of the full PPS.
The team should verify the previously created “PPS Operations, Logistics, and Maintenance Plan,” “PPS

Test and Acceptance Plan,” and “Response Force Agreement” source documents are in place and ready

for NPP/NF start-up.

Upon completion of the project team quality acceptance, including the PPS acceptance, the competent
authority will conduct a pre-service inspection. Based on the results from each, the competent
authority and Design and Operating Agency will determine if the site is acceptable for unrestricted
operations and "site acceptance."

Concurrent with site acceptance is project closing. During this last project action, all project
management processes end, and the site management team assumes responsibility. During this period,
plans should exist to transition the quality management and configuration management systems into
sustained operations. As discussed in Section 4, SeBD Principles and Practices, the foundations for a
robust, pervasive security culture should also be in place. The project team lead has responsibility to
provide all necessary project information for sustained operations to the site management team, which
includes the licensed engineer of the reactor for a NPP.

Figure 20 summarizes these key actions leading to "acceptance" of the facility.
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Project Phases: Acceptance

Design and Operating

Project Element | State A
gency

Physical Protection Team

Conduct Quality Acceptance

Conduct PPS
Acceptance

Application for Safety,
Physical Protection, and

Acceptance Safeguards plans approval

Pre Service
Inspection
Safety, Physical
Protection, and
Safeguards Plan
Approval

DEPO: Validation

CD-4: Acceptance

Figure 20. Acceptance

A.8 Operational Phase

Prior to entering full, unrestricted operations, the NPP/NF should undergo an operational assessment.
Typically, the operational assessment team will comprise independent experts and representatives of
the competent authority. The team should, of course, include physical protection experts. Figure 21
summarizes the principal phase actions.

During the assessment, the physical protection experts will validate the PPS system performance,
including the ConOp, Response Force Agreements, and Training and Qualification Program. All must be
in place, fully implemented, and assure effective PPS operation. The earlier DEPO analyses should be
reviewed, updated as necessary, and critical findings relayed to the site management team for
resolution.

The competent authority will conduct a “Fitness to Operate” evaluation. The evaluation examines the
human elements, technical elements, and operational concepts, including off-site support, such as the
response force plan, to ensure they are fully integrated and functional. Based on a successful
demonstration, the competent authority will permit the NPP/NF to enter full, unrestricted operations.
The competent authority will notify the Design and Operating Agency, who will in turn notify the site
management team, which includes the licensed engineer of the NPP reactor and the physical protection
manager.

Once the NPP/NF is in the operational phase, the site management team will maintain suitable
operation logs and records, sustain an effective quality and configuration management system, and
promote a robust nuclear 3S culture. In addition to maintaining the operation logs and records, the
Operating Agency (owner) should conduct security drills and investigate fully all security incidents.
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The physical protection manager*? should examine all records of drills and incidents, and periodically,
the Operating Agency should initiate a PPS reassessment. These reassessments could be the result of a
facility change, an incident, or a change in the State's DBT. A DEPO analysis should also be conducted on
a periodic basis to validate that the PPS continues to meet its physical protection objectives. When
findings indicate a significant deficiency, the Operating Agency should initiate remedial actions such as
PPS subsystem upgrades or PPS replacement.

During the operational cycle, the Operating Agency and the State's competent authority will conduct
planned and spot inspections to ensure safe, secure, and efficient operation, as well as continued
conformance to the Comprehensive Safeguards Agreement (CSA). As the NPP/NF nears its planned or
useful life, the State and Operating Agency may decide to “terminate operations” at the NPP/NF.
Ideally, a decommissioning and dismantlement plan would exist prior to this decision. In this context, a
DEPO assessment should be conducted to determine if any residual PPS requirements exist.

2 The PPT should ensure that the physical protection manager receives all design drawings and significant
information such as the Test and Acceptance Plan with results.
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Operational Phase
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Figure 21. Operational Phase
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A.9 Decommissioning and Dismantlement Phase

Once the decision has been made to terminate operation at an NPP/NF, a series of actions will take
place to remove any remaining nuclear material inventory, environmentally restore some or all parts of
the NPP/NF, and provide necessary safety, security, and safeguards for any remaining nuclear material
or contaminated areas or structures, pending final dismantlement.

In some instances, portions of the facility containing nuclear material quantities of concern necessitating
continued physical protection may not be immediately decommissioned. These residual PPS needs
should be analyzed using a DEPO-like analysis, and appropriate PPS elements retained or modified.
Figure 22 summarizes these actions.

Decommissioning and Dismantlement Phase

Project Design and Operating

El State Physical Protection Team
ement Agency
Application for Residual PPS Evaluation
Decommissioning Plan and Plan
Approval of
Decommissioning DEPO: Residual
Plan
Approval of
Revised Safety
Plan
Application for Revised
Safety Plan
Safety Inspection
Periodic
Inspections
Application for Completion
Check
Completion
Check

Decommissioned

Figure 22. Decommissioning and Dismantlement
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Appendix B - Evaluating Security Risk Assessment
Factors

Figure 23 provides many PPS factors for use in a security risk analysis, which the PPT can use as one
method during the Design and Evaluation Process (see Figure 4) to examine both vital and critical areas.
The diagram could be used to populate a fault tree to determine unseen common mode failures and
single point failures in the PPS design. Quantification may allow sensitivity analysis to examine the
changes made during redesign.

‘ Disable the PPS at a Generic Nuclear Power Plant ‘
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Figure 23. Security Risk Assessment Factors

Coincident with the development of risk factors leading to disablement of the PPS, the PPT should also
evaluate the consequences. Typically, consequences measure impacts such as:

e Loss of human lives, safety controls, and health advantages

e Loss of economic and revenue benefits

e Loss of national security and government functionality

e Psychological stress caused by destruction of iconic and symbolic assets
e Loss of public confidence in national stability

e Loss of sensitive information

As one can readily ascertain, these consequences can be common to all 3S disciplines. Hence, as the
consequences are assessed by each 3S discipline, cross comparisons can be made to facilitate
developing a method to reconcile potentially conflicting 3S requirements. Quantification of
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consequences can be difficult and subject to the State's definition. However, when quantification is
used or allowed, the PPT should construct “consequence bins” to characterize the outcomes.

One approach to constructing “consequence bins” is to create a list of undesired events for an NPP, such
as loss of reactor and containment building, loss of turbine-generation systems, loss of water supply and
cooling systems, and so on. Then the undesired event can be matched with its consequence measure,
(such as radioactive material release) and consequence values can be assigned (for example, curies of
released material). The quantified values can then be binned, using qualitative terms such as “high,”
“medium,” or “low.” Similarly, the consequence table might include areas critical to the PPS
functionality as suggested in Figure 23. Combining the consequence bin with assessed likelihood
enables creation of a risk matrix that allows 3S comparison.
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Appendix C - Security Risk Management

The risks analysis approach described in the previous section provides a consistent and auditable
method that can be extended to cover 3S risk management. While security is the focus of this
document, the overarching objective of a PPS design is to allow the mission and ensure security exceeds
the potential threat. In the 3S context, the mission includes meeting safety and safeguard
requirements. Budgets, functional requirements, and the other 3S requirements are constraints in the
PPS design. Hence, the project team must create a prioritization matrix to reconcile potentially
competing functional and 3S requirements, and allocate constrained resources. One method follows:

1. Compare all vital and critical areas and assign a rank ordering of each (horizontal comparison).
For example, the project team could elect to use the IAEA radioactive release threat levels to
achieve the rank ordering.

2. Compare the 3S elements within each vital or critical area (vertical comparison)

a. Subject matter experts from each 3S discipline should use pair-wise comparisons to
establish relative priority.
b. The comparisons must be rank ordered.

3. Risk management alternatives should be explored when unacceptable compromises exist in any
of the 3S disciplines.

4. Resources should be applied consistent with the prioritization matrix.

When examining the risk management alternatives, the PPT may use the following logic diagram to
evaluate potential alternatives (Figure 24). The process of risk management is recursive, and as
alternatives are identified, the project team should evaluate them again for potential conflicts with
other 3S elements and take appropriate actions for reconciliation.
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Risk Assessment Methodology (RAM)
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Figure 24. Risk Assessment Management Alternatives
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Appendix D - Relationship of Lifecycle Phases and

Certain Project and Security Activities

The following diagrams (Figure 25 - Figure 28) show how many of the activities during the lifecycle

phases are connected, whether in terms of precedence, decision points, or data flows.
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Figure 25. Activities during Scope, Planning, Project Definition, and Conceptual Design
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Security by Design: Phase 2 Design (Design, Project Execution Plan & Construction Approval)
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Figure 26. Activities during Design Engineering and Contracting
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Security by Design: Phase 3 Realization (Construction, Operational Preparation, and Acceptance)
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Figure 27. Activities during Construction and Fitness to Operate (Transition to Operations)
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Security by Design: Phase 4 Operations (Operations to Decommissioning & Dismantlement)
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Figure 28. Activities during Operations and Decommissioning/Dismantlement
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Appendix E - More Information on the Principles and
Practices

E.1 Introduction

Section 4, the SeBD Principles and Practices section, has a short section on each principle, along with a
discussion of the associated practices. The discussion for each principle is limited to about 2 pages.

This section includes more information concerning some of the principles and practices that was
considered too detailed or extensive to fit in section 4. This information on the Fundamental Principles
A-L and the Other SeBD Principles is grouped into six topical areas:

e Topical Area: Management Principles - include topics such as organizational responsibility,
whether the State, competent authority, or licensee; the need for a legislative and regulatory
framework; and use of balanced requirements and grading.

e Topical Area: Physical Protection Principles - The PPS needs to be based on the threat, reflect
graded protection, and provide defense in depth. Ideally, physical security should exploit facility
features that can intrinsically enhance security.

e Topical Area: General Technical Principles - The PPT will use proven project management
techniques and good engineering practices.

e Topical Area: General Human Element Principles - These principles include proven human
resource and security practices.

e Topical Area: Systems Engineering Principles - Nuclear facilities (in general) and Physical
Protection Systems (in particular) are designed and built using good systems engineering
principles.

e Topical Area: Other Specific Principles - Other specific principles include quality assurance
(Fundamental Principle J), configuration management (Fundamental Principle J), contingency
plans (Fundamental Principle K), effective communications (Other SeBD Principle—Validate
Effective Communication and/or Operational Agreements with Other Agencies), and exchange
of experience (Other SeBD Principle—Project and Operations Experience).

Table 5 below shows how the Fundamental and Other SeBD Principles are assigned to the different
Topical Areas.

Topical Areas that have further information on principles and practices are covered below.
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Table 5. Topical Groupings of the Fundamental Principles and Other SeBD Principles

Management
Principles

Physical Protection
Principles

General Technical
Principles

General Human
Element Principles

System Engineering
Principles

Other Specific SeBD
Principles

Fundamental Principle
A—Responsibility of
the State

Fundamental Principle
B—Responsibilities
during International
Transport

Fundamental Principle
C—Legislative and
Regulatory Framework

Fundamental Principle
D—Competent
Authority

Fundamental Principle
E—Responsibility of the
License Holders

Fundamental Principle
F—Security Culture

Fundamental Principle
G—Threat

Fundamental Principle
H—Graded Approach

Fundamental Principle
|—Defense in Depth

Principle—Achieve
Inherent Security

Fundamental Principle
E—Responsibility of the
License Holders

Fundamental Principle
J—Quality Assurance

Principle—Proven
Operational Planning

Principle—Use good
systems engineering
principles

Principle—View the
PPS from a lifecycle
perspective

Principle—Use a
Concept of Operation
perspective

Principle—Synergy
between Safety,
Safeguards, and
Security

Principle—Adopt
design-in sustainability

Principle—Balance
prescriptive and
performance-based
requirements

Fundamental Principle
J—Quality Assurance

Fundamental Principle
K—Contingency Plans

Principle—Validate
effective
communication and/or
operational
agreements with other
agencies.

Fundamental Principle
L—Confidentiality

Principle—Project and
Operation Experience
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E.2 Topical Area: Management Principles

One Fundamental principle that falls under this topical area is Security Culture, covered by an
implementing guide, reference [15], which describes some key factors associated with security culture
that are heavily influenced by management especially, and by other personnel:

a) Beliefs and Attitudes: “The beliefs and attitudes held by individuals are influenced by the
actions that others take or do not take and also by what others (particularly top managers)
say or do not say. In this way, beliefs and attitudes spread and replicate themselves within
organizations.” “Without a strong basis of beliefs and attitudes [that a credible threat exists
and that nuclear security is important], an effective nuclear security culture will not exist.”

b) Motivation: Motivation, the key determinant of behavior, is entirely dependent upon the
internalization of beliefs and values. However, the performance of individuals is significantly
influenced by the encouragement and reinforcement received from leaders, peers, and
subordinates.

c) Leadership: The greatest influences on individual performance are the expectations of
leaders. Nuclear security is most effective when managers and supervisors of the
organization continually demonstrate their commitment to security through their words and
actions.

This Implementing Guide describes a set of security culture indicators that are useful for assessing
nuclear security culture; these indicators can be evaluated early in the design process (e.g., during scope
and planning or during the design concept phase) to evaluate strengths and weaknesses of the security
culture that need to be addressed in the design. Three examples of such factors include:

e Given the State’s level of security culture, are there certain behaviors that are considered
acceptable even though they have a negative impact on security? Examples include employees
taking security cabling for resale, propping doors open during smoke breaks, and
leaders/managers not observing fully access control or contraband policies.

e Social factors that might hinder proper implementation of security culture, such as polarization
between management and workers, tribal/ethnic differences, use of foreign workers, and
religious differences.

e Status differences where lower-status employees are either reluctant or prevented from
challenging higher-status employees.

Considering these factors during both requirements definition and design can help minimize the
negative effect of these factors on the actual facility.

E.3 Topical Area: Physical Protection Principles
The PPT will use the physical protection objectives, site, environmental information, facility grading, and
physical protection principles to evaluate the design. The protection theme is based on the threat
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assessment, uses a graded approach, ensures defense in depth and, as much as possible, employs
features that can enhance security intrinsically. Some references on the topic of physical protection are
[47], [48], and [35].

In the early facility-planning phase, siting and general facility characteristics can be important aspects
affecting the physical protection design. Many factors need to be taken into account including
geography, climate, nearby population, cultural acceptance of security approaches, local availability of
skills and expertise, weaponry, authorizations for the use of deadly force, etc.

Best Practices for Physical Protection

The Institute of Nuclear Materials Management developed a list of Global Best Practices for Physical
Protection, at a Special International Workshop on Global Best Practices in Physical Protection, held June
14-18, 2004; see reference [49]:

A PPS is a complex configuration of detection, delay, and response elements. Techniques must be
applied to evaluate the physical protection system against the defined threat (DBT). For most
analysis models, the targets and the series of actions against targets must first be identified for both
theft and sabotage. These actions must be either modeled, simulated, or exercised to determine the
performance of the physical protection system of the facility. If computer models are used to
determine performance, it is very important that the data used to represent detection, delay and
response for the facility is as accurate as possible...

e Regularly scheduled performance tests on each element of the physical protection system are
useful in determining the current effectiveness and potential degradation of hardware. Multiple
and replicated data points (statistically supportable) should be used in the analysis of detection,
delay, and response.

e Every change to the PPS must be reevaluated. Whenever the physical protection system is
upgraded or components are replaced, performance tests must be conducted to validate that
the component is providing the required capability.

e Assessment tools must be used in concert with each other, such as computer analyses using the
results of performance tests and expert opinion. Employing more than one performance
assessment tool or technique can be helpful in validating PPS effectiveness.

e |f the threat evaluation changes (for either the outsider or the insider) during the facility
lifecycle, then the PPS effectiveness should be reevaluated.

e Always focus on the performance intent of a requirement.

Design Basis Threat and Threat Assessment

The DBT or threat assessment (TA) is developed and used to provide assurance that adequate protection
is provided. Changes in the threats may result in a need for modifications of the DBT/TA to continue to
provide adequate assurance of effective protection.

123



The DBT/TA works as a design/evaluation standard by setting boundaries on the attacker capabilities
and scenarios they can perform. Adequate physical protection is then provided by designing a PPS that
is effective against the entire DBT/TA.

A number of important topics are associated with this practice:
How does one set up the process for defining a DBT/TA?

This is described in IAEA Nuclear Security Series No. 10, “Development, Use and Maintenance of the
Design Basis Threat,” an Implementing Guide [16]. There is an associated IAEA workshop on Setting the
Design Basis Threat that can be used by a State to start development of a threat assessment or Design
Basis Threat. This workshop is quite useful in bringing the right specialists together (often for the first
time) to consider threat issues.

What is the distinction between the Threat Assessment and the Design Basis Threat?

Both start by looking at information about threats of or actual attacks on nuclear facilities by terrorists
and other groups that are committed locally, nationally, and internationally. Sophisticated attacks
against other targets, such as banks, can also be examined. Both capabilities and motivations of the
attackers are considered. Note that data should be collected on both insider threats (with access to the
facility) and outsider threats (with no access to the facility). The threat assessment analyzes this
information to infer particular threat entities (such as specific terrorist or criminal groups), their
motivations and intentions for an attack, and their capabilities (such as weapons and numbers); see
Table 6 below:
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Table 6. Outsider Threat Matrix

Outsider Threat

Threat Entity 1 Threat Entity 2 Threat Entity 3

Motivations

Intentions

Capabilities

Size of Group

Weapons

Explosives

Transportation

Power and Hand tools
Technical Skills

Level of Funding

Infrastructure

The insider threat can be described in terms of characteristics of the categories of personnel that have
access to the facility:

e Access to areas of a facility, systems, equipment, or tools
e Authority over operations or personnel

e Knowledge of facility layout, transport arrangements and/or processes, physical protection,
safety systems and other sensitive information

e Technical skills or experience
e Authority to acquire and ability to use tools, equipment, weapons, or explosives [50]

The DBT differs from the threat assessment in that it 1) screens out those threats that lack the
motivation, intention, or capability to commit a malicious act involving nuclear materials and nuclear
facilities; 2) Combines the information about the threat entities into a composite adversary with
postulated capabilities; and 3) modifies the postulated capabilities of the composite adversary based on
relevant policy considerations.

What is the value of a DBT over a TA?

If done properly, a DBT is a policy document that provides a stable basis for security planning over long
time horizons, allows efficient use of whatever security resources are available, and provides a rationale
for why additional resources are not being required. A TA can perform some of these functions to a
limited extent. Put another way, without a properly scoped DBT (updated periodically) licensees will
overspend and under-protect their nuclear assets.
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However, to take advantage of the DBT/TA properly, the State should possess the expertise to properly
evaluate the effectiveness of the PPS against the DBT/TA. To perform this evaluation, the DBT/TA may
be used as a basis to:

e Develop potential adversary scenarios, and

e Conduct an analysis of the effectiveness of the protection system.
How is the DBT/TA used?
There are actually a number of options:

1. The Competent authority provides the DBT/TA to the operator along with guidance on
effectiveness of PPS to protect against it.

2. The Regulator establishes performance requirements based on the DBT and provides
performance requirements to the operator.

3. The Regulator defines prescriptive requirements based on the DBT and provides these to the
operator.

In deciding which approach is the most appropriate, a State needs to consider several State-specific
factors:

e The competence of the operator to interpret performance requirements

e The number of facilities in a State and the impact of limiting flexibility of a facility to develop the

optimum solution
e The severity of the potential consequences
In today’s environment, what are some key factors in developing a TA/DBT?

Historically, TAs and DBTs have focused on attacks by outsider threats (such as terrorist groups). In
today’s environment, it is suggested that States focus more effort than in the past on designs countering
cyber-attacks, insider attacks, standoff attacks, and aircraft impacts. Where such threats cannot be
stopped with traditional physical protection, designs should consider the integrated effectiveness of
physical protection, material accountancy and control (at the domestic level), operational/process
controls, and emergency response.

Interplay of Facility, Threat, and Targets

The three topics for defining PPS requirements—characterize facility, define threat, and identify
targets—are not entirely independent. Each must be considered while taking into account knowledge of
the others. For example, the types of adversaries are probably dependent on the types of facility
targets.
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It is important to characterize facility risks of theft of nuclear material and radiological sabotage and
develop designs with increasing protection levels for facilities with greater consequences.

Implementing a Graded Approach

A first-order task is to characterize facility risks of theft of nuclear material and radiological sabotage,
and develop designs with increasing protection levels for facilities with greater consequences. Actions
and associated references include identifying a target categorization scheme (for example, IAEA
Category | nuclear material at facility) to guide facility design. See References [3], [36], [51], [29], and
[52].

Identifying and Protecting Targets

Questions to Identify Targets
Target identification is a multi-faceted problem that can be approached as a series of questions.
1. What do we have that needs protection? (What are potential targets?)
Are there different operational conditions that must be considered?
What is the target worth to us?
How attractive is the target to those who are interested in its theft, damage, or destruction?

vk W

Where, specifically, is the target located?

At most nuclear facilities, nuclear materials appear in several different physical and chemical forms. The
attractiveness of these materials as theft or sabotage targets depends greatly on their form, since the
form of the material determines its ease of acquisition by the potential thief, as well as the ease of
subsequent malicious use. In light water reactors, for example, nuclear material appears in four forms:
fuel assemblies, solid wastes, liquid wastes, and gaseous wastes. These materials rank differently in
terms of their attractiveness to a potential saboteur or thief.

Four-Step Process to ldentify Targets

Target identification has been presented as a foundational requirement to security system design. For
facilities concerned with theft or sabotage of nuclear and radiological materials, target identification, as
a process, can be described by the following steps:

Develop an understanding of the applicable security policies with attendant goals or objectives.
Identify the types of nuclear and radiological materials and nuclear systems (e.g., reactors or
material process lines) that must be protected from theft and sabotage at the particular facility
of concern.

3. Identify the appropriate categorization (consequence) levels that apply for each theft and
sabotage target located at the particular facility of concern.

4. Develop a target list for the facility to include target description, category, and location (area) to
be protected. This may require use of itemization, walk downs, and other advanced target
identification techniques.
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Target Types—What Should Be Protected?

1. Protect nuclear material from theft that could lead to the construction of a nuclear explosive
device by a technically competent group.®

2. Protect radiological material from theft that could lead to the construction of a radiological
dispersal device."

3. Protect nuclear and radiological material in use or storage from sabotage that could directly
endanger the health and safety of personnel, the public, and the environment by exposure to
radiation or release of radioactive substances.™
The difference between target type 3 and type 2 above is that the threat uses conventional
explosives or mechanical means to disperse radiological materials in situ (or at least at the
facility where the materials are located) rather than in some other location of their choosing.

4. Protect nuclear facilities (systems) from sabotage that could indirectly endanger the health and
safety of personnel, the public, and the environment by exposure to radiation or release of
radioactive substances.

The difference between target types 4 and type 3 is that the threat uses the inherent energy
available in nuclear materials (decay heat for irradiated or spent fuel and nuclear energy in
reactor core assemblies or subassemblies) to disperse radiological materials in situ.

Target Categorization for Unauthorized Removal

The INFCIRC/225/Revision 5, reference [3], Nuclear Material Categories, Table 7 in this handbook, is an
example of a target categorization scheme. The application of such a scheme along with associated
references, such as References [3], [36], [51], [29], and [52], can be used to guide facility design.

Categorization Basis

IAEA categorization of nuclear materials is based on four attributes: element, isotopic concentration
(e.g., uranium enrichment), mass, and irradiation history (or radiation level). The primary categories of
concern are labeled |, Il, and Ill, with Category | representing the highest-risk material. The
categorization table from INFCIRC/225/Revision 5 [3] is presented in Table 7 below.

3 Compare INFCIRC/225 Revision 5 [3], §4.1-4.4.

 This could include use of the material passively (e.g., unshielded source placed in a public area) or in an active
design (dispersed using conventional explosives or by mechanical means).

> Compare INFCIRC/225 Revision 5 [3], §2.1.
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Table 7. INFCIRC/225/Rev 5 Table 1 Covering Nuclear Material Categories

Material Form Category | Category Il Category I
1. Plutonium® Unirradiated” 2 kg or Less than 2 kg 500 g or less
more but more than but morethan 15 g
500 g
2. Uranium-235 Unirradiated® 5 kg or Less than 5 kg 1 kg or less
— uranium more but more than 1 but morethan15g
enriched to kg
20% **°U or
more
uranium 10 kg or more Less than 10 kg
enriched to but more than 1 kg
10% **°U but
less than 20%
235U
uranium 10 kg or more
enriched
above natural,
but less than
10% **U
3. Uranium-233 Unirradiated” 2 kg or Less than 2 kg 500 g or less
more but more than but morethan15g

500 g

4. Irradiated Fuel

(The categorization of
irradiated fuel in the
table is based on
international transport
considerations. The
State may assign a
different category for
domestic use, storage,
and transport, taking all
relevant factors into
account.)

Depleted or
natural uranium,
thorium, or low-
enriched fuel
(less than 10%
fissile content)®®

* °All plutonium except that with isotopic concentration exceeding 80% in plutonium-238.

« °Material not irradiated in a reactor or material irradiated in a reactor but with a radiation level equal to or
less than 1 Gy/hr (100 rad/hr) at one meter unshielded.

 “Quantities not falling in Category Il and natural uranium, depleted uranium and thorium should be
protected at least in accordance with prudent management practice.

o ¢ Although this level of protection is recommended, it would be open to States, upon evaluation of the
specific circumstances, to assign a different category of physical protection.

e ° Other fuel which by virtue of its original fissile material content is classified as Category | or Il before
irradiation may be reduced one category level while the radiation level from the fuel exceeds 1 Gy/hr
(100 rad/hr) at one meter unshielded.
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In a nuclear reactor, the greatest concern in the design of a PPS is to prevent radioactive release from
the reactor that may be caused by sabotage. Vital areas (those areas within a reactor complex that
contain equipment, systems, devices, or material whose failure, destruction, or misuse could result in a
radiological release endangering the public) are of particular concern. For example, the containment
building that houses the reactor, the steam generators, and the primary coolant loops will always be
designated a vital area. Other locations containing machinery and safety systems designed to decrease
the severity of accidental damage to nuclear facilities may also require designation as vital areas.

Vital Area Protection and Vital Equipment
Reference [53] describes USNRC guidelines on what equipment to protect as vital. Under these
guidelines, vital equipment includes the following:

One train of equipment (with the associated piping, water sources, power supplies, controls, and
instrumentation) that provides the capability to perform the functions (reactivity control, decay heat
removal, and process monitoring) that are necessary to achieve and maintain hot shut down for a
minimum of eight hours from the time of reactor trip, plus the major components of the reactor coolant
makeup system and associated support equipment necessary to achieve this goal.

Equipment examples include, but are not limited to the following:
Reactivity control—control rod scram components and systems.

Decay heat removal—turbine-driven auxiliary feedwater pump, including control, water source (e.g.,
condensate storage tank), and main steam safety valves (for pressurized water reactors (PWRs)).
Turbine-driven, high-pressure core injection (HPCI), reactor core isolation cooling (RCIC) pump, isolation
condenser, including auto start, control, and safety-relief valves (for boiling water reactors (BWRs)).

Process monitoring—pressurizer pressure and level, steam generator pressure and level, reactor
coolant hot and cold leg temperature (for PWRs); reactor pressure and level, suppression pool
temperature and level (for BWRs).

Reactor coolant makeup and reactor coolant pump seal cooling—charging pump, including water
source and motor control center (for PWRs).

Support functions—diesel generator, including switchgear, cooling, startup, and controls (for PWRs and
BWRs). Battery (for PWRs and BWRs). Service water pump and motor control center (for PWRs and
BWRs). Component cooling water pump and motor control center (for PWRs).

e The reactor vessel and reactor coolant piping up to and including a single, protected, normally
closed isolation valve or protected valve capable of closure in interfacing systems. Note this
precludes the need to protect Loss of Coolant Accident (LOCA)-mitigating equipment.

e The control room and any remote locations from which vital equipment can be controlled or
disabled (such as remote shutdown panels, motor control centers, circuit breakers, or local
control stations).
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e Cable terminals or junctions and areas such as cable spreading rooms. Cable runs in trays and
conduit need not be protected unless cables necessary for safe shutdown capability are
individually identifiable and the identification is reasonably accessible.

Note that when any components or systems protected as vital are inoperable (e.g., during
maintenance), appropriate compensatory measures (such as stationing guards at alternate locations)
must be taken to ensure the ability to reach hot shutdown.

Sabotage

Definition—The IAEA defines sabotage®® as: “Any deliberate act directed against a nuclear facility or
nuclear material in use, storage or transport which could directly or indirectly endanger the health and
safety of personnel, the public and the environment by exposure to radiation or release of radioactive
substances.”

Unlike the cases discussed for the protection of nuclear and radiological material from theft, where
varying theft consequences were managed through the surrogate of categorization, the current
approach to identifying sabotage as a potential target begins with a yes or no proposition; either you
have to protect against it or you don’t. At that point the “level of the physical protection measures
should be specifically designed to take into account the nuclear facility or nuclear material, the State’s
design basis threat and the radiological consequences.” That is, the problem is twofold. First it must be
determined if the DBT is capable of an act of sabotage that would lead to unacceptable radiological
consequences (presumably in the form of some threshold measures related to the endangerment of
personnel, the public, and the environment). If so, the next task is to use some means to develop a PPS
design and evaluate its performance versus the DBT in order to demonstrate that risk has been
mitigated to an acceptable level.

Unacceptable Radiological Consequences

States have many options on how to define unacceptable radiological consequences. One possible
approach would be to look to the safety realm for guidance. For instance, consider the safety-related
radiological acceptance criteria discussed by IAEA NS-R-1 [54] paragraph 5.69:

“...the design basis for items important to safety shall be established and confirmed. It shall also be
demonstrated that the plant as designed is capable of meeting any prescribed limits for radioactive
releases and acceptable limits for potential radiation doses... “

That is to say, sabotage criteria might be based on some design basis (e.g., no core damage), potential
radioactive release, or radiation dose levels (or some combination thereof), but this is not to say that
radiological sabotage criteria should be the same—quantitatively—as safety criteria; establishment of
any such criteria is a decision for appropriate national authority. However, to illustrate such criteria,

'® INFCIRC/225/Revision 5 [3], Under Definitions on page 53.
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consider the following US 10 CFR 100 [55] requirements (NS-R-1 does not provide quantitative
recommendations):

“...an individual located at any point on its [facility] boundary for two hours immediately following onset
of the postulated fission product release would not receive a total radiation dose to the whole body in
excess of 25 rem or a total radiation dose in excess of 300 rem to the thyroid from iodine exposure. (10
CFR 100.11(a)(1)).”

Safety Assessment

Given some form of a safety assessment that provides a quantitative measure of the potential impact at
the site boundary (as in 10 CFR 100 above [55]) or other suitable control point (e.g., nearest population
center), it is easy to imagine, a radiological sabotage categorization scheme by analogy with the theft
categorization examples,. For example, if the two-hour dose at the boundary were less than 25 rem, this
could be defined to be a Category 4 facility. Then, assuming a power of ten is appropriate (but
recognizing the exposure mechanisms of concern and the actual criteria for establishing different
category levels is a policy issue), a two-hour dose of 25-250 rem would be assigned to Category 3, 250-
2500 rem to Category 2, and 2500 rem or more to Category 1. A similar scheme for worker and
environmental impacts could be developed.

Once the categorization method is determined, the possibility of theft and sabotage against the facility
or material and the acceptable risk level should be considered.

Risk Scales

In contrast to taking a quantitative approach, expert judgment could be used to develop relative risk
scales. For example, a scale was developed and published for use in assessing sabotage risks of various
spent fuel disposal alternatives; see reference [56]. Such relative risk scales could provide a means of
system sabotage categorization for use in physical security system design.

Use of the International Nuclear Event Scale

Another approach to consider would be possible use or adaptation of the International Nuclear Event
Scale published by the IAEA and shown in Table 8. This could be accomplished by mapping the
estimated consequences of a particular postulated sabotage action to the criteria presented in the table
(note that multiple attributes are expressed in the criteria column).
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Table 8.

International Nuclear Event Scale

Level/ Off-Site On-Site o
: Criteria Examples
Descriptor Impact Impact
ACCIDENTS Major Release: External release of a large fraction of the radioactive material in a large Chernobyl
7 Widespread facility (e.g., the core of a power reactor). This would typically involve a Ukraine, 1986
Major health and mixture of short- and long-lived radioactive fission products (in quantities
Accident environmental radiologically equivalent to more than tens of thousands terabecquerels of
effects iodine-131). Such a release would result in the possibility of acute health
effects; delayed health effects over a wide area, possibly involving more
than one country; long-term environmental consequences.

6 Significant External release of fission products (in quantities radiologically equivalent to Kyshtym
Serious Release: Likely the order of thousands to tens of thousands of terabecquerels of iodine- Reprocessing
Accident requires full 131). Such a release would be likely to result in full implementation of Plant, USSR

implementation of countermeasures covered by local emergency plans to limit serious health (now Russia),
planned effects. 1957
countermeasures

5 Limited Release: | Severe damage |e External release of radioactive material (in quantities radiologically Windscale Pile

Accident with Likely to require | to reactor core equivalent to the order of hundreds to thousands of terabecquerels of UK, 1957
Off-Site Risk partial or radiological iodine-131). Such a release would be likely to result in partial Three-Mile
implementation of barriers implementation of countermeasures covered by emergency plans to Island, US
planned lessen the likelihood of health effects. 1979
countermeasures e Severe damage to the installation. This may involve severe damage to a
large fraction of the core of a power reactor, a major criticality accident
or a major fire or explosion releasing large quantities of radioactivity
within the installation.

4 Minor Release: Significant o External release of radioactivity resulting in a dose to the critical group Windscale
Accident Public exposure of damage to of the order of a few millisieverts.* With such a release the need for off- | Reprocessing
Without the order of reactor core, site protective actions would be generally unlikely except possibly for Plant, UK, 1973

Significant Off- | prescribed limits radiological local food control. Saint-Laurent
Site Risk barriers, or fatal — ) ) . L Erance. 1980
exposure of a e Significant damage to lthe installation. Such an accident mlght |nc|ude' )
worker damage to major on-site recovery problems such as partial core meltin | Byenos Aires
a power reactor and comparable events at non-reactor installation. Critical Assy.,
« Irradiation of one or more workers resulting in an overexposure where a | Argentina, 1983
high probability of early death occurs.
INCIDENTS Very Small Severe spread |e External release of radioactivity resulting in a dose to the critical group Vandellos,
3 Release: Public of of the order of tenths of a millisievert.* With such a release, off-site Spain, 1989

Serious Incident

exposure at a
fraction of
prescribed limits

contamination
or acute health
effects to a
worker

protective measures may not be needed.

e On-site events resulting in doses to workers sufficient to cause acute
health effects and/or an event resulting in a severe spread of
contamination (for example, a few thousand terabecquerels of activity
released in a secondary containment where the material can be
returned to a satisfactory storage area).

e Incidents in which a further failure of safety systems could lead to
accident conditions, or a situation in which safety systems would be
unable to prevent an accident if certain initiators were to occur.

2
Incident

Significant
spread of
contamination
or overexposure
of a worker

Incidents with significant failure in safety provisions but with sufficient
defense in depth remaining to cope with additional failures. These
include events where the actual failures would be rated at level 1 but
which reveal significant additional organizational inadequacies or safety
culture deficiencies.

e An event resulting in a dose to a worker exceeding a statutory annual
dose limit and/or an event which leads to the presence of significant
quantities of radioactivity in installation in areas not expected by design
and which require corrective action.

1
Anomaly

Anomaly beyond the authorized regime but with significant defense in depth
remaining. This may be due to equipment failure, human error, or
procedural inadequacies.

DEVIATIONS

0
Below Scale

No safety
significance

Deviations where operational limits and conditions are not exceeded.
Examples include: a single random failure in a redundant system, spurious
initiation of protection systems without significant consequences, leakages
within operational limits.

* The doses are expressed in terms of effective dose equivalent (whole body dose). Those criteria where appropriate can also be expressed in
terms of corresponding annual effluent discharge limits authorized by National authorities.
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Evaluating Consequences of Malevolent Acts

In the end, what must be recognized is that while it has been fairly easy (if not always transparent) for
policy makers to issue target theft categorizations using a variety of attributes such that acceptable
levels of protection can be established, that has not historically been the case for radiological sabotage.
Furthermore, it would appear that support in the form of some type of safety assessment is required to
resolve the issue. As noted by INFCIRC/225/Revision 5 [3], Paragraph 5.5:

e “_the State should consider the range of radiological consequences that can be associated with
all its nuclear facilities and should appropriately grade the radiological consequences that
exceed its limits for unacceptable radiological consequences in order to assign appropriate
levels of protection.”

Intrinsic Security
Applying methods for achieving “intrinsic” security may help to increase margin and robustness against
future changes in the threat. See Other SeBD Principle: Achieve inherent or “intrinsic” security (below).

One of the key areas of Security by Design is accommodating possible changes in the threat during the
lifecycle of the facility, which may extend 60 to 80 years. There are several ways to do this, applicable to
past or current generation reactor designs.

Consider the entire range of natural, accidental, and malicious attacks and look for protection features
that are relatively low-cost and address key weaknesses. As a timely example, if the designers of
Fukushima Daiichi nuclear plants had considered a range of higher tsunami wave heights, they would
have recognized some ways to protect the backup generators. As a security example, consideration of a
wide number of aircraft terrorist scenarios before 9/11/2001 would have identified hardening of the
cockpit door as a cost-effective solution that would counter a wide range of scenarios.

A design best practice is to leave room or capacity in the facility design to allow for future additions to
the security system, e.g., to provide capacity for adding sensors, additional delay features, or additional
response capabilities if the threat increases.

The NRC Policy Statement on the Regulation of Advanced Reactors (dated October 14, 2008) [57]
contains a number of concepts that can be applied to current reactor designs, including:

e Designs that include considerations for safety and security requirements together in the design
process such that security issues (e.g., newly identified threats of terrorist attacks) can be
effectively resolved through facility design and engineered security features, and include
mitigation measures reduce reliance on human actions.

e Designs with features to prevent a simultaneous loss of containment integrity (including
situations where the containment is by-passed), and the ability to maintain core cooling as a
result of an aircraft impact, or identification of system designs that would provide inherent
delay in radiological releases (if prevention of releases is not possible).
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Designs with features to prevent loss of spent fuel pool integrity as a result of an aircraft impact.
Designs with features to eliminate or reduce the potential theft of nuclear materials.

Designs that emphasize passive barriers to potential theft of nuclear materials.

Design of an Intrinsically Secure System

The following principles embody the characteristics of intrinsic security:

Defense-in-Depth

Adversaries must be forced to defeat a number of security features in sequence before
accomplishing their goal. These security features should be independent, and require different
adversary toolsets, skills, and actions to overcome.

Resiliency

The system must be designed so that security effectiveness remains high in the event of failures
of single or even multiple parts of the system—whether through natural events or malicious
attack. As successive portions of the system are lost, security effectiveness should degrade
slowly and predictably.

Lifecycle Security

Security requirements must be considered throughout the entire lifecycle of the system,
including design, production, operation, maintenance, and eventual retirement. Flexibility must
be built into the system to ensure security is preserved as threats change over the course of the
system lifecycle. Security needs over the course of the lifecycle of the individual security
components and of the assets being protected must be considered.

Balanced Protection

Security must be equally effective and robust along all possible adversary attack vectors and
across all security domains (physical, cyber, personnel, etc.). The security design must exhibit no
“weak links”.

Management of Trust

Trust and privileges extended by the system must be actively managed to limit security
threats—particularly from insiders. The least amount of privilege should be given to entities to
allow them to perform their functions and nothing else; privileges should be separated when
appropriate, and reluctance to trust should be built into the system.

Security-by-Default

The system must, under normal operation, be in a secure state, and only be required to change
to a less-secure state infrequently and unusually. Under failure of the system or any of its
components—whether through a natural event or malicious attack—the system must transition
to the most secure state possible.
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e Leverage
The system must, whenever possible, leverage immutable laws of nature against adversaries.
Fundamental laws of physics, factors in the surrounding environment, and other aspects of the
world that adversaries cannot change can be leveraged to increase the difficulty of the
adversary attack, increase the time required, or render the asset inoperable, unusable, or
significantly less attractive to the adversary.

Without these principles, systems could potentially be designed with security as a primary requirement
that is built in from the beginning (i.e., the first two components of “intrinsic security” as we have
defined it) but still result in poor security performance. Whenever possible, designs should take
advantage of first principles (those associated with the laws of physics) such as radiological, chemical,
and physical properties that can be leveraged for security.

Examples of Intrinsic Security

Consideration might be given to the following in security design:

e  Opportunities for reducing access points and those who require access.
e Consolidation or distribution of assets, depending on the mission.
e Delay and shielding mechanisms integrated into the construction of walls, doors, and ceilings.

e Closed network systems for mission-critical work separate from administrative systems, and
separate from control networks and operational networks.

e Golden copies of trusted software upgraded only after thorough testing to assess impacts and
recovery modes.

e Operational security considerations for doorway and window placements.
e Redundancy and recovery mechanisms to ensure failure in a secure mode.

Siting criteria for the facility can also have an impact. Intrinsic security considerations include providing
extended detection fields, close proximity to response services, and the ability to withstand abnormal
events such as natural disasters or utility construction workers cutting power or communication lines.
Crime statistics, neighbors, and visibility of mission criticality should all be reviewed.

It is important to note that there are advantages and disadvantages to most intrinsic security features.

For example, some intrinsic security features carry increased system costs or safety risks. Underground
facilities can reduce the opportunities for an attack and may make systems more earthquake resistant,

but could make it difficult to evacuate or to fight a fire if needed. The location of a facility may enhance
security by providing opportunities for wide-area monitoring for early detection and longer interdiction
times. However, if response is not site-based, remoteness can delay interdiction. Providing redundant
systems can increase mission security, but carry an additional cost since they must also be independent
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to ensure no single points of failure. Co-location of primary and secondary systems can minimize the
need for additional physical security controls, but can provide single attack vectors.

Flexibility

Because the 3S disciplines need to be intrinsic to the facility design for best effectiveness, and because
the design needs to consider changes in conditions over the 60-80 year lifetime of a facility, it is
important to be flexible in design and allow for changes over decades of time.

E.4 Topical Area: System Engineering Principles

View the PPS from a lifecycle perspective

Pre-project Considerations during the Scope and Planning Phase

The physical protection objectives and the design basis threat are fundamental to a PPS design. Defining
the objectives and threat occur early during the Scope and Planning phase, and are pre-project
activities. Facility grading is also important, to the extent that it can be accomplished before the project.
To the extent practical, when the State evaluates its readiness and intent to build a NPP or NF, the
physical protection experts should provide consultancy to ensure the necessary and sufficient
information for later PPS design is available and clearly articulated.

Development of the NPP/NP lifecycle timeline is also a Scope and Planning phase activity. The IAEA
Milestones documents [1], [2] for a nuclear power project discusses in detail the pre-project activities
and provides insight into the project, transition to operations, and the operational timeframes. As a
general statement, the IAEA offers that the lifecycle, including decommissioning and dismantlement,
could be approximately 100 years.

During this phase, discussions can begin on prioritizing potentially competing 3S requirements. The
prioritization process should occur in a systematic, consistent, and auditable manner allowing assurance
to the competent authority that the NPP/NF conforms to the State's laws, regulations, and
environmental criteria.

Facility grading and prioritization can be evaluated using a security risk assessment approach which
incorporates the considerations covered in Appendix B, Evaluating security Risk Assessment Factors, and
in Appendix C, Security Risk Management.

Synergy between Safety, Safeguards, and Security

It is important to realize that the security design process is one part of a larger facility design process,
done within a larger regulatory framework that also considers safety and safeguards—the overall 3S
process.

Security is a cross-cutting function and all aspects that potentially impact security must be considered
during the design process. Although we mostly refer to 3S, this would actually include physical security,
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MCR&A, International and domestic safeguards, process design, operations, safety, cyber security,
reliability, and sustainability.

Much work needs to be done on developing tools, strategies, and practices for integrating safety,
security and safeguards requirements into the overall facility design process, as well as demonstrating
that the integrated design process improves overall effectiveness and reduces lifecycle costs of the
facility design.

As mentioned earlier in this document, there are two key concepts to keep in mind in achieving a
successful physical protection system implementation:

e Security requirements should be considered as early in a facility design process as possible.

e Astructured systems engineering process should be used for the design and evaluation of a
physical protection system.

Since this handbook focuses on security by design, the physical protection design team should
concentrate on specifying the security requirements as completely as possible and, and equally
importantly, on identifying interface points with the larger design process.

e Within the structured systems engineering process (see the INCOSE systems engineering
handbook [37]), as a standard first step in the facility design process, a formal requirements
process should be used to cover safety, security, and safeguards (3S).

0 Different level of requirements can be stated (international and national regulations
down to detailed design requirements), and complementary and conflicting
requirements can be identified.

0 The physical protection design team should focus on specifying the security
requirements as completely as possible, and on identifying key interfaces to
requirements in the other areas.

e Characteristics of the facility and its mission should also be considered in terms of how they
could contribute to security. For example, in some recent work, process monitoring
measurements seem to provide the earliest indicator of issues in a reprocessing plant. [58]

e While there are a variety of quantitative evaluation tools (e.g., safety codes, SAVI, Separations
Safeguard Performance Model), their outputs are not integrated but could be, and efforts are
currently underway between Material Control and Accountability (MC&A) and physical security.
A good example of integration across areas is the 2008 IAEA Implementation Guide for
Preventative and Protective Measures against Insider Threats [50].

To identify possible areas for synergy, one practice is to create a crosswalk table to compare security
features with safety and safeguards requirements/features. Another approach is to examine surrogate
documents such as DOE STD 1189-2008 [9] to guide security integration with safeguards design.
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