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Abstract

This report provides a brief survey of analytics tools considered relevant to cyber network
defense (CND). Ideas and tools come from fields such as statistics, data mining, and knowledge
discovery. Some analytics are considered standard mathematical or statistical techniques, while
others reflect current research directions. In all cases the report attempts to explain the relevance
to CND with brief examples.
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1 Overview

This report provides a brief survey of analytics tools considered relevant to cyber network defense
(CND). Ideas and tools come from fields such as statistics, data mining, and knowledge discovery.
Some analytics are considered standard mathematical or statistical techniques, while others reflect
current research directions. In all cases the report attempts to explain the relevance to CND with
brief examples. This document is only an overview; Sandia can provide greater depth on many
topics.

CND data for this application is assumed to be passively collected network data distilled into
a summary format. For example, netflow records might consist of tuples containing <timestamp,
source, destination, protocol ID, packet size>. More sophisticated processing for level 4 protocol-
based sessions might yield records that summarize an HTTP request and reply, or metadata for
an SMTP send. This report does not consider focused analysis of full packet capture data; for
instance, tools that identify suspicious Javascript. However, the output of focused analytics can
certainly be used as part of the summary data.

In general, analytics for CND data strives to characterize normal and abnormal behavior of
users and networks. The mathematical algorithms behind an analytic can be simple (counting the
top 10 visited sites) or complex (tensor decomposition to detect user behavior patterns).



2 Scalability Challenge

A special challenge is to handle large amounts of data (terabytes to petabytes) on a routine basis.
This is a primary reason the CND data is assumed to be in summary form. Some analytics research
is aimed at identifying what data to keep; for instance, anomaly detectors might classify a large
percentage of incoming data as uninteresting so it can be discarded.

Most analytics discussed in this report were designed for small problem sizes. Additional thought
and effort is required to scale up to CND data sizes. In general, there are two approaches for
achieving scalability:

e Streaming analytics examines data on the fly without the benefit of large-scale storage.
Streaming algorithms are sometimes defined as being able to see the data only once, though
in many cases this condition can be relaxed. For example, counting the frequency of all dis-
tinct IP addresses becomes nontrivial when there are millions of addresses. At Sandia, one
approach is to develop streaming algorithms as QK modules; for instance, using hash tables
or Bloom filters for the counting problem.

e Archived analytics operate on large-scale stores of data, typically a time history of CND
records. Commercial companies (Google, Yahoo, Facebook, Twitter, Netflix, etc.) have
pushed the development of “Big Data” frameworks, utilizing commodity cloud clusters and
open source software. At Sandia, one approach is to develop algorithms in MapReduce to
analyze CND data stored in distributed databases such as the Hadoop Distributed File System
(HDFS).



3 Types of Analytics

The list below attempts to describe categories of algorithms appropriate for CND analytics. Most
can be implemented as streaming or archived analytics, though design principles may be quite
different for the two cases. Some specific CND applications are provided as examples.

3.1 Counting and histograms

These methods are the simplest mathematically, but sophistication is required to operate efficiently
with huge amounts of data. CND examples: find the Top K web sites / source IPs / etc. over
a period of time; find the distribution of activity against a client by port; find the most frequent
source-destination pairs; alarm any of these against threshold values.

3.2 Regression models

Regression methods are used for extrapolation and prediction. CND example: predict traffic based
on season, week day, and hour.

3.3 Clustering methods

Typical algorithms are k-means clustering or hierarchical methods. Clustering is often based on
attributes which are generated by other analytics. CND example: cluster user types based on
HTML habits.

3.4 Supervised learning for classification

Analytic methods include Bayesian classifiers, decision trees, support vector machines, association
rules, Markov models, etc. Supervised methods require a labeled set of training data which is often
difficult to obtain; for example, manually classifying a list of web sites as compromised or safe. CND
examples: classify web sites as search/blog/games/adult/etc based on URL information; detect a
botnet from traffic patterns.

3.5 Text mining

CND example: spam email detection.

3.6 Unsupervised learning and pattern detection

These methods include principle component analysis, tensor decomposition, and latent Dirichlet
allocation. Methods look for patterns that explain typical behavior, and then identify outliers.



CND examples: identify unusual user visit patterns to specific web sites, find anomalous packet
size changes between specific IPs over time.

3.7 Graph algorithms

Data can often be represented as a graph of vertices connected by edges; for instance, HI'ML links
between web pages, or individuals linked by email. Graph algorithms can find social communities
(common components, eigenvector analysis), vertices of influence (page rank), hubs and chokepoints
(commute distance, centrality measures), and patterns of interest (subgraph isomorphism). CND
examples: detect botnet communities, measure the influence of a known malware site.
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4 References

This informal report does not include references. Certainly a more complete report could include
references from textbooks and the technical literature.
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