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Abstract
The purpose of the Sandia National Laboratories Advanced Simulation and Computing (ASC) Software Quality
Plan is to clearly identify the practices that are the basis for continually improving the quality of ASC software
products. The plan defines the ASC program software quality practices and provides mappings of these practices to
Sandia Corporate Requirements CPR001.3.2 and CPR001.3.6 and to a Department of Energy document, ASC/
Software Quality Engineering: Goals, Principles, and Guidelines. This document also identifies ASC management
and software project teams' responsibilities in implementing the software quality practices and in assessing progress
towards achieving their software quality goals.
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1 Introduction

This document, Part 2: Mappings for the ASC Software Quality Engineering Practices, contains the
mappings for the practices and artifacts found in Part 1. Practices of the Sandia National Laboratories
Advanced Simulation and Computing (ASC) Software Quality Plan (Software Quality Plan). The purpose
of the mappings contained herein is to provide requirements traceability from the Software Quality Plan

to the driver documents as well as to two additional ASC program and industry standards requested by the

ASC Quality Management Council (AQMC). Figure 1 illustrates the relationship between the software
quality plan and the standards and guidelines that are mapped in this document.
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Figure 1. Relationship Between Software Quality Plan and Mapping Documents.

In all mappings provided, practice numbers or sections of Part 1 of the Software Quality Plan are listed to
indicate a mapping to a particular requirement. Gaps between the various requirements and the Software
Quality Plan are indicated in a light red color. An “N/A” is used where a particular requirement appears
non-applicable. No degree of conformance is denoted or implied to the various requirements by the
mappings. The practitioner or reader should not interpret indicated mappings to guarantee compliance.

This document is organized as follows:

Section 1: Introduction

Section 2: ASC Software Quality Plan Practices and Artifacts Tables

Section 3: Mappings to the Department of Energy, DOE/AL Quality Criteria (QC-1),
Revision 10, February 2004.

Section 4: Mappings to the ASCI Software Quality Engineering: Goals, Principles, and
Guidelines (GP&Q),

Section 5: Mappings to the SNL Corporate Process Reports

s Section 5.1: CPR001.3.2, Corporate Quality Assurance Program (February 2006)

+ Section 5.2: CPR001.3.6, Corporate Software Quality Assurance (March 2006)
Section 6: Mappings to the ISO 9001:2000 Quality Management Systems — Requirements,
International Standards Organization, December 2000.



2 ASC Software Quality Plan Practices and Artifacts

The following tables provide lists of the practices and artifacts stated in Part 1. Practices of the Software

Quality Plan.
Practice Description of Software Quality Plan Practices
Number

PR1 Document and maintain a strategic plan.

PR2 Perform a risk-based assessment, determine level of formality and applicable practices, and
obtain approvals.

PR3 Document lifecycle processes and their interdependences, and obtain approvals.

PR4 Define, collect, and monitor appropriate process metrics.

PR5 Periodically evaluate quality problems and implement process improvements.

PR6 Identify stakeholders and other requirements sources.

PR7 Gather and manage stakeholders’ expectations and requirements.

PRS8 Derive, negotiate, manage, and trace requirements.

PR9 Identify and analyze risk events.

PR10 Define, monitor, and implement the risk response.

PR11 Create and manage the project plan.

PR12 Track project performance versus project plan and implement needed (corrective) actions.

PR13 Communicate and review design.

PR14 Create required software and product documentation.

PR15 Identify and track third party software products and follow applicable agreements.

PR16 Identify, accept ownership, and manage assimilation of other software products.

PR17 Perform version control of identified software product artifacts.

PR18 Record and track issues associated with the software product.

PR19 Ensure backup and disaster recovery of software product artifacts.

PR20 Plan and generate the release package.

PR21 Certify that the software product (code and its related artifacts) is ready for release and
distribution.

PR22 Distribute release to customers.

PR23 Define and implement a customer support plan.

PR24 Implement the training identified in the customer support plan.

PR25 Evaluate customer feedback to determine customer satisfaction.

PR26 Develop and maintain a software verification plan.

PR27 Conduct tests to demonstrate that acceptance criteria are met and to ensure that previously
tested capabilities continue to perform as expected.

PR28 Conduct independent technical reviews to evaluate adequacy with respect to requirements.

PR29 Determine project team training needs to fulfill assigned roles and responsibilities.

PR30 Track training undertaken by project team.




Artifact

Description of Software Quality Plan Artifacts

Number

AR1 Strategic plan: [project’s mission, management, stakeholders]

AR2 Approved level of formality and applicable practices

AR3 Approved project processes

AR4 Process and product metrics

AR5 Project process improvement actions

AR6 Product expectations and requirements

AR7 Software requirements and attributes

ARS8 List of stakeholders and organizational commitments

AR9 Project plan: [risks events, risk plan, overview, milestones, task list, resource information,
roles and responsibility assignments, assumptions, constraints, dependencies, budget,
schedule, SCM plan, etc.]

AR10 Project reviews and needed (corrective) actions: [risk responses, tracking and oversight
responses|

AR11 Design artifacts: [documentation and/or reviews]

AR12 Implementation artifacts: [software code, assimilated other software, design documents, user
documentation, developer’s guide, installation guide, theory manual, interface manual, etc.]

AR13 Identification and acquisition records

AR14 Version controlled records, including baselines and associated configurations

AR15 Backup records and recovery test results

AR16 Managed issues: [product quality results (for example, non-conformances), enhancements,
defects, questions, inquiries]

AR17 Release specification

AR18 Product release package (bill of materials, release notes, certification, software, etc.)

AR19 Customer support plan including training

AR20 Customer training records

AR21 Customer satisfaction evaluation

AR22 Software verification plan

AR23 Test artifacts: [test cases, test results]

AR24 Technical reviews (evidence that review occurred and review results)

AR25 Project team training needs

AR26 Project team training records




3

DOE/AL QC-1 Revision 10 Mappings

The following table maps the requirements of the DOE QC-1 (sections 2.1 through 4.1) to the ASC
Software Quality Plan.

QC-1 QcC-1 QcC-1 ASC Software
Section Section Title Requirements Quality Plan
Number
2.1 Risk-Based To have a cohesive, effective and integrated quality PR1, PR2

Program management system, a risk-based approach must be used to

determine the extent (tailoring) of application of QC-1
requirements.

2.1 An organization shall use a risk management process when PR1, PR2
choosing to apply the "shall" requirements of this document in
a graded (tailored) manner and document that process in their
QAP or WQAP.

2.1 Factors that may be considered in the risk management process | PR1, PR2
for graded application include
a. the consequences of malfunction or failure of an item,

2.1 b. the inappropriate use of the results of services provided, PR1, PR2

2.1 c. the probability of the occurrence of the postulated PR1, PR2
consequences,

2.1 d. the design and fabrication complexity of an item or difficulty | PR1, PR2
of performing the service,

2.1 e. the need for special controls and oversight of processes, PR1, PR2
equipment, and performance,

2.1 f. the degree to which functional compliance can be PR1, PR2, PR26, PR27,
demonstrated by inspection, test, or performance verification, |PR28

2.1 g. the quality history and degree of standardization of an item |PR1, PR2
or service, and

2.1 h. the difficulty of repair, replacement, or replication of an item | PR1, PR2
or service.

2.2 Quality NNSA and its contractors shall integrate quality principles with | PR1, PR2, PR9, PR10

Management |risk-based analysis into management and work practices at all
Program levels so that missions are accomplished and customer

requirements are met.

2.2 Organizations shall integrate quality management into all Software Quality Plan
facets of work planning and execution.

2.2 A written QAP or WQAP shall be developed, implemented, Software Quality Plan
and maintained that meets the requirements of this document.

22 The QAP or WQAP shall Tables 1 & 2, PR1, PR11
a. describe the organizational structure, functional
responsibilities, levels of authority, and interfaces for those
managing, performing, and assessing work;

2.2 b. identify the organization’s senior management positions; Table 1, PR1

2.2 c. identify QC-1 requirements and other weapon quality Figure 1, Appendix C,
requirements contained in contractual documents and their Appendix G,
flow down to implementing procedures; CPRO001.3.2,

CPR001.3.6

2.2 d. state the justification for graded (tailored) application of QC- | Appendix C,

1 requirements (if any); and Appendix G, Figure 1,
PR1, PR2
2.2 e. describe management processes, including planning, Table 1, PR1, PR11

scheduling, and resource considerations.

10




QC-1 QC-1 QcC-1 ASC Software
Section | Section Title Requirements Quality Plan
Number
2.2.1 Submittal, NNSA and its contractors responsible for work in any weapon | Software Quality Plan

Approval, life-cycle phase shall
Implementation |a. submit a QAP or WQAP and implementation plan for
and Reporting |achieving full compliance to requirements where not presently
in compliance to the appropriate NNSA approval authority,

2.2.1 b. follow the submitted QAP or WQAP and implementation Table 1, PR1, PR11
plan, pending response from the NNSA approval authority;

2.2.1 c. submit any significant changes to the QAP or WQAP and Table 1, PR1, PR11
any associated implementation plan for approval and describe
how the changes continue to satisfy the quality requirements;

2.2.1 d. conduct work in accordance with the approved QAP or Software Quality Plan
WQAP and implementation plan;

221 e. report quality management system and weapon activity Software Quality Plan
metrics annually and on request to provide objective evidence
of performance; and

221 f. provide a management self-assessment report on Software Quality Plan
performance to the QAP or WQAP annually.

2.2.1 The approved organization QAP or WQAP and any associated |Software Quality Plan
implementation plan will be the basis for assessment of the
organization's weapon quality program.

23 Organization | There shall be a process to establish and document the see NWSMU or ASC
organization structure, functional responsibilities, levels of Organizational structure,
authority, and lines of communication. Table 1, PR1

2.3 Where more than one organization is involved in the execution |see NWSMU or ASC
of activities, the responsibilities, interfaces, and authority of Organizational structure,
each organization shall be clearly defined and documented. Table 1, PR1, PR6

23 The external interfaces between organizations and the internal |see NWSMU or ASC
interfaces between organizational units, and changes thereto, | Organizational structure,
shall be documented. Table 1, PR1, PR6, PR11

2.3 Personnel verifying quality achievement shall not be directly | PR1, Section 4.4
responsible for performing the work being evaluated and shall | Overview Description,
have the authority, direct access to management, organizational | PR28
freedom, and access to work to perform their function.

2.4 Early and The organization responsible for any product or process design |PR13

Continuous shall ensure that operating, production, and quality
Application of |requirements are incorporated in the design process as early as
Quality Principles | feasible.

2.4 The design process shall provide for the timely identification |PR1, PR6, PR7, PRS,
and evaluation of key elements that are critical to program PR11, PR13, PR29
success and shall provide an objective means to measure
design, product, process, and production readiness.

2.4 Producibility shall be formally addressed in the design and PR13
design change processes.

24 The design authority and production organization shall PR3, PR21
establish and document a process for evaluating producibility.

2.4 This process shall require the design and ... N/A —Software Quality

Plan does not apply to
non-software
requirements

11




QC-1 QC-1 QC-1 ASC Software
Section | Section Title Requirements Quality Plan
Number
2.5 Establishing and | Beginning with development and continuing throughout the PR3, PR6, PR7, PRS,

Validating life cycle of the activity, processes shall be in place to identify, |PR13, PR17, PR18S,
Requirements | document, validate, control and maintain customer PR20, PR23, PR26
requirements.

25 Each organization shall document their process, including PR1, PR3, PR11
roles, responsibilities, and interfaces.

2.6 Planning A risk management process shall be used to determine the Section 4, PR1, PR2,
extent of formal planning (including quality plans) that is PRY, PR10
required for development, programs, projects, processes,
activities, materials, products, services, functions, product and
stockpile certification, or organizational entities

2.6 NNSA shall address quality requirements in... N/A —Software Quality

Plan does not apply to
NNSA

2.7 Metrics Each organization shall identify, track, trend, and report PR3, PR4, PR5
metrics and utilize them for corrective action and continuous
improvement.

30 R Ql.lahty (Heading only, no requirement text) (No required mapping)

equirements

31 Quality (Heading only, no requirement text) (No required mapping)

Improvement
3.1.1 Continuous Processes to detect and prevent quality problems shall be PR3, PR4, PRS
Improvement |established and implemented.

3.1.1 Process Items, services, and processes that do not meet established PR3, PR4, PR5
requirements shall be identified, controlled, and corrected
according to the importance of the problem and the work
affected.

3.1.1 Correction shall include identifying the causes of problems and | PR3, PR4, PRS
working to prevent recurrence.

3.1.1 Item characteristics, process implementation, and other quality | PR3, PR4, PRS
related information shall be reviewed and the data analyzed to
identify items, services, and processes needing improvement.

3.1.2 Prevention Versus | The objective of a quality management system is to prevent Section 4.2.3, PR3, PR4,

Detection errors and nonconformance, reduce variability, and build PRS
quality into products and processes.

3.1.2 Fundamental methods such as design of experiments, PR3, PR4, PRS,
prototyping, process capability studies, Pareto analyses, and Appendix F
statistical process controls may be used to
a. characterize processes,

3.1.2 b. simplify processes, PR3, PR4, PRS,

Appendix F

3.1.2 c¢. mistake-proof processes, PR3, PR4, PRS,

Appendix F
312 d. continually reduce product and process variability, PR3, PR4, PR5,
Appendix F

3.1.2 e. identify and minimize the number of unstable or error prone |PR3, PR4, PRS,
processes, and Appendix F

3.1.2 f. provide early feedback of engineering and manufacturing PR3, PR4, PRS,
data to determine the need for product or process changes. Appendix F

12




QC-1 QC-1 QC-1 ASC Software
Section Section Title Requirements Quality Plan
Number
3.1.3 Quality Cost | Quality cost management shall be applied to weapon activities |PR1, PR3, PR11

Management | throughout the entire weapon program life cycle.

3.13 A method for identifying, recording, and reporting the quality |PR3, PR11
costs shall be established and documented in formal
procedures.

3.1.3 These costs include but are not limited to cost of prevention, PR3, PRI11
cost of appraisal, cost of internal failure, and cost of external
failure.

3.1.3 The cost of nonconformance plus the cost of conformance PR11, PR4
and/or other appropriate cost metrics shall be utilized for
performance measurement, problem identification, and
problem prevention.

3.2 Training Personnel shall be trained and qualified to ensure they are PR11, PR29, PR30
capable of performing their assigned work.

3.2 Personnel shall be provided continuing training to ensure that |PR11, PR29, PR30
job proficiency is maintained.

32 Evidence of training, qualification, and certification shall be PR11, PR30
maintained.

32 Training is conducted to help ensure that personnel are PR11, PR29, PR30
competent to perform the assigned work to the quality
required.

32 Competency is based on a combination of factors including PR11, PR29, PR30
education, training, skills and experience.

32 Processes are required to ensure that personnel have PR11, PR29, PR30
appropriate and adequate experience, education, skills and
training, i.e., ensure the use of competent personnel for
assigned work.

32 Highly qualified and motivated personnel, who are engaged, PRI, PR11, PR29, PR30
should be the goal of any training program.

33 Design The design authority shall be responsible for the design of PR1, PR11, PR13
items and processes under its responsibility.

33 Procedures shall be established and maintained to define and |PR1, PR3, PR11, PR13,
control the design process, including design-related PR18
development.

3.3.1 Design Input | Design inputs (customer requirements, etc.) shall be identified |PR3, PR6, PR7, PRS,
and documented, and their selection reviewed and approved PR13
prior to the final design implementation.

332 Design Process |Items and processes shall be designed using sound PR3, PRI13
engineering/scientific principles and appropriate standards.

332 Designs shall provide a clear link between design inputs and PR3, PR6, PR7, PRS,
design requirements, including production requirements and PR13
specifications.

332 Design work, including changes, shall incorporate applicable |PR6, PR7, PR8, PR13,
requirements and design bases. PR17, PR18

332 Designs shall also incorporate critical characteristics required |PR13
for function, reliability, interchangeability, design life, safety,
and dismantlement.

332 Design requirements shall not be more restrictive than essential | PR13
for achieving required performance with appropriate margin.

332 The design authority shall determine and set the value and PR13

tolerance for design specifications.

13




QC-1 QC-1 QcC-1 ASC Software
Section | Section Title Requirements Quality Plan
Number
332 The design authority should produce designs that minimize the |PR13

opportunity for incorrect manufacture, assembly, use, or
operation.

332 Calculations, modeling, and testing shall establish the design | PR9, PR10, PR13, PR26,

parameters and maintain the appropriate margins by taking into | PR27
account uncertainties associated with the design envelope.

332 Test equipment and instrumentation used. .. N/A —Software Quality
Plan does not apply to
hardware such as “test
equipment and
instrumentation”

332 Design information that supports the disposition... N/A —Software Quality
Plan does not apply to
“non-conforming
material”

333 Design The adequacy of designs shall be verified and documented PR13, PR26, PR27,

Verification before approval and implementation. PR28

Design Reviews | Design reviews shall be conducted by individuals or groups PR13, PR26, PR28
other than those who performed the work to ensure, at the time
of the review, that
a. design inputs are complete and correct;
b. assumptions necessary to perform the design are adequately |PR8,PR9, PR10, PR13,
described and valid;
c. applicable design standards are used; PR13, PR28
d. computer programs, including mathematical models used in |PR26, PR27, PR28
simulation codes, are adequately verified and validated and
recorded for future retrieval;
e. suitable materials, parts, processes, and inspection and PR26, PR27, PR28
testing criteria are specified; and
f. design qualification methods are adequate. PR13, PR26, PR28
The design review process shall accommodate observation or | PR26, PR28
subsequent review(s) by NNSA and/or independent third
parties if requested.

Design The design authority shall specify the qualification methods to |PR13, PR26, PR27
Qualification | be used to confirm customer requirements are met.

Qualification test plan(s) shall be developed and documented. |PR26
Qualification test results shall also be documented. PR26, PR27, PR28
The design authority shall obtain concurrence from the using |PR13, PR14
organization that specifications in design documents are
complete and the detail is understood.
For the production design, the design authority shall obtain PRS, PR13, PR14
concurrence from the applicable production facilities or
organization that the producibility of the design is mutually
acceptable.

334 Design Documents | A process shall be established for approving, issuing, and PR3, PRS, PR13, PR14,

distributing designs, including changes. PR18

334 Design information transmitted across organization interfaces |PR11, PR13

shall identify the status of information provided and any
incomplete items that require further evaluation, review, or
approval.

14




QC-1 QC-1 QC-1 ASC Software
Section Section Title Requirements Quality Plan
Number
3.3.5 Design Change |Changes to design inputs and final designs shall be subject to  |PR9, PR10, PR13

Control and control measures (including design reviews) commensurate
Configuration | With the risk introduced by the change.

335 Management These measures shall include evaluation of effects of the PR1, PR2, PR7, PRS,
changes on the overall design and on any analyses upon which |pR28
the design is based.

335 A design configuration management process shall be PR13, PR17, PR1S,
established and documented. PR19

335 The process shall ensure that (a) configuration control is PR3, PR13, PR17
established as early as possible in the design process, and

335 (b) configuration control is applied to design inputs, design PR3, PR13, PR17
calculations and analyses, design qualification, and design
documents.

3.3.6 Interface Control | Design interfaces shall be identified and controlled. PR3, PR13

337 Records Complete and accurate records of design shall be maintained |PR13
and retrievable.

34 Instructions, Work shall be prescribed by and performed in accordance with | PR3, PR9, PR10, PR11,

Procedures and |documented instructions, procedures, drawings, specifications, |PR13
Drawings other documents, or models that include or reference

appropriate quantitative or qualitative acceptance criteria for
determining

34 Current instructions, procedures, drawings, specifications, PR3, PR13, PR14
other documents, and models shall be available to and used by
the personnel performing the work.

35 Document Control | Documents shall be prepared, reviewed, approved, issued, PR3, PR4, PR11, PR13,
used, and revised to prescribe processes, specify requirements, |PR14
or establish design.

3.5 A documented process shall be established and maintained to | PR3, PR13, PR14
control documents, including models and data.

3.5 The process shall define responsibility for preparing, PR3, PR11, PR13, PR20
reviewing, approving, issuing, and distributing documents that
are adequate, complete, and correct.

3.5 The process shall ensure PR14, PR17
a. identification of controlled documents;

3.5 b. identification of individuals responsible for the preparation, |PR11, PR14, PR17,
review, approval, and distribution of controlled documents; PR20

3.5 c. review of controlled documents for completeness, and PR17, PR18, PR20,
approval prior to distribution; PR21

3.5 d. correct documents are used; PR17

3.5 e. documents specify effectivity; and PR17, PR18

3.5 f. timely release, distribution, and implementation. PR20, PR21, PR22

3.6 Procurement | The procurement process shall be documented and ensure that |PR3, PR15, PR16
a. procurement documents contain correct requirements;

3.6 b. prospective suppliers are evaluated and selected on the basis | PR3, PR15, PR16
of specified criteria;

3.6 c. procured items and services meet established requirements | PR3, PR15, PR16
and perform as specified; and

3.6 d. Suppliers continue to provide acceptable items and services. |PR3, PR15, PR16

15




QC-1 QC-1 QC-1 ASC Software
Section | Section Title Requirements Quality Plan
Number
3.6.1 Supplier The Purchaser shall select Suppliers on the basis of assessment | PR3, PR13, PR15, PR16

Evaluation, of ability to meet requirements, including quality requirements.
3.6.1 Selection, and  ['g5lier evaluation and selection shall be documented and PR15, PR16
Monitoring shall include one or more of the following:
a. Supplier’s history and current capability for providing an
identical or similar product that performs satisfactorily in
actual use;

3.6.1 b. Supplier’s current quality records supported by documented |PR15, PR16
information that can be objectively evaluated; or

3.6.1 c. Supplier’s capability as determined by a direct evaluation of |PR15, PR16
the facilities, personnel, and the implementation of the
Supplier’s quality management system.

3.6.1 Suppliers shall be monitored with regard to the effectiveness of | PR3, PR15, PR16
their quality management system and the quality of their
product.

3.6.1 NNSA and its contractors reserve the right to perform quality | N/A —Outside scope of
surveys and inspections at vendor and Supplier locations where | Software Quality Plan
materials or services are rendered under a contractor’s
purchase order or contract.

3.6.2 Procurement | Procurement documents shall specify that the Supplier have an |PR15, PR16, Section

Documentation |effective quality management system that complies with the 4.3.2 Overview
applicable requirements of this document. Description

3.6.2 Procurement documents shall be controlled. PR17, PR18

3.6.2 They shall identify documentation required, indicate records to |PR17, PR18§
be submitted or maintained, and specify record retention and
disposition requirements.

3.6.2 Procurement documents shall provide for return of N/A —Software Quality
nonconforming material, access to the Supplier's facility, and | Plan does not apply to
inspection of records by the procuring agency and NNSA. “non-conforming

material”

3.63 Acceptance of |(Heading only, no requirement text) (No required mapping)

Procured Items,
Materials and
Services
Items and Items and materials shall be evaluated to determine PR15, PR16
Materials conformance to applicable specifications.
When Supplier provided reports are used as a basis of PR15, PR16
acceptance, the reported results shall be compared with
requirements.
The validity of Supplier provided reports shall be periodically |PR15, PR16, PR28
verified by the purchaser by at least one of the following
methods: (a) independent evaluation to requirements, or
(b) assessment (to establish the validity of the Supplier- PR15, PR16, PR28
provided reports).
Services In cases involving procurement of services only (such as third |PR26, PR27, PR28

party inspection; engineering and consulting services;
assessment; and installation, repair, overhaul, or maintenance
work), the Purchaser shall accept the service by any or all of
the following a) technical variability

b. surveillance and/or assessment of the activity, or

PR26, PR27, PR28

c. review of objective evidence for conformance to the
procurement document requirements.

PR28
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QC-1 QC-1 QC-1 ASC Software
Section | Section Title Requirements Quality Plan
Number
3.6.4 Certificate of (None of the requirements listed in this section apply to the N/A —Software Quality

Conformance Software Quality Plan) Plan does not apply to
the “certificate of
conformance” required
for “weapon and
weapon-related material
and hardware”

3.7 Identification, |A process shall be established and documented so that items S/W - PR17
Control and are identified and controlled to ensure proper use and Non-S/W- N/A —
Status of Items |maintained to prevent damage, loss, or deterioration. Software Quality Plan
does not apply to non-
software work products
3.7 Physical identification shall be used where possible. S/W - PR17
Non-S/W- N/A —
Software Quality Plan
does not apply to non-
software work products
3.7 Identification markings shall be applied using materials and S/W - PR17
methods that provide a clear and legible identification and do | Non-S/W- N/A —
not degrade the function or service life of the item. Software Quality Plan
does not apply to non-
software work products
3.7 Where practical, markings shall be transferred to each part of |S/W - PR17
an identified item when subdivided and shall not be obliterated | Non-S/W- N/A —
or hidden unless other means of identification are substituted. | gqfware Quality Plan
does not apply to non-
software work products
3.7 Where physical identification on the item is either impractical |S/W - PR17
or insufficient, physical separation, procedural control, or other | Non-S/W- N/A —
appropriate means shall be employed. Software Quality Plan
does not apply to non-
software work products
3.7 Markings, authorized stamps, tags, labels, routing cards, S/W - PR17
physical location, or other suitable means shall identify the Non-S/W- N/A —
status of it'ems flfom the initial receipt and fabrication of items | g frware Quality Plan
up to and including use. does not apply to non-
software work products
3.7 When required, traceability of an item shall ensure applicable |S/W - PR17
specification and grade of material; heat, batch, lot, part, or Non-S/W- N/A —
serial number; or specified inspection, test, or other records. Software Quality Plan
does not apply to non-
software work products
3.7 The process shall provide for maintenance or replacement of | S/W - PR3, PR17
markings and identification records due to damage from Non-S/W- N/A —
handling or aging, as well as protection of identifications on Software Quality Plan
items subject to excessive deterioration due to environmental | does not apply to non-
exposure. software work products
3.7 The status of inspection and test activities shall be identified PR26, PR27, PR28

either on the items or in documents traceable to the items
where it is necessary to ensure that required inspections and
tests are performed and that items which have not passed the
required
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QC-1 QC-1 QC-1 ASC Software
Section | Section Title Requirements Quality Plan
Number
3.7.1 Tooling and (None of the requirements listed in this section apply to the N/A —Software Quality

Fixtures Software Quality Plan) Plan does not apply to
“tooling and fixtures”

3.7.2 Limited-Life (None of the requirements listed in this section apply to the N/A —Software Quality
Materials and Software Quality Plan) Plan does not apply to
Components “materials and

components”

3.7.3 Materials or (None of the requirements listed in this section apply to the N/A —Software Quality
Items Designated |Software Quality Plan) Plan does not apply to
for Destructive “materials or items”
Testing

3.7.4 Special (None of the requirements listed in this section apply to the N/A —Software Quality
Instructions and | Software Quality Plan) Plan does not apply to
Environments “items” requiring

“special instructions and
environments”

3.8 Control of Work shall be performed to established technical standards and | PR3, PR17

Processes administrative controls using approved instructions,
procedures, or other appropriate means.

3.8 To the extent practical, criteria for workmanship shall be PR3, PR17

stipulated in written standards or by means of representative
standards.
3.8 Processes shall be characterized, documented, and maintained |PR3, PR17
under controlled conditions to minimize variability and to
prevent nonconformance.
3.8 Proposed process changes shall be evaluated for their potential | PR3,PR4, PR5, PR17
impact on quality, producibility, and maintainability prior to
incorporation.
3.8 The design authority and production organization shall jointly |PR3, PR20, PR21, PR26
qualify processes (including inspection, test, and acceptance
processes) and document the qualification prior to use for
production and acceptance.

3.8 Equipment used for process monitoring ... N/A —Software Quality
Plan does not apply to
“equipment used for
process monitoring or
data collection”

3.8 A process to formally suspend weapon work ... N/A —Software Quality
Plan does not apply to “a
process to formally
suspend weapon work”

3.8 The process shall establish measurable criteria. .. N/A —Software Quality
Plan does not apply to “a
process to formally
suspend weapon work”

3.8 Records shall be maintained for all situations. .. N/A —Software Quality

Plan does not apply to “a
process to formally
suspend weapon work”
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QC-1 QC-1 QC-1 ASC Software
Section | Section Title Requirements Quality Plan
Number
3.8.1 Process Control | When production quantities are sufficient in number, statistical | PR3, PR4, PR5

Methods methods (such as statistical process control) shall be used to
ensure continuous control over production processes and to
identify and continually reduce variability.

3.8.1 When production quantities are not large enough to permit the | Appendix F

use of statistical methods, alternative control methods shall be
applied, such as 100 percent test and inspection when that
degree of rigor is necessary to confirm compliance to
specification.

3.8.2 Special Processes |Special processes shall be identified and procedures, processes, | PR4, PRS

and controls implemented to ensure a high level of confidence
in the control of product variability and to minimize
nonconformances.

3.8.2 Special-process equipment and procedures shall be... N/A —Software Quality
Plan does not apply to
“special process
equipment and
procedures”

When the outcome of a special process is dependent upon the |PR29, PR30
skill of the person performing the process, that person shall be
certified to written procedure.

3.8.2 Evidence of qualification of equipment and procedures and PR30

certification of personnel shall be maintained.

3.8.2 When available, codes and standards (including acceptance PR3

criteria for the process) shall be specified or referenced in
procedures or instructions.
3.8.2 For special processes not covered by existing codes and PR3, PR29, PR30
standards or where quality requirements specified exceed those
of existing codes or standards, the necessary requirements for
qualification of personnel, procedures, or equipment shall be
specified or referenced in procedures or instructions.
3.9 Inspection, Test |Inspection and testing of specified items, services, and PR4, PRS5 (processes),
and Acceptance |processes shall be conducted under controlled conditions using | PR27 (software)
established acceptance and performance criteria.

3.9 Inspection and test requirements and results shall be PR26, PR27, PR28

documented.

3.9 Equipment used for inspections and tests shall be... N/A —Software Quality
Plan does not apply to
hardware such as
“equipment used for
inspections and tests”

3.9 Measurement uncertainty requirements and capability of PR3, PR4, PR5

inspection and test processes shall be determined and
documented.

3.9 Qualified persons other than those who perform or directly PR27, PR28

supervise the work being inspected or tested shall perform
acceptance inspections and tests verifying product
conformance to design criteria.
3.9 Where independent inspections and tests are not feasible PR26

because of special requirements, the responsible organization
shall develop an alternative method, document it and the basis
for requesting exception, and obtain design authority approval
for use.
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QC-1 QC-1 QcC-1 ASC Software
Section | Section Title Requirements Quality Plan
Number
3.9 There shall be a documented process and procedures for PR3, PR20, PR21, PR26

contractor submittal of completed product and for NNSA
acceptance of that product.

3.9 The process shall ensure that product was manufactured to and |PR27, PR28

conforms to the correct design definition and that the quality
evidence is correct and represents that product.

3.9 When automated manufacturing processes are used ... N/A —Software Quality
Plan does not apply to
“automated
manufacturing
processes”

3.9 When fixtures, molds, and other such tooling are used ... N/A —Software Quality
Plan does not apply to
hardware such as
“fixtures, molds, and
other such tooling”

3.9 These devices shall be controlled and recertified... N/A —Software Quality
Plan does not apply to
hardware such as
“fixtures, molds, and
other such tooling”

3.9 When material requires modification, repair, or... N/A —Software Quality
Plan does not apply to
“material”

3.9 Sampling plans shall prescribe random sampling... N/A —Software Quality
Plan does not apply to
“sampling plans”

3.10 Control of (None of the requirements listed in this section apply to the N/A —Software Quality

Measuring and Software Quality Plan) Plan does not apply to

Test Equipment hardware such as
“measuring and test
equipment”

3.11 Handling, Handling, storage, packaging, and delivery shall be controlled |S/W - PR20, PR21,

Storage, to prevent damage, loss, deterioration, or substitution, and the |PR22
Packaging, and process to control handling, storage, packaging, and delivery ~ |H/W - N/A —Software
Delivery shall be documented. These activities shall be conducted in Quality Plan does not
accordance with specifications, instructions, procedures, and  |apply to non-software
drawings. products
Special handling tools and equipment shall be utilized and
controlled where necessary to ensure safe and adequate
handling. Special handling tools and equipment shall be
inspected and tested according to established criteria to ensure
performance.
3.11.1 | Government- (None of the requirements listed in this section apply to the N/A —Software Quality
Furnished Software Quality Plan) Plan does not apply to
Material “material”
3.11.2 |NNSA-Accepted |(None of the requirements listed in this section apply to the N/A —Software Quality
Material Software Quality Plan) Plan does not apply to
“material”
3.12 Nonconformance | Whenever a weapon program requirement of any type is not PRS, PR10, PR12, PR18,

met, a nonconforming condition exists.

PR28
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Section | Section Title Requirements Quality Plan
Number
3.12 Nonconforming conditions include, but are not limited, to PR5, PR10, PR12, PR18,

nonconforming operations, activities, procedures, software, and | PR28
items (including material and product).
3.12 When a potential or actual nonconformance is identified, the PRS, PR10, PR12, PR18,
situation shall be evaluated and appropriate action shall be PR28
taken.
3.12 A process shall be documented to prescribe actions to address | PR3, PR10, PR12, PR18
potential and actual nonconforming conditions.
3.12 Procedures shall be established and maintained that define PR3, PR4, PR5
processes for identifying, investigating, and dispositioning
nonconforming conditions.
3.12 These procedures shall clearly define the level and PR3, PR11, PR29
qualification of personnel authorized to disposition
nonconformances.
3.12 Personnel performing evaluations to determine disposition of a | PR11, PR29, PR30
nonconformance shall have demonstrated competence in the
specific area they are evaluating, have an adequate
understanding of the requirements, and have access to pertinent
background information.
3.12.1 |Nonconforming |(None of the requirements listed in this section apply to the N/A —Software Quality
Item Control Software Quality Plan) Plan does not apply to
“nonconforming weapon
program items”
3.12.2 |Nonconforming |(None of the requirements listed in this section apply to the N/A —Software Quality
Item Disposition |Software Quality Plan) Plan does not apply to
“nonconforming weapon
program items”
3.13 Corrective Action | A process shall be established and documented for corrective | PR3, PR4, PRS, PRY,
action, and procedures shall be established and implemented to | PR12
a. identify and categorize conditions adverse to quality
(including criteria for determining significant conditions
adverse to quality);
3.13 b. track, trend, and report conditions adverse to quality; PR10, PR12, PR18
3.13 c. apply compensatory measures; PRS5, PR18
3.13 d. perform causal analysis of a significant condition adverse to |PR5, Appendix F
quality to determine if the condition is incidental or systemic;
3.13 e. develop and implement corrective action to preclude PR10, PR12
recurrence;
3.13 f. verify that the corrective action precludes a recurrence of the |Section 4.2.3 Overview
condition adverse to quality; and Description
3.13 g. capture and communicate lessons learned internally and to | PRS
NNSA for use in preventing problems and making
improvements.
3.13 Recurring deficiencies are an indication of systemic failure of |PR1, PR3, PR4, PR5
the quality management system.
3.13 Senior management shall take appropriate action to determine |Table 1
the cause(s) and permanently correct the systemic problem.
3.14 Records A process shall be established and documented for records PR3
management.
3.14 Records shall be specified, prepared, reviewed, approved, and | Section 4.3.3

maintained to demonstrate achievement of quality
requirements and effective operation of the quality
management system.
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Section | Section Title Requirements Quality Plan
Number
3.14 Procedures shall be established and implemented for the Section 4.3.3 Overview

identification, collection, organization, filing, storage, Description
maintenance, retrieval, distribution, retention, and disposition
of records.

3.14 Records shall be maintained to furnish objective evidence that |PR17, Section 4.1
items or activities meet specified requirements. "Artifacts"

3.14 Records shall be identifiable as a record; completely and PR17, Section 4.1
accurately reflect the work accomplished or information "Artifacts"
required; be legible; and be traceable to associated
requirements, items, and activities.

3.14 Records may be originals, copies, or electronic. PR17, Section 4.1

"Artifacts"

3.14 Records shall be authenticated and dated by authorized PR17, Section 4.1
personnel. "Artifacts"

3.14 Acceptable methods of authentication include statements of Section 4.3.3 Overview
authenticity, handwritten signatures, electronic signatures, or | Description
any other means that ensure traceability to a specific
authenticating individual and organization and to an
authentication date.

3.14 Records shall be stored such that they are readily retrievable in [PR17, PR19
facilities that provide a suitable environment to minimize
deterioration or damage and to prevent loss.

3.14 Records management shall comply with DOE O 200.1, Section 4.3.3 Overview
Information Management Program. Description

3.15 Assessments Management and independent assessments shall be planned Section 5, Table 1, PR25,
and conducted to (a) evaluate item and service quality, PR27

3.15 (b) measure the adequacy of work performance, and Table 1, PR12

3.15 (c) promote improvement. Section 5, Table 1

3.15 Processes for management assessments and independent Table 1, PR3,
assessments shall be established and documented. Section 5

3.15 Managers shall assess their management processes. Table 1, PR2,

Section 5

3.15 Problems that hinder the organization from achieving its Table 1, PR2,
objectives shall be identified and corrected. Section 5

3.15 Personnel performing independent assessments shall have Section 5
sufficient authority and freedom from the line organization to
carry out their responsibilities.

3.15.1 Assessor Personnel conducting independent assessments shall be Section 5, PR28

Qualification |technically qualified and knowledgeable in the areas assessed.

3.15.1 Personnel conducting independent assessments shall be Section 5, PR28
qualified to a documented set of criteria, including education,
training, and experience.

3.15.2 Scheduling Risk (considering the status, history, and importance of the Table 1, Section 5
activity) shall be used as a basis for scheduling management
and independent assessments.

3.15.2 The management and independent assessment schedules and | Section 5, PR11
associated risk bases shall be documented.

3.153 Planning Management and independent assessment plans shall be Section 5, PR11, Table 1
established and documented.

3.15.3 The plans shall identify the objectives, scope, approach, and Section 5, PR12

performance criteria to be used.
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Section Section Title Requirements Quality Plan
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3.154 Performance | Management and independent assessments shall compare Section 5, PR12

actual performance with performance criteria.
3.15.4 Objective evidence shall be examined to the depth necessary to | Section 5, PR11, PR12
determine if requirements and criteria are being met.
3.15.4 Conditions requiring prompt corrective action shall be reported | Section 5, PR11, PR12
immediately to management of the assessed organization.
3.15.5 Reporting Management and independent assessment reports shall be Section 5, PR11, PR12
prepared, signed and dated by the lead assessor, and sent to the
responsible management in accordance with established
procedures.
Management | Management assessment reports shall include PR3, PR11, Section 5
Assessment a. an identification and summary of underlying assessments
Reporting performed,
b. a discussion of deficiencies identified and trends, PR3, PR11, Section 5
c. an evaluation of the effectiveness of corrective actions, and |PR3, PR11, Section 5
d. a discussion of continuous improvement initiatives. PR3, PR11, Section 5
Independent Independent assessment reports shall Section 5
Assessment a. describe the assessment objectives, scope, approach, and
Reporting performance requirements and quantitative criteria;
b. identify assessors and persons contacted, Section 5
c. identify documents, material, operations, activities, and Section 5
conditions assessed;
d. present deficiencies observed, and Section 5
e. summarize the extent of compliance and performance Section 5
relative to assessment scope, performance requirements, and
associated criteria.
3.16 Software Quality | A software quality assurance (SQA) process shall be Software Quality Plan
Assurance established to provide assurance that software will satisfy
customer requirements.
3.16 The process shall apply to software that is purchased, Software Quality Plan
developed under contract, or developed by NNSA or its
contractors.
3.16 The SQA process shall address applicable elements of QC-1. | Software Quality Plan
3.16 SQA activities shall be commensurate with the complexity and | PR2
the risk associated with failure of the software to meet
established requirements.
3.16 A documented risk-based and graded approach shall be used to | PR2, Table 1
balance cost, risk and program flexibility.
3.16 The SQA process shall use a software life-cycle management |PR3
methodology based upon a consensus SQA standard or an
equivalently rigorous contractor-specific standard that
addresses software development from beginning to end and the
flow of activities and it
3.16 Software life-cycle stages may include PR3
a. concept,
3.16 b. requirements, PR3
3.16 c. design, PR3
3.16 d. implementation, PR3
3.16 e. operation, PR3
3.16 f. maintenance, and PR3
3.16 g. retirement. PR3
3.16 Requirements shall be identified, testable, and controlled. PR6, PR7, PR8
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Section | Section Title Requirements Quality Plan
Number
3.16 Software configuration management shall ensure PR17

a. a software baseline is established no later than the
completion of the software validation process, and
3.16 b. changes subsequent to the baseline are traceable to software |PR17, PR18§
requirements, approved, documented, and added to the baseline
so that the baseline defines the most recently approved
software configuration.
3.16 Software verification and validation activities shall be PR26, PR27, PR2S,
controlled, documented, and demonstrate requirements are met. | Section 4.4 Overview
Description
4.0 Responsibilities | (Heading only, no requirement text) (No required mapping)
4.1 Senior Senior NNSA and Contractor management shall CPRO001.3.2,
Management | a. establish the organization’s quality policy; CPRO01.3.6, Software
Quality Plan
4.1 b. assign responsibility for establishment, implementation, and | CPR001.3.2,
oversight of the quality management system, including CPRO0O01.3.6,
preparation of the QAP or WQAP and any associated Software Quality Plan
implementation plan;
4.1 c. actively participate in quality management system CPRO001.3.2,
development, implementation and improvement; CPRO001.3.6,
Software Quality Plan
4.1 d. ensure that customer requirements are determined, CPRO001.3.2,
documented, and met with the aim of enhancing customer CPRO0O01.3.6,
satisfaction; Software Quality Plan
4.1 e. review the organization’s quality management system at CPRO001.3.2,
planned intervals to ensure its continuing suitability, adequacy, | CPR001.3.6,
and effectiveness; and Table 1
4.1 f. take appropriate action to determine the cause(s) of recurring | CPR001.3.2,
nonconformances and permanently correct the systemic CPRO01.3.6,
problem. Table 1
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4 GP&G Mappings

The following chart maps between the SNL site-specific practices described in Part I: Practices of the
Software Quality Plan and the ASCI Software Quality Engineering: Goals, Principles and Guidelines
(GPP&G), a report developed collaboratively as high-level SQE guidelines for software developed in the

Tri-Laboratory ASCI Program.

GP&G SQE Guidelines SNL Practices
Software Technical reviews
Verification e  Technical soundness PR26, PR28
e  Static analysis PR26, PR28

Unit testing
e Traceable, repeatable
component tests

PR26, PR27, PR17, PR18

Regression testing
e Building the code

PR17, PR18, PR19, PR20, PR21

e  Executing tests PR27
e  Feature-based test suite | PR26
for multiple platforms
Comparison techniques
e Analytic solutions PR26, PR27
e  Other codes’ results PR26, PR27

User acceptance testing

e Usability evaluation
e  Code confidence
e  Results credibility

e Applicability evaluation

PR7, PR8, PR13, PR14, PR20, PR26, PR27, App. E,
Table 2, PR28, App. E

PR20, PR27, App. E

Goals of SQ Plan, PR20, PR27, App. E, App. F
Goals of SQ Plan, PR20, PR27, App. E, App. F

Training
e Verification methods
and techniques

PR29, PR30, Table 1

Software Lifecycle management
Engineering e  Time-based work flow
e  Requirements
Design
Construction
Test

Support activities

PR3

PR6, PR7, PRS

PRI3

PR14

PR23, PR24

PRS, PR15, PR16, PR17, PR18, PR19, PR22, PR23, PR24,
PR25

Configuration management
e Version management
e  Issue tracking
e Release management

PR15, PR16, PR17
PR18
PR17, PR18, PR19

Measurements and metrics
e  Software products
e  Software processes

PRA4, all practices suggest metrics
PRA4, all practices suggest metrics

Reviews and assessments
e Management reviews
e Technical reviews

PR12, Section 5, App. D
PR27, Section 5, App. D
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GP&G SQE Guidelines SNL Practices
Process improvement
e Engineering process PR3
baseline
e Identified PRS
improvements
e Improvement PRS, PR18, PR21
implementation
Training

e Software practice
methods and techniques

PR29, PR30, Table 1

Project

Management °

Risk management
Risk assessment
e Risk control

PR9
PR10

Requirements management
e  Gathering,
documenting, verifying,
managing change to
requirements

PR6, PR7, PR8, PR26, PR27, PR28, PR18

Project planning

e  Project management
methods and techniques

e Statement of work PR11
e  Constraints and goals PR11
e Implementation plan PR11
e  Resource assessment PR11
Tracking and oversight
e Actual results vs. PR12
planned results
e Corrective action PR12
Process management
e  Process documentation | Table 1, PR3
and plans
e Technology PR4, Section 5, Table 1
improvement
e Improvement leverage PR4, Section 5, Table 1
Training

PR29, PR30, Table 1
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5 SNL Corporate Process Requirements Mappings

This section presents the mappings for the two SNL Corporate Process Requirement (CPR) documents,
CPRO001.3.2 Corporate Quality Assurance Program and CPR001.3.6 Corporate Software Quality
Assurance.

5.1 CPR001.3.2 Mapping

CPR001.3.2 Requirements ASC Software Quality Plan

1.0 Purpose (Informational, no mapping required)
The primary purpose of the Sandia Corporate
Quality Assurance Program is to meet the
requirements established in DOE O 414.1C,
Quality Assurance and 10 CFR 830, Subpart A,
Quality Assurance Requirements for a quality
program and to support the implementation of
CPS 001 Corporate Policy Statement and CPSR
001.3 Integrated Laboratory Management System
(ILMS), in ways that implement Sandia's Multi-
Year Vision for Management Excellence.

This CPR will help managers at all levels
determine when a local Quality Assurance Plan
(QAP) is needed.

2.0 Statement of Applicability (Informational, no mapping required)
This Corporate Process Requirement applies to all
SNL organizations, activities, and personnel. The
requirements in this CPR apply to Sandia's
contractors, sub-contractors, and suppliers through
the flow-down of requirements in Sandia's
procurement contract terms and conditions, in
accordance with the objectives of DOE O 414.1C,
Quality Assurance and 10CFR830 Subpart A.

This CPR defines the process for flowing down
the quality requirements from the ILMS Corporate
Policy Requirements Statement (CPSR) 001.3 to
all work performed at Sandia.

Requests for exceptions to this policy must be
submitted in writing to the Sponsor of this policy.
Consequences for violating this policy will be
determined in the same manner as other
disciplinary actions for business rules violations.

3.0 Corporate Quality Assurance Program (Heading only, no mapping required)
RequirementsThe following requirements apply
to managers at all levels.

3.1 Plan Work (Heading only, no mapping required)

3.1.1 Managers shall determine the nature and PR1 & PR2 establish nature and level of formality
complexity of the processes and the associated PR3-PR30 applies appropriate software quality
requirements of work for which they are assurance
responsible.
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CPR001.3.2 Requirements

ASC Software Quality Plan

Requirements may be imposed by customers,
regulations, and applicable standards (e.g., QC-1,
NQA-1).

Plans shall be documented as specified by
contractual or corporate process requirements.
Managers may prepare quality assurance plans
when not otherwise required.

Figure 1, Relationship of Drivers, Software
Quality Plan and Project Implementation

Software Quality Plan issued as a SAND Report

3.1.2 Managers shall determine how the Sandia’s CPRO001.3.2 and CPR001.3.6 drivers shown in
Corporate Business Rules apply to the planned Figure 1, Relationship of Drivers, Software
work. Quality Plan and Project Implementation

313 Managers shall determine how the quality Table 1, Section 4.2.2
requirements of DOE O 414.1C apply to the work.

314 Managers shall implement quality requirements Responsibility for managers to implement all
prescribed by Corporate, SMU, and Division SMU, Division, organizational, administrative,
levels as well as organizational, administrative, technical and specialized criteria outside scope of
technical, and other specialized criteria as Software Quality Plan
applicable.

Corporate Requirements: CPR001.3.2 and
CPRO001.3.6 drivers for Software Quality Plan,
also provide corporate level requirements

3.1.5 Managers shall be familiar with the applicability All but one of these requirements are general
of the following programs and CPRs. These management requirements, not ASC program
specify the analysis, controls and documentation related requirements; these requirements outside
whose objective is to avoid consequences of scope of Software Quality Plan
particular concern to Sandia Corporation.

Environment Safety & Health Program
Integrated Security Program
e (CPR400.1.3 Price Anderson Act and
Nuclear Safety Requirements
e (CPR500.2.1 Quality Significant
Procurement Handbook
e  Suspect Counterfeit Program
e CPRO001.3.6 Corporate Software Quality )
Assurance Software Quality Plan maps to CPR001.3.6.
e (CPRO001.3.3 Formality of Operations
Program

3.1.6 Managers shall integrate controls for suspect- N/A — Software Quality Plan does not apply to
counterfeit items into planned work as shown on “suspect-conterfeit items”
Attachment 1: Supplemental Requirements for the
Control of Suspect Counterfeit Items, Work
Process Controls Relative to S/CI and Attachment
3: Suspect/Counterfeit Items Programs.

3.2 Evaluate Risk (Heading only, no mapping required)

3.21 Managers shall identify and evaluate the risks PR2, Section 4.2.5

associated with planned work following
Attachment 2: Process for Risk Evaluation at
Work.

Sources of applicable risk identification include
SMU, Division, and policy area risk matrices,
customer feedback, audit and assessment results,
lessons learned from the Corporate Issues
Management and Corrective Action Processes,
technical evaluation of the work, and experience
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CPR001.3.2 Requirements

ASC Software Quality Plan

from other projects and activities. A more detailed
discussion about risk management can be found at
Sandia's Enterprise Risk Management CPR.

3.2.2

Managers shall determine if the program, project
or activity is subject to the Price Anderson
Amendments Act by referring to CPR400.1.3
Price-Anderson Amendments Act (PAAA) and
Nuclear Safety Requirements. If the work is
subject to PAAA, the manager shall also consult
10 CFR 830 Subpart A, Quality Assurance
Requirements, for its applicability, and potential
effect on the assigned risk level.

Requirement outside scope of Software Quality
Plan

3.3

Implement Controls

(Heading only, no mapping required)
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Managers are required to conduct work and
control the risks identified in Section 3.2, in
accordance with Sandia's Corporate Business
Rules using a risk-based graded approach.

PR2 describes a risk-based, graded approach for
determining the level of formality required.; PR10
describes project level risk management
requirements
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Managers are required to prepare additional
quality documentation for the program, project, or
activity if any of the following criteria are “true”:

1. Additional controls are required beyond those
provided by Sandia's Corporate Business
Rules which are already applied to the work.
(e.g., if the manager prefers to utilize
program management tools to manage a
program, the manager can and should.)

2. Regulations or customer requirements
specify the need for a quality plan to govern
the work (e.g., Sandia's Radiological Waste
Management program has a quality plan in
response to requirements contained in the
Nevada Test Site Waste Acceptance Criteria
(NTS-WAQ)).

3. The manager prefers to generate a quality
plan as an assurance mechanism ... .

Software Quality Plan
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If additional quality documentation is needed or
selected, managers shall:

e Ensure that all 10 elements of DOE O 414.1C
are addressed by the total of the resulting
quality documentation.

¢ Indicate if the activity is subject to compliance
with 10 CFR 830 and, hence, subject to PAAA
regulatory criteria.

e Identify, design and implement the additional
controls necessary.

e Ensure the quality documentation is reviewed
by an independent reviewer having no
substantive involvement in the work, but who
has the knowledge to conduct a critical review.
(Division QA Coordinators are an excellent
choice).

¢ Ensure approval of the quality documentation
by the level of management with adequate
authority to manage the activity.

e Specify the schedule to periodically review and

e See mappings for CPR001.3.6

e 10 CFR 830 relates to nuclear safety of DOE
nuclear facilities; in general outside scope/use
of modeling/simulation ASC codes

e PRI, PR2, PRS, PR10, PR12

e Section 5

e Table 1, PR2
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revise quality documents to ensure currency. Table 1

3.34 Managers shall document their decision regarding | PR2
whether they need a separate Quality Plan or
enhanced quality processes using the "Manager's
Record of Quality Assurance Review." The
"Manager's Record of Quality Assurance Review"
shall be completed using the linked form, and a
copy shall be kept for their files.

34 Perform Work (Heading only, no mapping required)

3441 Managers shall ensure performance of the work CPRs - Table 1
complies with Sandia's Corporate Business Rules, | Applicable SMU, Division and customer
applicable SMU, Division and customer requirements out of scope for Software
requirements, and applicable quality assurance QualityPlan
plans. Applicable QA Plans - Table 1, figure 1

3.5 Improve Process (Heading only, no mapping required)

3.5.1 Managers shall review item characteristics, Table 1
process implementation, and other quality-related
information to identify and address items, services,
and processes needing improvement.

3.5.2 Managers shall apply the requisite ILMS processes | Requirement out of scope for Software Quality
(CPR001.3.4, Corporate Work Process; Plan; managers have many other general
CPRO001.3.9, Corporate Issues Management responsibilities not called out in Software
Process; CPR001.3.10, Self Assessment Process; QualityPlan
and CPRO001.3.11, Corrective Action Process) and
SMU/Division processes, to the extent applicable.

4.0 Roles and Responsibilities (Heading only, no mapping required)

4.1 Managers at all levels are responsible to ensure Table 1, PR29,PR30.
that the requirements of this CPR are integrated
into programs, projects, processes and activities by
members of the work force, and that these
individuals have and maintain the requisite
qualifications.

4.2 Executive Policy Sponsors are responsible to Table 1
ensure that appropriate quality criteria are
integrated into policies in their area.

4.3 The Corporate Quality Assurance Department | Corporate QA Department activities out of scope

has the following responsibilities pursuant to

implementing this Corporate Quality Assurance

Program:

e Maintain and revise this CPR as needed, by
assessing it for gaps in meeting internal and
external customer requirements and
expectations and corporate needs and
objectives.

e Report changes made to this CPR to DOE
annually.

¢ Maintain and revise the following processes
whose implementation is integral to quality
management, as needed: Formality of
Operations, Technical Standards Program,
Presidents Quality Award, and the ISO 9000
Program.

e Review the following corporate processes
whose implementation is closely allied with the
Corporate Quality Assurance Program, and

for Software Quality Plan
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advise the owners of any suggestions:
Corporate Software Quality, Standards and
Calibration, the Corporate Issues Management
System, Enterprise Risk Management CPR,
Corporate Self-Assessment Process, Corporate
Corrective Action Development & Tracking
Process, and Price Anderson Amendments Act
and Nuclear Safety Requirements.

¢ Provide tools, guidance, training and subject-
matter experts as appropriate to assist
organizations at all levels in accomplishing the
purpose of this CPR.

e Review documentation and advise
organizations at all levels on their quality
management programs, processes and
procedures in relation to the purposes and
requirements of CPS001, Corporate Policy
Statement, and CPSR001.3, Integrated
Laboratory Management System.

e Conduct periodic self-assessments of the
effectiveness of this Program.

¢ Convene the Quality Assurance Working
Group to provide implementation guidance and
tactical planning for Sandia's management
system related to the quality assurance
program.

5.0

Required Records

Records required by this CPR include (1)
documented Quality Assurance Plans or quality
assurance documents (including work control
documents), (2) the “Manager's Record of Quality
Assurance Review”, and (3) all other
documentation required by the Corporate Business
Rules and applicable SMU/Division Business
Rules and QAPs.

Quality Assurance Plans and/or documents which
describe the controls used to manage the work
shall be kept by the manager. The "Manager's
Record of Quality Assurance Review" is filed
electronically and retained by the Corporate
Quality Office.

For more information regarding records
requirements see Recorded Information
Management and CPR001.3.3 Formality of
Operations Manual (Ch 11).

Software Quality Plan
PR2, Table 1, Table 8

6.0

References

(Heading only, no mapping required)

6.1

Drivers

(Informational, no mapping required)

6.2

DOE Guidance

(Informational, no mapping required)

6.3

Related Sandia Business Rule
CPRO001.3.6, Corporate Software Quality
Assurance

See mappings in Section 5.2
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5.2

CPR001.3.6 Mappings

CPRO001.3.6 Requirements

ASC Software Quality Plan

1.0

Purpose

(Informational, no mapping required)

2.0

Statement of Applicability

This document applies to all software developed,
subcontracted for development, acquired,
modified, maintained, or used at Sandia (referred
to herein as “applicable software”). Etc.

Figure 1

3.0

Policy Requirements

Each Sandia organization that develops,
subcontracts for development, acquires, modifies,
maintains, or uses applicable software does so in
accordance with a documented software process
that also manages and realizes our customers'
requirements. Additional requirements (e.g.,
nuclear safety software' and weapon/weapon-
related software’ ) may apply to specific types of
software. Software quality activities have a graded
level of formality that is determined via a risk-
based approach that considers the likelihood and
consequence of failure. For further guidance, refer
to Section 7.0, which contains a few software-
specific risk evaluation examples, and to
CPRO001.3.2, which contains a general risk
evaluation process.

Software Quality Plan is the documented software
process

Mapping to CPR001.3.2 provided in Software
Quality Plan, part 2

CPRO001.3.2 requires that quality assurance issues
be reported and independent assessments be
performed. Self-assessment for each organization
is a recognized component of Software Quality
Engineering Excellence.

For further guidance, refer to the Corporate Self-
Assessment Process describ