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ABSTRACT 

 

One-way transforms have been used in weapon systems processors since the mid- to late-

1970s in order to help recognize insertion of correct pre-arm information while 

maintaining abnormal-environment safety.  Level-One, Level-Two, and Level-Three 

transforms have been designed.  The Level-One and Level-Two transforms have been 

implemented in weapon systems, and both of these transforms are equivalent to matrix 

multiplication applied to the inserted information.  The Level-Two transform, utilizing a 

6×6 matrix, provided the basis for the “System 2” interface definition for Unique-Signal 

digital communication between aircraft and attached weapons.  The investigation 

described in this report was carried out to find out if there were other size matrices that 

would be equivalent to the 6×6 Level-Two matrix.  One reason for the investigation was 

to find out whether or not other dimensions were possible, and if so, to derive 

implementation options.  Another important reason was to more fully explore the 

potential for inadvertent inversion.  The results were that additional implementation 

methods were discovered, but no inversion weaknesses were revealed. 
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Background 

 

The current System 2 digital interface document [Ref. 1] specifies how 48 messages
1
, 

each message containing a 16-bit word, are used to send a 48-event Unique Signal
2
 

sequence from an aircraft.  The sequence will be interpreted in Sandia National 

Laboratories implementations as two 24-event Unique Signals.  The least-significant bit 

of each event-word is used to determine the bi-valued event type [Ref. 2].  The System 2 

document also specifies how a 48-bit status response is to be structured in three 16-bit 

words that are part of a weapon status response message from the weapon to the aircraft.  

In deriving the status response for the original System 2 specification, the protocol was 

designed to consist of two 24-bit responses, each contained in two 16-bit words.  A 

change was introduced in Ref. 1 to prescribe a more efficient single three-word 48-bit 

response, but this caused no safety concern.  The 48-bit status response is defined for two 

situations:  “Pre-Arm” (correct 48 events received and in weapon memory), and “Safe” 

(safe pattern contained in weapon memory).  The basis for all of the Unique Signal bit 

specifications was the information contained in the Unique Signal Design Guide 

DG10276/A, “Implementation of Unique Signal and Related Components” [Ref. 3], 

which gives the pertinent Unique Signal patterns, safe patterns, and one-way transform
3
 

characteristics. 

 

A Level-One (acceptable robustness) one-way transform was first implemented in the 

mid-to-late 1970s using a 6×6 nonsingular matrix over GF(2) (Galois field of two 

symbols, 0 and 1, using multiplication and exclusive-or addition for basic operations) 

[Ref. 4].  The matrix computation was “chained” (first matrix computation added to an 

initialization vector, and subsequent computations added to the previous result).  The 

reason for the GF(2) math structure was that these operations were directly available in 

the microprocessors that were then entering weapon system use.  The most significant 

reasons for the 6×6 matrix size were that six divided the 24-event pattern length targeted 

for future Unique Signal patterns, and that six differed from the eight-bit word length 

used in the contemporary microprocessors.
4
  The reason for nonsingularity was to assure 

a “one-to-one and onto” [Ref. 5] transformation so that each possible input pattern would 

correspond to an output pattern that differed from all other output patterns.  The main 

reason for chaining was to prevent an all-zero input from generating an all-zero output. 

 

In the late 1980s, improvements in the one-way characteristics of the Level-One 

transform were considered, and a new Level-Two (no known inadvertent inversion 

bypasses) 6×6 transform was designed [Ref. 6].  The implementation was designed so 

                                                 
1  System 2 messages contain a message-specific number of 16-bit words.  For the Unique Signal event 

aircraft-generated messages, there is one word per message. 
2  Unique Signals are used to provide unambiguous intent to use a weapon, in a manner consistent with 

abnormal-environment protection. 
3  A “one-way” transform is intended to be straightforward to compute, but very difficult (difficulty 

equivalent to exhaustive try) to accidentally invert, even in any abnormal-environment situation. 
4  This choice was also intended to discourage “packing” eight Unique Signal events into a single processor 

word, which would have been contrary to separate-event communication.  Separate-event communication 

is a key safety principle as specified in DG10276/A. 
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that the input sequence could be processed one event at a time
5
.  This new Level-Two 

transform was the basis for the status response defined in the first System 2 specification 

and also that defined in the current System 2 specification.  Since the Level-Two 

transform robustness was well established, no attempt was made to implement other 

types of transforms or other matrix dimensions, although a Level-Three (optimum 

robustness) transform was then under development [Ref. 7].
6
   

 

There are two main reasons for carrying out an investigation of other matrix dimensions.  

First, since larger processor word sizes are now available (e.g., 64 bits), it is appropriate 

to question whether or not larger matrix sizes could be used to better match contemporary 

processors.  A second reason is that finding additional implementation candidates helps 

reveal whether there might be previously undiscovered weaknesses in the one-way 

robustness because of inversion by matrices that have other dimensions than that used in 

the implemented transformation.  These factors are the motivation for this report. 

 

Transform Constraints 

 

There are four pairs of 24-bit input/output streams that must be matched for compliance 

with the current System 2 specification.  Two of the four pairs represent Unique Signal 

inputs and their “Pre-Arm” transforms; the other two pairs represent the safe patterns and 

their “Safe” transforms.  Since the latter two pairs are identical, three pairs of 24-bit 

input/output streams are sufficient to define the bit pattern constraints.  The three pairs 

are shown in the following table. 

 

Table 1. Bit-Pattern Constraints for One-Way Transform 

 

Inputs Outputs 

1,0,0,0,0,1,1,1,0,1,1,1,0,0,1,1,0,0,0,1,0,1,1,0 111101010000011101111001 

0,1,1,1,1,0,1,1,0,1,0,0,0,0,1,0,1,1,1,0,0,1,0,0 100100100001111101100011 

110110110110110110110110 110111110100110111110100 

 

 

The commas separating Unique Signal input events are to denote that events must be 

communicated separately and processed separately in the one-way transformation 

computation in order to maintain abnormal-environment safety.   

 

Constraints imposed for the investigation described in this report are that the transforms 

must be n×n nonsingular
7
 chained matrix transformations, where n evenly divides 24,

8
 

and where all three of the input/output pairs in the above table can be produced.  The 

                                                 
5  The Level-One transform was implemented to transform six events at a time to meet efficiency 

constraints, even though it was recognized that it could have been implemented to transform one event at a 

time. 
6  The Level-Three transform was documented and patented, but has never been implemented in any 

weapon system. 
7  An n×n nonsingular matrix is said to have “rank” n.  Rank and dimension are synonymous in this report. 
8  Also considered (in the Appendix) are the dimensions 16 and 48, which evenly divide 48 but not 24. 
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matrix constraint is imposed for practicality to obviate (in this report) consideration of the 

potentially infinite set of all possible transformation methods.  The following 

mathematical descriptions and proofs are based on matrix representations, which in turn 

can lead to multiple equations for multiple “unknowns” (matrix entries). 

 

2×2 Matrix 

 

Consider the transformation of the first input pair in the first row of Table 1 (Eq. 1). 
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                                           (1) 

 

The symbol “+” is for exclusive-or GF(2) addition
9
.  The last vector is the initialization 

vector.  The transformation of the first input pair in the third row of Table 1 is (Eq. 2): 
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Since a nonsingular transformation cannot give identical results for different inputs, this 

is sufficient proof that there is no possible 2×2 nonsingular matrix that will produce the 

required transformations. 

 

3×3 Matrix 

 

Consider the transformation of the first two trios in the first row, and the first trio in each 

of the second and third rows of Table 1 (Eq. 3). 
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9  The + means x + x = 0 (and the sum of all other even number of xs = 0). 
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The resulting solutions are given in Eq. 4. 
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Adding the equations for i1 in the fourth and sixth rows of Eq. 4 and substituting the zero 

value for m31 from the second row, m11 is determined to be zero.  Adding the equations 

for i2 in the fifth and sixth rows and substituting the unit value for m32 from the third row, 

m12 is determined to be zero.  Adding the equations for i3 in the fifth and seventh rows 

and substituting the zero value for m33 from the second row, m13 is determined to be zero.  

Since matrix row one cannot be all zeros because of the nonsingularity restriction, this 

proves that there is no possible 3×3 matrix that will produce the required transformations. 

 

4×4 Matrix 

 

Consider the transformation of the leading two four-tuples in each of the three rows (the 

six relations shown in Eqs. 5 and 6). 
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The first and fourth output bits of the second and third transformations in Eq. 6 differ, 

although the inputs are identical.  Since this is not possible for a one-to-one 

transformation, it proves that there is no possible 4×4 nonsingular matrix that will 

produce the required transformations. 

 

6×6 Matrix 

 

Since the 6×6 matrix used in the original transform design provides the specified result, it 

is conclusive that there is at least one 6×6 matrix that will do so.  It is informative to find 

out whether there are any others.  The twelve necessary equations are given in Eqs. 7-12. 
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Since the last three matrix equations are identical, only the first 10 equations need be 

used for the solution.  These 10 matrix equations lead to 60 equations for the 36 matrix 

constituents and the six initialization vector entries (60 equations containing 42 

unknowns).  The process used will be to describe each of six column solution families of 

10 equations individually in a matrix structure shown in the following tables.  The 

solution for the individual values can be depicted through a row-reduction process to 

isolate individual matrix entry solutions for each of the six matrices shown below. 

 

Matrix One for Column One 

 

Table 2.  Conditions for First Column of 6×6 Matrix 

 

m11 m21 m31 m41 m51 m61 i1 bit 1 

1 0 0 0 0 1 1 1 

1 1 0 1 1 1 0 1 

0 0 1 1 0 0 0 0 

0 1 0 1 1 0 0 1 

0 1 1 1 1 0 1 1 

1 1 0 1 0 0 0 0 

0 0 1 0 1 1 0 0 

1 0 0 1 0 0 0 0 

1 1 0 1 1 0 1 1 

1 1 0 1 1 0 0 0 

 

A row reduction: 

 

m11 m21 m31 m41 m51 m61 i1 bit 1 

1 0 0 0 0 0 0 1 

0 1 0 0 0 0 0 0 
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0 0 1 0 0 0 0 1 

0 0 0 0 0 0 1 1 

0 0 0 1 0 0 0 1 

0 0 0 0 1 0 0 0 

0 0 0 0 0 0 0 0 

0 0 0 0 0 1 0 1 

0 0 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 

 

The only possible solution is that i1 = 1, m11 = 1, m21 = 0, m31 = 1, m41 = 1, m51 = 0, and 

m61 = 1. 

 

Matrix Two for Column Two 

 

Table 3.  Conditions for Second Column of 6×6 Matrix 

 

m12 m22 m32 m42 m52 m62 i2 bit 2 

1 0 0 0 0 1 1 1 

1 1 0 1 1 1 0 0 

0 0 1 1 0 0 0 0 

0 1 0 1 1 0 0 0 

0 1 1 1 1 0 1 0 

1 1 0 1 0 0 0 0 

0 0 1 0 1 1 0 1 

1 0 0 1 0 0 0 1 

1 1 0 1 1 0 1 1 

1 1 0 1 1 0 0 0 

 

A row reduction: 

 

m12 m22 m32 m42 m52 m62 i2 bit 2 

1 0 0 0 0 0 0 0 

0 1 0 0 0 0 0 1 

0 0 1 0 0 0 0 1 

0 0 0 0 0 0 0 0 

0 0 0 1 0 0 0 1 

0 0 0 0 1 0 0 0 

0 0 0 0 0 0 0 0 

0 0 0 0 0 1 0 0 

0 0 0 0 0 0 0 0 

0 0 0 0 0 0 1 1 

 

The only possible solution is that i2 = 1, m12 = 0, m22 = 1, m32 = 1, m42 = 1, m52 = 0, and 

m62 = 0. 
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Matrix Three for Column Three 

 

Table 4.  Conditions for Third Column of 6×6 Matrix 

 

 

m13 m23 m33 m43 m53 m63 i3 bit 3 

1 0 0 0 0 1 1 1 

1 1 0 1 1 1 0 1 

0 0 1 1 0 0 0 1 

0 1 0 1 1 0 0 0 

0 1 1 1 1 0 1 0 

1 1 0 1 0 0 0 0 

0 0 1 0 1 1 0 1 

1 0 0 1 0 0 0 1 

1 1 0 1 1 0 1 0 

1 1 0 1 1 0 0 0 

 

A row reduction: 

 

m13 m23 m33 m43 m53 m63 i3 bit 3 

1 0 0 0 0 0 0 0 

0 1 0 0 0 0 0 1 

0 0 1 0 0 0 0 0 

0 0 0 0 0 0 0 0 

0 0 0 1 0 0 0 1 

0 0 0 0 0 0 0 0 

0 0 0 0 1 0 0 0 

0 0 0 0 0 1 0 1 

0 0 0 0 0 0 0 0 

0 0 0 0 0 0 1 0 

 

The only possible solution is that i3 = 0, m13 = 0, m23 = 1, m33 = 0, m43 = 1, m53 = 0, and 

m63 = 1. 

 

 

Matrix Four for Column Four 

 

Table 5.  Conditions for Fourth Column of 6×6 Matrix 

 

m14 m24 m34 m44 m54 m64 i4 bit 4 

1 0 0 0 0 1 1 1 

1 1 0 1 1 1 0 1 

0 0 1 1 0 0 0 1 

0 1 0 1 1 0 0 1 

0 1 1 1 1 0 1 1 
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1 1 0 1 0 0 0 1 

0 0 1 0 1 1 0 1 

1 0 0 1 0 0 0 1 

1 1 0 1 1 0 1 1 

1 1 0 1 1 0 0 0 

 

A row reduction: 

 

m14 m24 m34 m44 m54 m64 i4 bit 4 

1 0 0 0 0 0 0 1 

0 1 0 0 0 0 0 0 

0 0 1 0 0 0 0 1 

0 0 0 0 0 0 1 1 

0 0 0 1 0 0 0 0 

0 0 0 0 1 0 0 1 

0 0 0 0 0 0 0 0 

0 0 0 0 0 1 0 1 

0 0 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 

 

The only possible solution is that i4 = 1, m14 = 1, m24 = 0, m34 = 1, m44 = 0, m54 = 1, and 

m64 = 1. 

 

Matrix Five for Column Five 

 

Table 6.  Conditions for Fifth Column of 6×6 Matrix 

 

m15 m25 m35 m45 m55 m65 i5 bit 5 

1 0 0 0 0 1 1 0 

1 1 0 1 1 1 0 0 

0 0 1 1 0 0 0 0 

0 1 0 1 1 0 0 0 

0 1 1 1 1 0 1 0 

1 1 0 1 0 0 0 0 

0 0 1 0 1 1 0 0 

1 0 0 1 0 0 0 1 

1 1 0 1 1 0 1 1 

1 1 0 1 1 0 0 1 

 

A row reduction: 

 

m15 m25 m35 m45 m55 m65 i5 bit 5 

1 0 0 0 0 0 0 1 

0 1 0 0 0 0 0 1 

0 0 1 0 0 0 0 0 
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0 0 0 0 0 0 1 0 

0 0 0 1 0 0 0 0 

0 0 0 0 1 0 0 1 

0 0 0 0 0 0 0 0 

0 0 0 0 0 1 0 1 

0 0 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 

 

The only possible solution is that i5 = 0, m15 = 1, m25 = 1, m35 = 0, m45 = 0, m55 = 1, and 

m65 = 1. 

 

Matrix Six for Column Six 

 

Table 7.  Conditions for Sixth Column of 6×6 Matrix 

 

m16 m26 m36 m46 m56 m66 i6 bit 6 

1 0 0 0 0 1 1 1 

1 1 0 1 1 1 0 1 

0 0 1 1 0 0 0 1 

0 1 0 1 1 0 0 0 

0 1 1 1 1 0 1 0 

1 1 0 1 0 0 0 1 

0 0 1 0 1 1 0 0 

1 0 0 1 0 0 0 0 

1 1 0 1 1 0 1 1 

1 1 0 1 1 0 0 1 

 

A row reduction: 

 

m16 m26 m36 m46 m56 m66 i6 bit 6 

1 0 0 0 0 0 0 1 

0 1 0 0 0 0 0 1 

0 0 1 0 0 0 0 0 

0 0 0 0 0 0 0 0 

0 0 0 1 0 0 0 1 

0 0 0 0 0 0 0 0 

0 0 0 0 1 0 0 0 

0 0 0 0 0 1 0 0 

0 0 0 0 0 0 0 0 

0 0 0 0 0 0 1 0 

 

The only possible solution is that i6 = 0, m16 = 1, m26 = 1, m36 = 0, m46 = 1, m56 = 0, and 

m66 = 0. 
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In conclusion for the 6×6 matrix size, the exact initialization vector and matrix now used 

in the Level-Two one-way transformation are the only solution possible for a chained 

6×6 nonsingular matrix that will give the required input/output sequence pairs.  This 

matrix, its inverse, and the initialization vector are: 
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One way to compute the matrix multiplication one event at a time is shown in Ref. 3. 

 

8×8 Matrix 

 

The matrix equations for transforming the three eight-tuples for each of the three 

sequences are given in Eqs. 14 through 22. 
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Matrix One for Column One 

 

Table 8.  Conditions for First Column of 8×8 Matrix 

 

 

m11 m21 m31 m41 m51 m61 m71 m81 i1 Bit 1 

1 0 0 0 0 1 1 1 1 1 

0 1 1 1 1 0 1 1 1 1 

1 1 0 1 1 0 1 1 1 1 

0 1 1 1 0 0 1 1 0 1 
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0 1 0 0 0 0 1 0 0 1 

0 1 1 0 1 1 0 1 0 1 

0 0 0 1 0 1 1 0 0 0 

1 1 1 0 0 1 0 0 0 0 

1 0 1 1 0 1 1 0 0 1 

 

A row-reduced matrix: 

 

m11 m21 m31 m41 m51 m61 m71 m81 i1 Bit 1 

1 0 0 0 0 0 0 1 0 1 

0 1 0 0 0 0 1 0 0 1 

0 0 1 0 0 0 0 1 0 1 

0 0 0 0 1 0 0 0 0 1 

0 0 0 1 0 0 0 0 0 1 

0 0 0 0 0 0 0 0 0 1 

0 0 0 0 0 0 0 0 1 1 

0 0 0 0 0 1 1 0 0 1 

0 0 0 0 0 0 0 0 0 1 

 

The sixth and ninth rows of the row-reduced matrix could only be satisfied if 0 = 1, so 

this proves that there is no possible 8×8 matrix that will produce the required 

transformations.  Since the connection between this row-reduction proof and the 

corresponding equations may not be as clear as in the preceding examples, an equation 

proof is given below.  The sum of the equations represented by the first, third, fourth, 

fifth, and sixth rows of the original “matrix one for column one” is: 
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                           (23) 

 

which sums to: 0 = 1, thereby verifying the conclusion derived from the row reduction 

matrix. 

 

12×12 Matrix 

 

A 12×12 matrix solution might be presumed likely, since a 6×6 matrix is known to be 

possible and since six divides 12.  However, two problematic constraints can be seen 

from the properties of the third row in Table 1.  If the transformation is expressed as: 

 

iMxy += ][                                                      (24) 
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where x is a 12-bit input vector, M is a 12×12 transformation matrix, and i represents both 

the initialization vector for the first 12 bits and the previous output vector for the second 

12 bits.  This leads to two results (transformation of first 12 bits and transformation of 

second 12 bits) for the third row of Table 1: 

 

001101111101][

001101111101][

122

11

=+=

=+=

yMxy

iMxy
                                        (25) 

 

Since y1 = y2 and x1 = x2, then it is necessary that i = y1.  In other words, there is no more 

than one initialization vector that can be used for a 12×12 transformation that will satisfy 

the constraints given in Table 1, and if such a chained transformation exists, it must use 

the initialization vector 110111110100.  Also, since y1 = y2 and i = y1, then x1[M] = x2[M] 

= 0.  The only way to assure this for a nonsingular matrix M is if x1 and x2 are zero 

vectors, which is not the case for the inputs in Table 1.  This proves that there is no 

12×12 matrix that will meet the requirements. 

 

24×24 Matrix 

 

There is a somewhat obvious solution for a 24×24 matrix that meets the specifications.  A 

24×24 matrix can be obtained recursively from ten 6×6 matrices.  The reason that this can 

be done with a dimension that six divides while it could not be done with a 12×12 matrix 

is related to the chaining.  Since the 6×6 chaining uses values derived from previous 6×6 

matrices (excepting the initialization vector), and since these values were generated by 

previous inputs, the 24 inputs can be grouped into four sections, each processed by 6×6 

matrix multiplication.  This approach is appropriate for a single 24×24 matrix 

multiplication, but cannot be successful for matrices (e.g., 12×12) that have to be 

recursively chained.  In addition, the approach gives an existence proof, but does not 

exhaust other possible 24×24 matrices that might also meet the conditions of Table 1.  

The 24×24 initialization vector is four replications of the 6×6 initialization vector, 

mathematically expressed as 2
18

 i + 2
12

 i +2
6
 i + i.  The construction is shown in Eq. 26. 
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Here, 
24

M  and 1

24

−

M  are the 24×24 one-way transformation matrix and its inverse, 
6

M  

and 1

6

−

M  are the 6×6 one-way transformation matrix and its inverse, and M0 is an all-zero 

6×6 matrix.  For example, the first row of Table 1 is computed as: 
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Although the existence of this 24×24 matrix shows that the Level-Two one-way 

transform can be inverted in a different manner than previously known (by applying 
1

24

−

M ) there are no obvious weaknesses related to this discovery.  The 24×24 inversion 

process requires approximately ten times as much information as required to invert the 

6×6 matrix, and this information would be subject to the same restrictions against 

intentional storage as those for the Unique Signal patterns.  For this reason, matrix 

dimensions significantly higher than six are not of significant interest as threats for 

inadvertent inversion.  However, since there are numerous 24×24 matrices that meet the 
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requirements, some of these have been examined for inversion weaknesses and this 

investigation will continue as resources allow.  An example of an inversion matrix found 

that is less complex than that indicated by Eq. 26 is shown below in Eq. 28. 
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   (28) 

 

Although of relatively low complexity, accidental construction of this matrix and 

initialization vector does not appear to be trivial. 

 

Conclusions 

 

The stated intent was met, where all possible nonsingular chained one-way 

transformation dimensions that meet the System 2 requirements and divide 24 were 

investigated.  The mathematical results proved that there is only one possible additional 

transformation dimension (other than the 6×6 Level-Two transform currently in use) 

under the stated constraints, where the matrix dimension is 24 or a divisor of 24.  That 
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matrix size is 24×24.  Furthermore, the existing 6×6 transformation was proved to be the 

only dimension-six solution possible that meets the constraints.  It is noteworthy that new 

solutions for 24×24 matrices that give equivalent results to the existing 6×6 

transformation matrix were derived.  Dimensions that divide 48 are of less practical 

interest, but these were also investigated, and the results are provided in Appendix A.  

Here, there were 48×48 matrices found that met the required conditions, and they are 

indicated in Appendix A.  Included in Appendix B are some inversion matrices that can 

be used to derive Unique Signal patterns from pre-arm information without meeting the 

constraints of safe information.  This part of the investigation will continue.  However, no 

inversion weaknesses or concerns have been revealed through this work. 
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Appendix A: Matrix Dimensions that Divide 48 

 

In this appendix, the dimensions 16 and 48, which divide 48, but not 24, are addressed.  

 

16×16 Matrix 

 

The six matrix equations for transforming the three 16-tuples for each of the two 48-bit 

sequences
10

 indicated by Table 1 are: 
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10  For denoting 48-bit processing, the third row of Table 1 must be repeated. 
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]0001111111010100[]0100100111100110[

]1110110001011001[

16,1615,1614,1613,1612,1611,1610,169,168,167,166,165,164,163,162,161,16

16,1515,1514,1513,1512,1511,1510,159,158,157,156,155,154,153,152,151,15

16,1415,1414,1413,1412,1411,1410,149,148,147,146,145,144,143,142,141,14

16,1315,1314,1313,1312,1311,1310,139,138,137,136,135,134.133,132,131,13

16,1215,1214,1213,1212,1211,1210,129,128,127,126,125,124,123.122,121,12

16,1115,1114,1113,1112,1111,1110,119,118,117,116,115,114,113,112,111,11

16,1015,1014,1013,1012,1011,1010,109,108,107,106,105,104,103,102,101,10

16,915,914,913,912,911,910,9999897969594939291

16,815,814,813,812,811,810,8898887868584838281

16,715,714,713,712,711,710,7797877767574737271

16,615,614,613,612,611,610,6696867666564636261

16,515,514,513,512,511,510,5595857565554535251

16,415,414,413,412,411,410,4494847464544434241

16,315,314,313,312,311,310,3393837363534333231

16,215,214,213,212,211,210,2292827262524232221

16,115,114,113,112,111,110,1191817161514131211
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]0100100111100110[]1000110001111101[

]1001000100001011[

16,1615,1614,1613,1612,1611,1610,169,168,167,166,165,164,163,162,161,16

16,1515,1514,1513,1512,1511,1510,159,158,157,156,155,154,153,152,151,15

16,1415,1414,1413,1412,1411,1410,149,148,147,146,145,144,143,142,141,14

16,1315,1314,1313,1312,1311,1310,139,138,137,136,135,134.133,132,131,13

16,1215,1214,1213,1212,1211,1210,129,128,127,126,125,124,123.122,121,12

16,1115,1114,1113,1112,1111,1110,119,118,117,116,115,114,113,112,111,11

16,1015,1014,1013,1012,1011,1010,109,108,107,106,105,104,103,102,101,10

16,915,914,913,912,911,910,9999897969594939291

16,815,814,813,812,811,810,8898887868584838281

16,715,714,713,712,711,710,7797877767574737271

16,615,614,613,612,611,610,6696867666564636261

16,515,514,513,512,511,510,5595857565554535251

16,415,414,413,412,411,410,4494847464544434241

16,315,314,313,312,311,310,3393837363534333231

16,215,214,213,212,211,210,2292827262524232221

16,115,114,113,112,111,110,1191817161514131211
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][]0011011101111101[

]1011011101101101[

16151413121110987654321

16,1615,1614,1613,1612,1611,1610,169,168,167,166,165,164,163,162,161,16

16,1515,1514,1513,1512,1511,1510,159,158,157,156,155,154,153,152,151,15

16,1415,1414,1413,1412,1411,1410,149,148,147,146,145,144,143,142,141,14

16,1315,1314,1313,1312,1311,1310,139,138,137,136,135,134.133,132,131,13

16,1215,1214,1213,1212,1211,1210,129,128,127,126,125,124,123.122,121,12

16,1115,1114,1113,1112,1111,1110,119,118,117,116,115,114,113,112,111,11

16,1015,1014,1013,1012,1011,1010,109,108,107,106,105,104,103,102,101,10

16,915,914,913,912,911,910,9999897969594939291

16,815,814,813,812,811,810,8898887868584838281

16,715,714,713,712,711,710,7797877767574737271

16,615,614,613,612,611,610,6696867666564636261

16,515,514,513,512,511,510,5595857565554535251

16,415,414,413,412,411,410,4494847464544434241

16,315,314,313,312,311,310,3393837363534333231

16,215,214,213,212,211,210,2292827262524232221

16,115,114,113,112,111,110,1191817161514131211
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]0011011101111101[]0111111111010011[

]0110111011011011[

16,1615,1614,1613,1612,1611,1610,169,168,167,166,165,164,163,162,161,16

16,1515,1514,1513,1512,1511,1510,159,158,157,156,155,154,153,152,151,15

16,1415,1414,1413,1412,1411,1410,149,148,147,146,145,144,143,142,141,14

16,1315,1314,1313,1312,1311,1310,139,138,137,136,135,134.133,132,131,13

16,1215,1214,1213,1212,1211,1210,129,128,127,126,125,124,123.122,121,12

16,1115,1114,1113,1112,1111,1110,119,118,117,116,115,114,113,112,111,11

16,1015,1014,1013,1012,1011,1010,109,108,107,106,105,104,103,102,101,10

16,915,914,913,912,911,910,9999897969594939291

16,815,814,813,812,811,810,8898887868584838281

16,715,714,713,712,711,710,7797877767574737271

16,615,614,613,612,611,610,6696867666564636261

16,515,514,513,512,511,510,5595857565554535251

16,415,414,413,412,411,410,4494847464544434241

16,315,314,313,312,311,310,3393837363534333231

16,215,214,213,212,211,210,2292827262524232221

16,115,114,113,112,111,110,1191817161514131211

+=

⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥

⎦

⎤

⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢

⎣

⎡

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm



 32 

]0111111111010011[]1101000100110111[

]1101100110110110[

16,1615,1614,1613,1612,1611,1610,169,168,167,166,165,164,163,162,161,16

16,1515,1514,1513,1512,1511,1510,159,158,157,156,155,154,153,152,151,15

16,1415,1414,1413,1412,1411,1410,149,148,147,146,145,144,143,142,141,14

16,1315,1314,1313,1312,1311,1310,139,138,137,136,135,134.133,132,131,13

16,1215,1214,1213,1212,1211,1210,129,128,127,126,125,124,123.122,121,12

16,1115,1114,1113,1112,1111,1110,119,118,117,116,115,114,113,112,111,11

16,1015,1014,1013,1012,1011,1010,109,108,107,106,105,104,103,102,101,10

16,915,914,913,912,911,910,9999897969594939291

16,815,814,813,812,811,810,8898887868584838281

16,715,714,713,712,711,710,7797877767574737271

16,615,614,613,612,611,610,6696867666564636261

16,515,514,513,512,511,510,5595857565554535251

16,415,414,413,412,411,410,4494847464544434241

16,315,314,313,312,311,310,3393837363534333231

16,215,214,213,212,211,210,2292827262524232221

16,115,114,113,112,111,110,1191817161514131211

+=

⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥

⎦

⎤

⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢

⎣

⎡

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

mmmmmmmmmmmmmmmm

 

The corresponding matrix representations for the 16 matrix columns are: 

 

Matrix One for Column One 

 

Table 9.  Conditions for First Column of 16×16 Matrix 

 

 
m11 m21 m31 m41 m51 m61 m71 m81 m91 m10,1 m11,1 m12,1 m13,1 m14,1 m15,1 m16,1 i1 bit 1 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 1 1 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 1 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 0 

1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 1 

1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 

0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 1 
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A row-reduced matrix: 

 
m11 m21 m31 m41 m51 m61 m71 m81 m91 m10,1 m11,1 m12,1 m13,1 m14,1 m15,1 m16,1 i1 bit 1 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 0 1 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 1 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 0 

0 0 0 0 1 0 0 0 1 0 0 0 0 0 0 1 0 1 

0 0 1 0 0 1 1 1 1 1 0 1 0 0 1 1 0 0 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 

 

 

Matrix Two for Column Two 

 

Table 10.  Conditions for Second Column of 16×16 Matrix 

 

 
m12 m22 m32 m42 m52 m62 m72 m82 m92 m10,2 m11,2 m12,2 m13,2 m14,2 m15,2 m16,2 i2 bit 2 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 1 1 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 0 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 1 

1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 1 

1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 

0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 0 

 

A row-reduced matrix: 

 
m12 m22 m32 m42 m52 m62 m72 m82 m92 m10,2 m11,2 m12,2 m13,2 m14,2 m15,2 m16,2 i2 bit 2 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 0 0 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 0 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 1 

0 0 0 0 1 0 0 0 1 0 0 0 0 0 0 1 0 1 

0 0 1 0 0 1 1 1 1 1 0 1 0 0 1 1 0 0 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 

 

Matrix Three for Column Three 

 

Table 11.  Conditions for Third Column of 16×16 Matrix 

 

 
m13 m23 m33 m43 m53 m63 m73 m83 m93 m10,3 m11,3 m12,3 m13,3 m14,3 m15,3 m16,3 i3 bit 3 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 1 1 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 0 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 1 

1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 

1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 

0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 1 
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A row-reduced matrix: 

 
m13 m23 m33 m43 m53 m63 m73 m83 m93 m10,3 m11,3 m12,3 m13,3 m14,3 m15,3 m16,3 i3 bit 3 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 0 1 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 0 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 1 

0 0 0 0 1 0 0 0 1 0 0 0 0 0 0 1 0 0 

0 0 1 0 0 1 1 1 1 1 0 1 0 0 1 1 0 0 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 

 

 

Matrix Four for Column Four 

 

Table 12.  Conditions for Fourth Column of 16×16 Matrix 

 
m14 m24 m34 m44 m54 m64 m74 m84 m94 m10,4 m11,4 m12,4 m13,4 m14,4 m15,4 m16,4 i4 bit 4 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 1 1 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 0 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 0 

1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 1 

1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 

0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 1 

 

A row-reduced matrix: 

 
m14 m24 m34 m44 m54 m64 m74 m84 m94 m10,4 m11,4 m12,4 m13,4 m14,4 m15,4 m16,4 i4 bit 4 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 0 1 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 0 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 0 

0 0 0 0 1 0 0 0 1 0 0 0 0 0 0 1 0 0 

0 0 1 0 0 1 1 1 1 1 0 1 0 0 1 1 0 1 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 

 

 

Matrix Five for Column Five 

 

Table 13.  Conditions for Fifth Column of 16×16 Matrix 

 
m15 m25 m35 m45 m55 m65 m75 m85 m95 m10,5 m11,5 m12,5 m13,5 m14,5 m15,5 m16,5 i5 bit 5 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 1 0 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 1 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 0 

1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 1 

1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 

0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 0 
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A row-reduced matrix: 

 
m15 m25 m35 m45 m55 m65 m75 m85 m95 m10,5 m11,5 m12,5 m13,5 m14,5 m15,5 m16,5 i5 bit 5 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 0 0 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 1 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 0 

0 0 0 0 1 0 0 0 1 0 0 0 0 0 0 1 0 0 

0 0 1 0 0 1 1 1 1 1 0 1 0 0 1 1 0 0 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 

 

 

Matrix Six for Column Six 

 

Table 14.  Conditions for Sixth Column of 16×16 Matrix 

 

 
m16 m26 m36 m46 m56 m66 m76 m86 m96 m10,6 m11,6 m12,6 m13,6 m14,6 m15,6 m16,6 i6 bit 6 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 1 1 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 1 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 1 

1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 1 

1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 

0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 0 

 

A row-reduced matrix: 

 
m16 m26 m36 m46 m56 m66 m76 m86 m96 m10,6 m11,6 m12,6 m13,6 m14,6 m15,6 m16,6 i6 bit 6 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 0 1 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 1 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 1 

0 0 0 0 1 0 0 0 1 0 0 0 0 0 0 1 0 0 

0 0 1 0 0 1 1 1 1 1 0 1 0 0 1 1 0 0 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 

 

 

Matrix Seven for Column Seven 

 

Table 15.  Conditions for Seventh Column of 16×16 Matrix 

 
m17 m27 m37 m47 m57 m67 m77 m87 m97 m10,7 m11,7 m12,7 m13,7 m14,7 m15,7 m16,7 i7 bit 7 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 1 0 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 0 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 1 

1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 1 

1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 

0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 1 



 36 

A row-reduced matrix: 

 
m17 m27 m37 m47 m57 m67 m77 m87 m97 m10,7 m11,7 m12,7 m13,7 m14,7 m15,7 m16,7 i7 bit 7 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 0 0 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 0 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 1 

0 0 0 0 1 0 0 0 1 0 0 0 0 0 0 1 0 0 

0 0 1 0 0 1 1 1 1 1 0 1 0 0 1 1 0 1 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 

 

 

Matrix Eight for Column Eight 

 

Table 16.  Conditions for Eighth Column of 16×16 Matrix 

 

 
m18 m28 m38 m48 m58 m68 m78 m88 m98 m10,8 m11,8 m12,8 m13,8 m14,8 m15,8 m16,8 i bit 8 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 1 1 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 0 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 0 

1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 1 

1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 

0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 1 

 

A row-reduced matrix: 

 
m18 m28 m38 m48 m58 m68 m78 m88 m98 m10,8 m11,8 m12,8 m13,8 m14,8 m15,8 m16,8 i8 bit 8 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 0 0 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 0 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 0 

0 0 0 0 1 0 0 0 1 0 0 0 0 0 0 1 0 0 

0 0 1 0 0 1 1 1 1 1 0 1 0 0 1 1 0 1 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 

 

 

Matrix Nine for Column Nine 

 

Table 17.  Conditions for Ninth Column of 16×16 Matrix 

 
m19 m29 m39 m49 m59 m69 m79 m89 m99 m10,9 m11,9 m12,9 m13,9 m14,9 m15,9 m16,9 i9 bit 9 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 1 0 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 1 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 1 

1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 

1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 

0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 0 
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A row-reduced matrix: 

 
m19 m29 m39 m49 m59 m69 m79 m89 m99 m10,9 m11,9 m12,9 m13,9 m14,9 m15,9 m16,9 i9 bit 9 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 0 0 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 1 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 1 

0 0 0 0 1 0 0 0 1 0 0 0 0 0 0 1 0 0 

0 0 1 0 0 1 1 1 1 1 0 1 0 0 1 1 0 0 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 

 

Matrix Ten for Column Ten 

 

Table 18.  Conditions for Tenth Column of 16×16 Matrix 

 
m1,10 m2,10 m3,10 m4,10 m5,10 m6,10 m7,10 m8,10 m9,10 m10,10 m11,10 m12,10 m13,10 m14,10 m15,10 m16,10 i10 bit 

10 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 1 0 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 0 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 1 

1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 1 

1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 

0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 0 

 

A row-reduced matrix: 

 
m1,10 m2,10 m3,10 m4,10 m5,10 m6,10 m7,10 m8,10 m9,10 m10,10 m11,10 m12,10 m13,10 m14,10 m15,10 m16,10 i10 bit 

10 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 0 1 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 0 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 1 

0 0 0 0 1 0 0 0 1 0 0 0 0 0 0 1 0 0 

0 0 1 0 0 1 1 1 1 1 0 1 0 0 1 1 0 1 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 

 

 

Matrix Eleven for Column Eleven 

 

Table 19.  Conditions for Eleventh Column of 16×16 Matrix 

 
m1,11 m2,11 m3,11 m4,11 m5,11 m6,11 m7,11 m8,11 m9,11 m10,11 m11,11 m12,11 m13,11 m14,11 m15,11 m16,11 i11 bit 

11 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 1 0 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 0 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 1 

1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 

1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 

0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 1 
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A row-reduced matrix: 

 
m1,11 m2,11 m3,11 m4,11 m5,11 m6,11 m7,11 m8,11 m9,11 m10,11 m11,11 m12,11 m13,11 m14,11 m15,11 m16,11 i11 bit 

11 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 0 1 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 0 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 1 

0 0 0 0 1 0 0 0 1 0 0 0 0 0 0 1 0 1 

0 0 1 0 0 1 1 1 1 1 0 1 0 0 1 1 0 1 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 

 

Matrix Twelve for Column Twelve 

 

Table 20.  Conditions for Twelfth Column of 16×16 Matrix 

 
m1,12 m2,12 m3,12 m4,12 m5,12 m6,12 m7,12 m8,12 m9,12 m10,12 m11,12 m12,12 m13,12 m14,12 m15,12 m16,12 i12 bit 

12 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 1 0 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 1 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 1 

1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 

1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 

0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 0 

 

A row-reduced matrix: 

 
m1,12 m2,12 M3,12 m4,12 m5,12 m6,12 m7,12 m8,12 m9,12 m10,12 m11,12 m12,12 m13,12 m14,12 m15,12 m16,12 i12 bit 

12 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 0 0 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 1 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 1 

0 0 0 0 1 0 0 0 1 0 0 0 0 0 0 1 0 0 

0 0 1 0 0 1 1 1 1 1 0 1 0 0 1 1 0 0 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 

 

 

Matrix Thirteen for Column Thirteen 

 

Table 21.  Conditions for Thirteenth Column of 16×16 Matrix 

 
m1,13 m2,13 m3,13 m4,13 m5,13 m6,13 m7,13 m8,13 m9,13 m10,13 m11,13 m12,13 m13,13 m14,13 m15,13 m16,13 i13 bit 

13 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 1 0 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 0 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 0 

1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 1 

1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 

0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 1 
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A row-reduced matrix: 

 
m1,13 m2,13 m3,13 m4,13 m5,13 m6,13 m7,13 m8,13 m9,13 m10,13 m11,13 m12,13 m13,13 m14,13 m15,13 m16,13 i13 bit 

13 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 0 0 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 0 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 0 

0 0 0 0 1 0 0 0 1 0 0 0 0 0 0 1 0 1 

0 0 1 0 0 1 1 1 1 1 0 1 0 0 1 1 0 0 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 

 

Matrix Fourteen for Column Fourteen 

 

Table 22.  Conditions for Fourteenth Column of 16×16 Matrix 

 
 

m1,14 m2,14 m3,14 m4,14 m5,14 m6,14 m7,14 m8,14 m9,14 m10,14 m11,14 m12,14 m13,14 m14,14 m15,14 m16,14 i14 bit 

14 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 1 1 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 1 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 0 

1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 1 

1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 

0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 0 

 

A row-reduced matrix: 

 
m1,14 m2,14 m3,14 m4,14 m5,14 m6,14 m7,14 m8,14 m9,14 m10,14 m11,14 m12,14 m13,14 m14,14 m15,14 m16,14 i14 bit 

14 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 0 1 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 1 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 0 

0 0 0 0 1 0 0 0 1 0 0 0 0 0 0 1 0 1 

0 0 1 0 0 1 1 1 1 1 0 1 0 0 1 1 0 0 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 

 

Matrix Fifteen for Column Fifteen 

 

Table 23.  Conditions for Fifteenth Column of 16×16 Matrix 

 
m1,15 m2,15 m3,15 m4,15 m5,15 m6,15 m7,15 m8,15 m9,15 m10,15 m11,15 m12,15 m13,15 m14,15 m15,15 m16,15 i15 bit 

15 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 1 1 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 0 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 0 

1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 

1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 

0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 1 
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A row-reduced matrix: 

 
m1,15 m2,15 m3,15 m4,15 m5,15 m6,15 m7,15 m8,15 m9,15 m10,15 m11,15 m12,15 m13,15 m14,15 m15,15 m16,15 i15 bit 

15 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 0 1 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 0 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 0 

0 0 0 0 1 0 0 0 1 0 0 0 0 0 0 1 0 1 

0 0 1 0 0 1 1 1 1 1 0 1 0 0 1 1 0 0 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 

 

 

Matrix Sixteen for Column Sixteen 

 

Table 24.  Conditions for Sixteenth Column of 16×16 Matrix 

 
 

m1,16 m2,16 m3,16 m4,16 m5,16 m6,16 m7,16 m8,16 m9,16 m10,16 m11,16 m12,16 m13,16 m14,16 m15,16 m16,16 i16 bit 

16 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 1 1 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 1 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 1 

1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 1 

1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 

0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 0 1 

 

A row-reduced matrix: 

 
m1,16 m2,16 m3,16 m4,16 m5,16 m6,16 m7,16 m8,16 m9,16 m10,16 m11,16 m12,16 m13,16 m14,16 m15,16 m16,16 i16 bit 

16 

1 0 0 0 0 1 1 1 0 1 1 1 0 0 1 1 0 0 

0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 1 0 1 

0 1 0 0 0 0 1 0 1 1 1 0 0 1 0 0 0 1 

0 0 0 0 1 0 0 0 1 0 0 0 0 0 0 1 0 0 

0 0 1 0 0 1 1 1 1 1 0 1 0 0 1 1 0 1 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 

 

The 96 equations implied by Tables 9 through 24 have 256 unknown matrix entries and 

16 initialization vector entries, along with the nonsingularity restriction.  The row-

reduced matrices imply solutions for the upper five matrix rows as functions of the 

bottom 11 matrix rows.  However, the nonsingularity requirement cannot be met.  To see 

a reason, start with a deterministic solution for the initialization vector from the right-

most bottom row pair in the row-reduced matrices.  This result is 0100000101100001.  

Since the sum of the first 16 positions in the last three rows of Table 1 is all-zero, the 

chained transformations must sum to an all-zero vector.  Knowledge of the initialization 

vector permits this computation to be made as shown in the following set of 

computations.  
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Row   Input Vector   Output vector 

  4       1101101101101101        1101111101001101 

Initialization vector:            0100000101100001 

Sum1 (result of matrix multiplication)        1001111000101100 
 

  5       1011011011011011        1111010011011111 

Previous result:           1101111101001101 

Sum2 (result of matrix multiplication)        0010101110010010 
 

  6       0110110110110110        0100110111110100 

Previous result:           1111010011011111 

Sum3 (result of matrix multiplication)        1011100100101011 
 

Sum1 + Sum2 + Sum3:                  0000110010010101 
 

The final summation vector should be all-zero to support nonsingularity, and it is not.  

This contradicts the computation for the initialization vector, and the result proves that no 

nonsingular 16×16 matrix can meet the input/output requirements. 
 

48×48 Matrix 
 

There are solutions for 48×48 nonsingular matrices that meet the requirements.  This is 

known because they can be based on the solutions for the 24×24 matrices previously 

derived.  The construction of the solutions is based on the decomposition shown below: 
 

⎥
⎥
⎦

⎤

⎢
⎢
⎣

⎡
=

⎥
⎦

⎤
⎢
⎣

⎡
=

−

−

−

1

240

0

1

241

48

240

024

48

MM

MM
M

MM

MM
M

 

              

Here, M48 is the new matrix, M24 is a previously derived 24×24 matrix, 1

24

−

M is its inverse, 

and M0 represents 24×24 all-zero matrices.  The initialization vector can be constructed 

by replicating the 24-bit transform initialization vectors.  For example, the initialization 

vector corresponding to that used in Eq. 27 is expressed mathematically as: 
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36

 i +2
30 

i +  2
24 
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18

 i + 2
12

 i +2
6
 i + i.   

 

Here, i is the 6×6 initialization vector.  The proof that this construction meets the 

pertinent requirements is that the first 24 bits will generate the same result as that 

obtained for M24 for the first 24 output bits and will contribute nothing to the second 24 

output bits.  Note that the first 24 input/output pairs are independent of each other, since 

there is no chaining between the two segments.  The second 24 input bits will not 

contribute to the first 24 output bits because of the all-zero matrix in the lower left.  

These 24 bits will generate the same result as that obtained for M24 for the second 24 

output bits, since there is no other contribution excepting the initialization vector. 
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Appendix B: Additional Pre-Arm Inversion Ranks that Divide 24 

 

Table 1 indicates the conditions that must be met for compliance with the current System 

2 specification.  However, it is also of interest to investigate correspondence with the 

“Pre-Arm” portion of the System 2 specification, which is limited to the first two rows of 

Table 1.  This is because inverting the Pre-Arm information to obtain Unique Signal 

information must not be easy to generate accidentally by any matrix.  For this reason, the 

study described in this Appendix was undertaken, and work on inversion ranks that 

divide 24 will continue as resources allow. 

 

An example of one of the most straightforward inversion matrices that hase been found 

so far (and which meets the conditions of the first two rows of Table 1) is:  
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