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ABSTRACT

One-way transforms have been used in weapon systems processors since the mid- to late-
1970s in order to help recognize insertion of correct pre-arm information while
maintaining abnormal-environment safety. Level-One, Level-Two, and Level-Three
transforms have been designed. The Level-One and Level-Two transforms have been
implemented in weapon systems, and both of these transforms are equivalent to matrix
multiplication applied to the inserted information. The Level-Two transform, utilizing a
6x6 matrix, provided the basis for the “System 2” interface definition for Unique-Signal
digital communication between aircraft and attached weapons. The investigation
described in this report was carried out to find out if there were other size matrices that
would be equivalent to the 6x6 Level-Two matrix. One reason for the investigation was
to find out whether or not other dimensions were possible, and if so, to derive
implementation options. Another important reason was to more fully explore the
potential for inadvertent inversion. The results were that additional implementation
methods were discovered, but no inversion weaknesses were revealed.
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Background

The current System 2 digital interface document [Ref. 1] specifies how 48 messages',
each message containing a 16-bit word, are used to send a 48-event Unique Signal®
sequence from an aircraft. The sequence will be interpreted in Sandia National
Laboratories implementations as two 24-event Unique Signals. The least-significant bit
of each event-word is used to determine the bi-valued event type [Ref. 2]. The System 2
document also specifies how a 48-bit status response is to be structured in three 16-bit
words that are part of a weapon status response message from the weapon to the aircraft.
In deriving the status response for the original System 2 specification, the protocol was
designed to consist of two 24-bit responses, each contained in two 16-bit words. A
change was introduced in Ref. 1 to prescribe a more efficient single three-word 48-bit
response, but this caused no safety concern. The 48-bit status response is defined for two
situations: “Pre-Arm” (correct 48 events received and in weapon memory), and “Safe”
(safe pattern contained in weapon memory). The basis for all of the Unique Signal bit
specifications was the information contained in the Unique Signal Design Guide
DG10276/A, “Implementation of Unique Signal and Related Components” [Ref. 3],
which gives the pertinent Unique Signal patterns, safe patterns, and one-way transform’
characteristics.

A Level-One (acceptable robustness) one-way transform was first implemented in the
mid-to-late 1970s using a 6x6 nonsingular matrix over GF(2) (Galois field of two
symbols, 0 and 1, using multiplication and exclusive-or addition for basic operations)
[Ref. 4]. The matrix computation was ‘“chained” (first matrix computation added to an
initialization vector, and subsequent computations added to the previous result). The
reason for the GF(2) math structure was that these operations were directly available in
the microprocessors that were then entering weapon system use. The most significant
reasons for the 6x6 matrix size were that six divided the 24-event pattern length targeted
for future Unique Signal patterns, and that six differed from the eight-bit word length
used in the contemporary microprocessors.4 The reason for nonsingularity was to assure
a “one-to-one and onto” [Ref. 5] transformation so that each possible input pattern would
correspond to an output pattern that differed from all other output patterns. The main
reason for chaining was to prevent an all-zero input from generating an all-zero output.

In the late 1980s, improvements in the one-way characteristics of the Level-One
transform were considered, and a new Level-Two (no known inadvertent inversion
bypasses) 6x6 transform was designed [Ref. 6]. The implementation was designed so

! System 2 messages contain a message-specific number of 16-bit words. For the Unique Signal event
aircraft-generated messages, there is one word per message.

* Unique Signals are used to provide unambiguous intent to use a weapon, in a manner consistent with
abnormal-environment protection.

> A “one-way” transform is intended to be straightforward to compute, but very difficult (difficulty
equivalent to exhaustive try) to accidentally invert, even in any abnormal-environment situation.

* This choice was also intended to discourage “packing” eight Unique Signal events into a single processor
word, which would have been contrary to separate-event communication. Separate-event communication
is a key safety principle as specified in DG10276/A.



that the input sequence could be processed one event at a time’. This new Level-Two
transform was the basis for the status response defined in the first System 2 specification
and also that defined in the current System 2 specification. Since the Level-Two
transform robustness was well established, no attempt was made to implement other
types of transforms or other matrix dimensions, although a Level-Three (optimum
robustness) transform was then under development [Ref. 7].°

There are two main reasons for carrying out an investigation of other matrix dimensions.
First, since larger processor word sizes are now available (e.g., 64 bits), it is appropriate
to question whether or not larger matrix sizes could be used to better match contemporary
processors. A second reason is that finding additional implementation candidates helps
reveal whether there might be previously undiscovered weaknesses in the one-way
robustness because of inversion by matrices that have other dimensions than that used in
the implemented transformation. These factors are the motivation for this report.

Transform Constraints

There are four pairs of 24-bit input/output streams that must be matched for compliance
with the current System 2 specification. Two of the four pairs represent Unique Signal
inputs and their “Pre-Arm” transforms; the other two pairs represent the safe patterns and
their “Safe” transforms. Since the latter two pairs are identical, three pairs of 24-bit
input/output streams are sufficient to define the bit pattern constraints. The three pairs
are shown in the following table.

Table 1. Bit-Pattern Constraints for One-Way Transform

Inputs Outputs
1,0,0,0,0,1,1,1,0,1,1,1,0,0,1,1,0,0,0,1,0,1,1,0 111101010000011101111001
0,1,1,1,1,0,1,1,0,1,0,0,0,0,1,0,1,1,1,0,0,1,0,0 100100100001111101100011

110110110110110110110110 110111110100110111110100

The commas separating Unique Signal input events are to denote that events must be
communicated separately and processed separately in the one-way transformation
computation in order to maintain abnormal-environment safety.

Constraints imposed for the investigation described in this report are that the transforms
must be nxn nonsingulalr7 chained matrix transformations, where n evenly divides 24,8
and where all three of the input/output pairs in the above table can be produced. The

> The Level-One transform was implemented to transform six events at a time to meet efficiency

constraints, even though it was recognized that it could have been implemented to transform one event at a
time.

% The Level-Three transform was documented and patented, but has never been implemented in any
weapon system.

7 An nxn nonsingular matrix is said to have “rank” ». Rank and dimension are synonymous in this report.

¥ Also considered (in the Appendix) are the dimensions 16 and 48, which evenly divide 48 but not 24.




matrix constraint is imposed for practicality to obviate (in this report) consideration of the
potentially infinite set of all possible transformation methods. The following
mathematical descriptions and proofs are based on matrix representations, which in turn
can lead to multiple equations for multiple “unknowns” (matrix entries).

2x2 Matrix

Consider the transformation of the first input pair in the first row of Table 1 (Eq. 1).

mllmIZ ..
[10]{ }=[11]+[lllz] (M

my my,

The symbol “+” is for exclusive-or GF(2) addition’. The last vector is the initialization
vector. The transformation of the first input pair in the third row of Table 1 is (Eq. 2):

my m, ..
[ 1]{ } =[11]+[44,] (2)

my my,

Since a nonsingular transformation cannot give identical results for different inputs, this
is sufficient proof that there is no possible 2x2 nonsingular matrix that will produce the
required transformations.

3x3 Matrix

Consider the transformation of the first two trios in the first row, and the first trio in each
of the second and third rows of Table 1 (Eq. 3).

[ m, my,m,
[100] m, m,,m,, | =[111]+[ii,i,]
| 773,M3, 17135 |
_m11m12m13 |
[001]) m,,m,,m,, | =[101]+[111]=[010]
:m31m32m33 . 3)
my m,m,

[011]| my,m,,m,; | =[100] +[i,i,i, ]

RUSUCTUCT
mym,m; |
[L10]) myympmyy | = [110] + [4,4,45 ]

| 773,113, 1735 |

’ The + means x + x = 0 (and the sum of all other even number of xs = 0).



The resulting solutions are given in Eq. 4.

my =my; =0

my, =1

My, +my +i =1 4)
My, + My, + 1, =My + gy +i; =0

my, +m, +i, =m, +m,, +i, =1

m; +my, +i; =0

Adding the equations for 7; in the fourth and sixth rows of Eq. 4 and substituting the zero
value for ms; from the second row, m;; is determined to be zero. Adding the equations
for i, in the fifth and sixth rows and substituting the unit value for ms; from the third row,
myy is determined to be zero. Adding the equations for i3 in the fifth and seventh rows
and substituting the zero value for ms; from the second row, m; is determined to be zero.
Since matrix row one cannot be all zeros because of the nonsingularity restriction, this
proves that there is no possible 3%3 matrix that will produce the required transformations.

4x4 Matrix

Consider the transformation of the leading two four-tuples in each of the three rows (the
six relations shown in Egs. 5 and 6).

my my,m3my

My My, My 31y,

[1000] =[1111]+[ii,i,i,]
M3 M3, M35y
| 74114y |
my m,m3m,y
m, . m,,m.,.m
[o111] 2" 2T = [1001] + 4,40, ] (5)

My M3, M3z,

| 74114y y31M 4 |
my My, m3my
m, m,,m,.m
21y M3y, e
[1101] =[1101] +[i,i,i,i, ]
M3 M3, M35,

my My, M3y,

10



my mp,m;3my

m, .m,,m,,m
[o111] " =[0101]+[1111]

[1011]

[1011]

M3 M, M3,
my my, M3y,
mymy,m;;m,
My My My3My,
M3 My M3,

| 174 My M3y, |
my,my,m;m,

My My My3My,

My M3, M3y,

| My My M3y, |

=[0010]+[1001] (6)

=[1111]+[1101]

The first and fourth output bits of the second and third transformations in Eq. 6 differ,
identical. ~ Since this is not possible for a one-to-one
transformation, it proves that there is no possible 4x4 nonsingular matrix that will
produce the required transformations.

although the inputs are

6x6 Matrix

Since the 6x6 matrix used in the original transform design provides the specified result, it
is conclusive that there is at least one 6x6 matrix that will do so. It is informative to find
out whether there are any others. The twelve necessary equations are given in Eqgs. 7-12.

[100001]

[110111]

my My, 1y 31, My sy
My My M3 My My s
M3 M3y 33103, 3505
T4 04y TP 3 10 TP TP
Mg M5y Ms3 M5, M55 Mg
| 761Ny M3 M54 M5 Mg |
1y, 1y 3100, 1 51
My My, M3 M, 11551
3 3y 33 113, 355
T4 4 13 104y TP 45 TP 4

Mg M5, M35y MM

| M1 Mgy M3 Mg, M5 |

11

(7

=[010000]+[111101]



my My, 1y 3 1my , my siy
My My M3 My MysMg
M3 M3y M35, 3515
T4 0y 1103 P00 TP 4T
M M5y Ms3M5, M55
| 761 M6p M3 M54 M5 M |

My My, 3 10, My s
My M5y M3, 11551
W3 M3y 3313, 3515
T4 4y 10043 104 TP 45 TP 4
Mg M5y M35, M55 M
| T Mgy M3 Mg, M5 M |

my My, 1y 31y, My sy
My My M3 My MysMg
M3 M3y M35, 53515
T4 10y TP 3 10 TP 4T

M M5y M3 M5y MM

| 761 1M 65 M3 M54 M5 M |
_m11m12m13m14m15m16 |
My M5y M3 11, 115
M3 M3 33113, 11355
M4 4y T304, TP 5T 4

Mg M5, M35, MM s

| Mg Mgy M3 Mg Mg s |

12

~[011101]+[010000]

=[111001]+[011101]

=[100001] +[100100]

®)

©)



my My, My 31 11 510
My (M) 1T304 M s TH )

M3 M3, 33175, 3515

[001011] =[111101]+[100001]

My 145 11310, TP 5T
Mg M5, M35, M55
| Mg Mgy M3 Mgy MM |
- - (10)
My 1y, M 310 T TR
My My M35, 15T

My M3 M3317 5, 35175

[100100] =[100011]+[111101]

M4 4 T304y 1 5T
M5 M5 M35, M55
| Mg Mgy M3 Mg M5 |
my 1y, My 3 1, 1y sy
My My M3 M 115
[110110] M3 M3y 331053, 355
M4 0 1T 3 100, TP 5T
M M5y M35, M55 M5
| M1 M M3 M54 M55 M6 | an
my My, My 31, 1 s
My M5y M3 11, 1T 5 M

My M3 M3317 5, M3 5115

[110110] =[110100]+[110111]

M4 4 T34y 1 5T

Mg M, M35, MM

| Mg Mgy M3 Mg Mg s M |

13



[110110]

[110110]

my My, My 3 1my My sy
My My My My My s Mg
M3 M3 M35, 535105
Ty 1y T30, TP 5T
Mg M5y Ms3 M5, M55 5
| 761Ny M3 1M, M5 Mq |
My My My 31, My s
My M5y M3, 115
W3 M3 33113, 1355
M4 My 13144 T 45T 4

Mg M5, M3 M5y M5 Mg

| T Mgy M3 Mg, M5 M |

=[110111]+[110100]

=[110100]+[110111]

(12)

Since the last three matrix equations are identical, only the first 10 equations need be
used for the solution. These 10 matrix equations lead to 60 equations for the 36 matrix
constituents and the six initialization vector entries (60 equations containing 42
unknowns). The process used will be to describe each of six column solution families of
10 equations individually in a matrix structure shown in the following tables. The
solution for the individual values can be depicted through a row-reduction process to

isolate individual matrix entry solutions for each of the six matrices shown below.

Matrix One for Column One

Table 2. Conditions for First Column of 6x6 Matrix

mi| my| m3| My msi Me| i bit 1
1 0 0 0 0 1 1 1
1 1 0 1 1 1 0 1
0 0 1 1 0 0 0 0
0 1 0 1 1 0 0 1
0 1 1 1 1 0 1 1
1 1 0 1 0 0 0 0
0 0 1 0 1 1 0 0
1 0 0 1 0 0 0 0
1 1 0 1 1 0 1 1
1 1 0 1 1 0 0 0

A row reduction:

mi| my| m3| My msi Me| i bit 1
1 0 0 0 0 0 0 1
0 1 0 0 0 0 0 0

14




1, mg = 1, ms) = 0, and

I, my=1,my=0,ms =

The only possible solution is that 7

me1 = 1.

Matrix Two for Column Two

Table 3. Conditions for Second Column of 6x6 Matrix

bit 2

i

me2

ms3

mg)

msp

mya

mia

A row reduction:

bit 2

i

me2

nsj

mg

ms3

mya

mia

1, Mmsy = 0, and

1, m =1, myp =

1, mi; =0, mo

0.

The only possible solution is that i,

me2

15



Matrix Three for Column Three

Table 4. Conditions for Third Column of 6x6 Matrix

bit 3

i3

me3

ns3

nmy3

ms3

nma3

mi3

A row reduction:

bit 3

i3

me3

ns3

nmy3

ms3

nma3

mi3

1.

The only possible solution is that i3 = 0, m3 = 0, may3 = 1, m33 =0, ma3 = 1, ms3 = 0, and

me3

Matrix Four for Column Four

Table 5. Conditions for Fourth Column of 6x6 Matrix

bit 4

Iy

Me4

msq

L

m34

Moy

miq

16



A row reduction:

bit 4

Iy

Me4

ms4

v

msq4

m4

mi4

=1, and

1, mgs = 0, msy

=1, my=0,m3 =

1, miy4

1.

The only possible solution is that is

M4

Matrix Five for Column Five

Table 6. Conditions for Fifth Column of 6x6 Matrix

bit 5

s

mes

mss

Mys

mss

mys

mis

A row reduction:

bit 5

s

mes

nmss

nys

mss

mys

mis

17



1, and

0, mss =

1, mas =1, m3s =0, mys =

1.

The only possible solution is that is = 0, m;;s

mes

Matrix Six for Column Six

Table 7. Conditions for Sixth Column of 6x6 Matrix

bit 6

Ig

Me6

mMse

My

m3e

mae

nie

A row reduction:

bit 6

Is

Me6

mse

L

m3e

mse

mie

1, ms¢ = 0, and

= I,M36:0, Mye =

1, mae

0.

The only possible solution is that i = 0, m¢

Me6

18



In conclusion for the 6x6 matrix size, the exact initialization vector and matrix now used
in the Level-Two one-way transformation are the only solution possible for a chained
6x6 nonsingular matrix that will give the required input/output sequence pairs. This
matrix, its inverse, and the initialization vector are:

100111 | (111011 |
011011 011110
110100 . |111000 |
M, = M, = i=110100 (13)
111001 101101
000110 101111
1101110 | 1011001 |

One way to compute the matrix multiplication one event at a time is shown in Ref. 3.

8x8 Matrix

The matrix equations for transforming the three eight-tuples for each of the three
sequences are given in Eqs. 14 through 22.

[10000111]

My Iy 3 100, 10 s 6 110 7 110 g

My My My M My s 157154
3 M3y 3313, I35 M3 M35 M5
M 4y M g3 1004 T 1T 4100 47 170 4
M M5y Ms3 M5, M55 M5 M7 Msg
Mg Mgy M3 Mgy 1Mo MMM 57 Mg

Mg My 73100, 15 M TP 7 T 7

[01111011]

| 175 Mg, g3 Mg Mgs Mg Mg, Mgq |
My My, 10 310 1 510 6110 7 1T g
My My M3, 1y 51T 11157 1T 5
M3 3y 33 115, M55 M3 13 1T
M4 M4 310044 1 45T 46 T 47 TP 4
M5 M5y 535, M55 Mg M5 Mg
Mg Mgy M 31 Mg s Mg M7 Mg

Mg Mgy 73100, 1751156157 178

| 11g Mgy Mg3 Mgy Mg MgTTlg; Mgg |

19

= (11 110101] + [i,iyisi, isiiris | (14)

= [10010010] + [i,i,isi, isi,iri | (15)



[11011011]

[01110011]

My 1, 1 3100, 10 10 6170 7 100
My My My 31 151151157154
M3 M3 W33 113, 13536 37 5
T4 4y T 31044 1 5 TP 4 TP 4 TP 4
M M5y Ms3 M5, M55 M5 M7 Msg
Mg Mgy M3 Mgy MMM 1157 Mg
M Mgy M3 1M 4117511076110 77 1707
| 17051 Mgy Mg Mg, Mgs Mg 17 Mgg |
My My 3100, I 5T 6170 7 1 g
My M5y My3 My 1Ty s 1157 Mg
M3 M3 M3 13, M35 M5 37 Mg
M4 4y T30 44 TH 5TV TP 4 1T 4
M5 M5y Ms3M 5, M55 M5 M 57 Mg
Mg Mgy M3 My M5 1757 17

Mg My M3, 15 M6 1T 7 1079

[01000010]

[01101101]

| Mgy Mgy Mg Mg, g5 Mg Mgy Mgg |
My, 13170, 11 T, 6T 7 10 g
My My M3 My My s MM y7 Mg
3 3y 33 13, M55 W36 T3 5
My My 3104y 15 4 T 47 TP 4
M5 M5y M35, M55 MM Msg
Mg Mgy M3 Mg MM M7 Mg

g Mgy M3 1000, 175110 s 117 78

| 170111, M3 Mg Mg Mg Mg Mgy |
My 1 3100 1, 5T 6 110 7 100
My My M3 My My s y7 g
M3 M3y 33153, M35 M3 M3, M 5g
O T e VU L LR LT
M5 M5y M55 M5, M55 M 56 M7 Msg
Mg My M3 Mgy Mg Mg M7 Mg

Mg My M3 10, 1751056117 17

| 1705 Mgy g3 Mg Mg Mg g7 Mgg |

20

=[00000111]+[11110101]

=[00011111]+[10010010]

=[01001101]+[11011111]

(16)

)

(18)

(19)



[00010110]

my 1y, 1310 1 5T 0 11D

My Mgy 3 My 115156 1T 7 1M 5
M3 M3, M35 M3, 35317137 M55
T4 1704y 43 P04y P 45T 4 1T 47 T 4
M5 My M3 M5y M55 M5 M5 Msg
Mg Mgy M3 Moy M 56 M7 Mg

My Moy M3 Mg, g5 M7 117778

[11100100]

[10110110]

| 17251 17y g3 Mg Mg Mg Mgy Mg |
My 1y 1 3100 1 s 6 110 7 100
My My M3 My My s M1 y7 g
M3 M3y 3353, M35 M3 M35 M5g
T4 04y T30y TV 5 TV T 4 1D 4
M5 M5y M55 M5, M55 M 56 M7 Msg
Mg Mgy M3 Mgy M5 MM 7 Mg
Mg g 0331007, 105 13610077 M7
| 1721105y M3 T Mg Mg Mg Mg |
My Iy, 1 3100 1 s 6 110 7 110 g
My My My M s 157154
M3 M3y M3 353, I35 M3 M5, M 5g
T4 045 131044 T 5T 4 TP 47 TP 4
M M5y Ms3 M5, M55 M 56 M7 Msg
Mg Mgy M3 Mgy Mg Mg 1M g7 M

Mg My 73100, 05 M5 TP 57 T 7

| 775, Mg, g3 Mg M5 Mg Mg, Mgq |

Matrix One for Column One

=[01111001]4[00000111]

=[01100011]+[00011111]

=[11110100]+[01001101]

Table 8. Conditions for First Column of 8x8 Matrix

(20)

€2y

(22)

3

3

3
3
=

3
oo
=

~
=

Bit 1

O'—‘OH._.E
>—~>—A>—AO§

— o=

myg
0
1
1
1

S|~
ooo»—§

—_ | = = | —
— | = | = | —
S| ==

[S RN S

21




0 1 0 0 0 0 1 0 0 1

0 1 1 0 1 1 0 1 0 1

0 0 0 1 0 1 1 0 0 0

1 1 1 0 0 1 0 0 0 0

1 0 1 1 0 1 1 0 0 1
A row-reduced matrix:

mii myi ms3i My msi Me1 myi mgi i Bit 1
1 0 0 0 0 0 0 1 0 1
0 1 0 0 0 0 1 0 0 1
0 0 1 0 0 0 0 1 0 1
0 0 0 0 1 0 0 0 0 1
0 0 0 1 0 0 0 0 0 1
0 0 0 0 0 0 0 0 0 1
0 0 0 0 0 0 0 0 1 1
0 0 0 0 0 1 1 0 0 1
0 0 0 0 0 0 0 0 0 1

The sixth and ninth rows of the row-reduced matrix could only be satisfied if 0 = 1, so
this proves that there is no possible 8x8 matrix that will produce the required
transformations.  Since the connection between this row-reduction proof and the
corresponding equations may not be as clear as in the preceding examples, an equation
proof is given below. The sum of the equations represented by the first, third, fourth,
fifth, and sixth rows of the original “matrix one for column one” is:

my +mg +m, +mg +i =1

+my +m,y +my +mg +my +mg +i =1

+my +my Fmy Fmy +my =1 (23)
+m, +m, =1

+m,, +my +Fmg +mg +my, =1

which sums to: 0 = 1, thereby verifying the conclusion derived from the row reduction
matrix.

12x12 Matrix
A 12x12 matrix solution might be presumed likely, since a 6x6 matrix is known to be
possible and since six divides 12. However, two problematic constraints can be seen

from the properties of the third row in Table 1. If the transformation is expressed as:

y=x[M]+i (24)
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where x is a 12-bit input vector, M is a 12x12 transformation matrix, and i represents both
the initialization vector for the first 12 bits and the previous output vector for the second
12 bits. This leads to two results (transformation of first 12 bits and transformation of
second 12 bits) for the third row of Table 1:

¥ =x[M]+i=110111110100

(25)
VY, =x,[M]+y, =110111110100

Since y; = y» and x; = xy, then it is necessary that i = y;. In other words, there is no more
than one initialization vector that can be used for a 12x12 transformation that will satisfy
the constraints given in Table 1, and if such a chained transformation exists, it must use
the initialization vector 110111110100. Also, since y; =y, and i = yy, then x|[M] = x,[ M]
= 0. The only way to assure this for a nonsingular matrix M is if x; and x, are zero
vectors, which is not the case for the inputs in Table 1. This proves that there is no
12x12 matrix that will meet the requirements.

24x24 Matrix

There is a somewhat obvious solution for a 24x24 matrix that meets the specifications. A
24x24 matrix can be obtained recursively from ten 6x6 matrices. The reason that this can
be done with a dimension that six divides while it could not be done with a 12x12 matrix
is related to the chaining. Since the 6x6 chaining uses values derived from previous 6x6
matrices (excepting the initialization vector), and since these values were generated by
previous inputs, the 24 inputs can be grouped into four sections, each processed by 6x6
matrix multiplication.  This approach is appropriate for a single 24x24 matrix
multiplication, but cannot be successful for matrices (e.g., 12x12) that have to be
recursively chained. In addition, the approach gives an existence proof, but does not
exhaust other possible 24x24 matrices that might also meet the conditions of Table 1.
The 24x24 initialization vector is four replications of the 6x6 initialization vector,
mathematically expressed as 2'® i + 2'% i +2° i + i. The construction is shown in Eq. 26.

(M M MM,
MM MM,
| M MMM,
MM M M,
MMM M, ]
MM M;'M,
MM MM
M MMM |

(26)
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Here, M,, and M, are the 24x24 one-way transformation matrix and its inverse, M,
and M_' are the 6x6 one-way transformation matrix and its inverse, and M is an all-zero

6x6 matrix. For example, the first row of Table 1 is computed as:

[100111100111100111100111 |
011011011011011011011011
110100110100110100110100
111001111001111001111001
000110000110000110000110
101110101110101110101110
000000100111100111100111
000000011011011011011011
000000110100110100110100
000000111001111001111001
000000000110000110000110
000000101110101110101110
000000000000100111100111
000000000000011011011011
000000000000110100110100
000000000000111001111001
000000000000000110000110
000000000000101110101110
000000000000000000100111
000000000000000000011011 27)
000000000000000000110100
000000000000000000111001
0000000000000000000001 10
| 000000000000000000101110 |
+110100110100110100110100=111101010000011101111001

y=100001110111001100010110

Although the existence of this 24x24 matrix shows that the Level-Two one-way
transform can be inverted in a different manner than previously known (by applying
M3, there are no obvious weaknesses related to this discovery. The 24x24 inversion
process requires approximately ten times as much information as required to invert the
6x6 matrix, and this information would be subject to the same restrictions against
intentional storage as those for the Unique Signal patterns. For this reason, matrix
dimensions significantly higher than six are not of significant interest as threats for
inadvertent inversion. However, since there are numerous 24x24 matrices that meet the
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requirements, some of these have been examined for inversion weaknesses and this
investigation will continue as resources allow. An example of an inversion matrix found
that is less complex than that indicated by Eq. 26 is shown below in Eq. 28.

(output +010100110100110100110100) x

[110101110110110101110110 |
101011010111110111000101

010101100101010000101101

000100000000000000000000
000010000000000000000000
000001000000000000000000
000000100000000000000000
000000010000000000000000
000000001000000000000000
000000000100000000000000
000000000010000000000000
000000000001000000000000
000000000000100000000000
000000000000010000000000
000000000000001000000000
000000000000000100000000
000000000000000010000000
000000000000000001000000
000000000000000000100000
000000000000000000010000
000000000000000000001000
000000000000000000000100
000000000000000000000010

000000000000000000000001 |

= input

(28)

Although of relatively low complexity, accidental construction of this matrix and
initialization vector does not appear to be trivial.

Conclusions

The stated intent was met, where all possible nonsingular chained one-way
transformation dimensions that meet the System 2 requirements and divide 24 were
investigated. The mathematical results proved that there is only one possible additional
transformation dimension (other than the 6x6 Level-Two transform currently in use)
under the stated constraints, where the matrix dimension is 24 or a divisor of 24. That
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matrix size is 24x24. Furthermore, the existing 6x6 transformation was proved to be the
only dimension-six solution possible that meets the constraints. It is noteworthy that new
solutions for 24x24 matrices that give equivalent results to the existing 6x6
transformation matrix were derived. Dimensions that divide 48 are of less practical
interest, but these were also investigated, and the results are provided in Appendix A.
Here, there were 48x48 matrices found that met the required conditions, and they are
indicated in Appendix A. Included in Appendix B are some inversion matrices that can
be used to derive Unique Signal patterns from pre-arm information without meeting the
constraints of safe information. This part of the investigation will continue. However, no
inversion weaknesses or concerns have been revealed through this work.

26



Appendix A: Matrix Dimensions that Divide 48

In this appendix, the dimensions 16 and 48, which divide 48, but not 24, are addressed.

16x16 Matrix

The six matrix equations for transforming the three 16-tuples for each of the two 48-bit
sequences'’ indicated by Table 1 are:

[1000011101110011]

My I 00 3170 100 s 10y 0, 7 TP TP o 1T, 3 190, 4 P00y 1o P00y (3700 4410, 45T,

My My, My 310, 1 s T T, Mg T (o110 (170 (o110 13100, 14110, 1510, 16

M3 M3y 3313, 353 137 T3 M3 1T 1o 1703 11103 15 003 13105 14 1105 15705 16

M4 g g3y Iy STy T 4y TRy T 4 1Ty 10110y 1170 1010 1310 141104 15110 4 16

Mg My Ms3 M5y M5 sM s 53 Mg Mg M oM 1M 1M (3105 M5 5T

Mg Mgy M3 My M55 M7 Mg Mo Mg 1016 117106126 1316 146 15106 16

My My 310, M5 1T M7 30110 101y 111107 15107 131007 14170 1511 46

Mg Mgy Mgz Mgy MMy Mg Mg Mg Mg 01705 (Mg 1, Mg 1315 14 TTg 5T 1

Mg Moy Moz Mo, My s Mo Mg7Mag Mg Mg 1o Mg 11T 15,1 131 1,11 1 5Hg

My 1119 2 M0 30,4 7M010,577010,6M010,7010,87010,0010,10010,117MH10,127M410,137M10,14 M1 0,151 0,16
My 0y o 0 3100 g TPy ST TP 7 P00 g 1Ty TP 1o M0 1 11 P8 112 TP 1 13 7P 11010 1,157 116
My 11105 2 M5 3 4 TPy 5TV T 5 0015 TP 5 TP 5 1 TT 5 111015 121015 1377015 147705 1577 5 16
M3 1 103 5 103 31003 00 3 5TV 5 P03 3 1003 I 5 o TP 5 1 TP 3 1\ T3 o P00 3 13 1005 4 41T 5 1570, 5 1
My TPy o 04 310 4 TPy sTT 4 6T 4 7 1104 1004 9 T10 4107101 4,117 4,12 7P01 4137101 4,140 4,151 4,16

M5 (M5 o5 3T 5 )15 STy 5 1Ty 5 7 P00 5 Q1T 5 o1y 5 01T 5 11 TP 5 10 1705 31005 1410y 5 1 5TT0, 5 16

My 6,162 6 316,46, 56,616,716 87M16,9M16,10M6,117M16,127M16,13 16,14 16,15Mh6,16 |

=[11110101000001 11|+ [i, i, siisi g inigiydi oy iy g siie

' For denoting 48-bit processing, the third row of Table 1 must be repeated.
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My 110, 1 310 I ST TP 5 T g TR g Iy 1Ty 3 100y 10 0y 13700 1 41Ty 15100

My My M3 1 My sy g My Mg Mo 1Ty 1011 11170 15105 13100 14105 151705 16
M3 M3y M3 M3y M5 I3 133 M3 3o M 1o M3 111703 15 1T 131005 14175 151005 16
T4 Iy T3 TPy I 4 s 4 P00 g TPy oIy Iy 1 TP 3 TP 10 13100 14 TT0 1510y
M5 M5y M3 M5y M55 M7 Mg Mg M5 1115 (M5 15105 37005 1, 1105 5T 4
Mg Mgy Mgz Mg, M s Mg M7 Mg Mo 10M g 11M 61216 136 14 15 16
Mg Mgy M3 Mg, s Mg M7 Mg M6 11 1115 11110 12107 13100 141707 15107 16
(00010110011 11011] Mg Mgy Mg3 Mg Mg s Mgs M7 Mgg Mg Mg 1o Mg 1117 1, Mg 1315 14Mg 151 16
Mg Mgy M3 Mg, Mys Moo Mgy Mog Mgg My 101 11Mg 15 131G 1, Mg 1sMg 16

My, Mo 2 10,3709 4 1010,5M1 9 6 1010,77M00.87010,0M010,1010,117010,127M10,137M10,14 10,15 10,16
My My o 30 g Iy s T g I g 1Ty o TP 10Ty 1 TPy 10 P10 13770 14 P00 151700106
Mo My 2 Mg 315 4 Wy 5T g 1015 71005 TP 5 o 1T 5 1010 o 1177015 10010 1317010 141012, 151102 16
M3 (1003 5 03 300 3 4 00 5 5TV 3 TP 5 9 1003 @10 3 g 1T 3 0 103 TP 3 o TP 3 13 P00 5 14 P05 157005 16
Mg T4 o 0 31T g g TP sTHY g 1014 77T 4 170 4 910 4 10TP 4, 1171014, 12 7704137701 4,141 4151416

M5 1M 5 2 My 5 31005 4 I s 5T 5 M5 7 005 eIy s o TP s 1 TP 5 1 M0y 5 10 P05 13 P05 14 P05 15T

My6,1M16,2M063M16,41M16,5M16,6MM16,7M16,8M16,0M16,10M16,11M16,12M16,13M16,14 16,1516 16 |

=[0111100110010010]+[1111010100000111]
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Y O O Lt T R R S OR LR E U CRVUCRELLRT:

My My My My s My Mg M6 1T 10710 11710 15105 13100 141105 151705 16
M3 M3y 33 M3y My s3T5 M3 M3 1T 1o 1T 111003 151105 131005 1 41105 151705 16
T4 Iy I g3 Ty Iy T 4 P00 4 TPy TP 4100 1 TP 1 TP 9100 13100 14 TPy 15Ty
M5 M5y M3 My M55 M5 M5y Mg Msg M5 1115 (M5 15105 137005 1, TP5 s 1
Mg Mgy Mgz Mgy M s MM g7 Mg Mg Mg 10M g 11M 6 12116 136 146 15 16
Mg Mgy M3 Mg, g5 Mg M7 Mg Mg 117 1017 111107 12107 13105 1417 15107 16
[0100001011100100] Mg Mgy Mgy Mg\ Mg s Mgs M7 Mg Mg Mg 1o Mg 111105 1, 1Mg 1315 1 415 1513 16
Mo Mg, Moz Mo, Mos Moo Mo Mgg Mg My 1011 1My 15 1311 1, Mg s 16

0,1 M0 2 10,379 4 010,5M010,6M010,77M010.8 010,90 010,10710,11710,12M10,13 710,14 MH10,15Mh10,16
My My o T 31, g 0 s 6 1T g 7 0 g TP o TP 10Ty 1 P00y 10 P01 137701 14700115700 106
M0 1 M5 2 5 31 4 Wy 5T g 1 5 7115 9T 5 o5 100y 111010 1001 13101 147105, 15770 5 16
I3 1003 5 T3 3P0 3 g 03 TV 3 TP 5 o 1T o TP 3 1T 3 4170 3 4 TP 5 10 PP 5 131005 141005 151005 16
Mg 1T g o 0 31T g g 0 sTH g 10 4 77T 4 g 1T 4 9104 17T 4,1 17014 12 T10 4137101 4,14 TP 415171416

My 115 2 M5 31005 4 W5 5T s 15 7 s g5 o P05 10 TH s 11 P05 10 M5 13110y 5 14 P00 5 157705 1

| 61 M6 2 M6 36 416,516 61T 6,7 16,8MMH16,0MH6,10MM6,11MH6,12Mh 6,13 16,146,151 6,16 |

=[0001111101100011]+[0111100110010010]
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My 0 1 30 10 ST (T 5 I g I g 1T 1o 100y 4 170 10 100y 370 14170 15100

My My My My M5 My7 1T0g M 6T 10115 111105 121105 137105 141105 15105 16
M3 M3y 335y My s M3 6133 Mg 3o M 1o M3 111705 1 5 131005 14 T3 151005 4
Iy Iy I3 TPy Ty T 4 T g TPy o TPy 1T 1 TP 3 TV 9 1Ty 3P0y 14 TP 15Ty
M5 M5y M3 My M5 M5 M7 MsgMso s M5 1 M5 15115 13705 1 ,1M5 15105 16
Mg Mgy M g3 Mgy M s M 56 M g7 Mg Mo Mg 1M 11M 61216136 14M 6,156 16
M M3y M3 Mg, M5 M7 Mg Moy 1017 11107 121107 13105 14107 1517 16
[1101101101101101] Mg Mgy Mgz Mg, Mg s Mg Mgy Mgg Moo Mg Mg 1115 15 1Mg 131 1, 1Hg 1 5HHg 1
Mg Mgy Mo3 Mgy Mos Mo Mgs MogMgg Mg 1Mg 11Mg 15Mg 13T 14Mg 159 16

My 0,1 Mg 20,3170 0,4M010,571010,6M10,77M10,8 010,90 M010,1010,117010,127M10,13M10,14 10,15 MH10,16
R R TR W R I R L R R L O R L TR U PR PSSR E UL PR VULTRELLTRT:
Mo 11T o I 31T 4 Wy 5T T o 3 TP 5 TP 5 o 1T 1o 0 11T 10 0 1310 14T 15710 16
311003y M3 31003 1Ty 3 sy 3 103 71003 9T 3 o TP 3 17T 3 1 103 10 1003 131003 14103 151713 16
Mg T g o 04 31T g 014 5TH 1T 4 71004 g 1T 4 9 104 10TM0 4 11101 4,10 71014137101 4,14 TP 4,15 4 16

M5 (15 2 M5 305 4 TV s 5T 5 M5 7 05 Py s o TP s 17T 5 1 PPy s 1o TP 5 3P0 5 14 TP s 15 THY 5 16

| M16,11M16,2MM63M16,41M6,5MM16,6M16,7M16,8M16,9M16,10M16,11M16,12M16,13 16,14 6,156,016 |

= (L1011 11101001 10T + [4,iyii, isigi gy gy irofisi sy ]
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My 1 3 0 1T ST (T 3 I g I g 1T 1o Ty 4 170 10 100y 370 14170 15100

My gy My My M5 My7 1M0g M o110 10115 11110 12105 13110 141105 151105 16
M3 M3y 335y My s 36133 M3 3o M 1o M3 111005 1 5 131005 14 3 151005 46
T4 Iy I g3 Ty Ty T 4 T 4 PPy TTL 4o 1Ty 10T 1 TP 12170 13100 14 TP 1510y 16
M5 M5y M3 My M5 M5 Mg Mg Mo M5 M5 1 M5 15105 13705 1,105 110 1
Mg Mgy M g3 Mgy M s M5 M7 Mg Mg Mg 1M 1M 1216 1316 141615 16
M7 M3y M3 Mg, 56 M7 Mg Mo 1 1015 11105 121107 13005 14107 151105 16
[1011011011011011] Mg Mgy Mgz Mgy Mg s Mgs M7 Mg Mg Mg 1o Mg 11115 15T (31T 1415 151G 16
Mo Mgy My3 Mo, Mos Mo Mo Mgg Mg Mg 1oMg 1My 151 1311 1, Mg 15N 16

M0, g 20,3170 41M010,5M010,6M010,77M10,8MM010,9010,10M10,117010,127M10,13M10,14 10,15 MH10,16
My 1 0 3 g T s T 61T g 1T g TP o 10 101001 11 P01 12 01,0370 1,140 1,15 1T 106
My 1 1M 2 My 31T 4y TPy 1 o 71005 TP 5 o 1T 5 100 o 1117010 1200 13101 1410 2,1 5710 5,16
U R W e N e e R N U R L e R L e R E UL ER VUL ERPLLER T
M4 1T g o 0 31T 4 g 014 5TT 4 1T 4 7 TP 4 g 1T 4 9 1014 10TM0 4 11101 4,10 7101 4,137101 4,14 TP 4,15 4 16

My s (15 2 M5 305 4 TV s 5T s M5 7 05 o Py s o TP s 17T 5 1 P00y s 10 TP 5 3P0 5 14 TP s 15 THY 5 46

| 61621 6,306,416 5T 6 61T 6,7 16,8 MMH6,0Mh6,10M16,11MH6,127M6,1316,14MH6,15 616 |

=[1111010011011111]+[1101111101001101]
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[0110110110110110]

_ml1m12m13m14m15m16m17m18m19m1,10m1,11m1,12m1,13m1,14m1,15m1,16
My My My My s My Mg M6 1T 10710 11710 15105 13100 141105 151705 16
M3 M3y 33 M3y My s3T5 M3 M3 1T 1o 1T 111003 151105 131005 1 41105 151705 16
T4 Iy I g3 Ty Iy T 4 P00 4 TPy TP 4100 1 TP 1 TP 9100 13100 14 TPy 15Ty
M5 M5y M3 My M55 M5 M5y Mg Msg M5 1115 (M5 15105 137005 1, TP5 s 1
Mg Mgy Mgz Mgy M s MM g7 Mg Mg Mg 10M g 11M 6 12116 136 146 15 16
Mg Mgy M3 Mg, g5 Mg M7 Mg Mg 117 1017 111107 12107 13105 1417 15107 16
Mg Mgy Mgy Mg\ Mg s Mgs M7 Mg Mg Mg 1o Mg 111105 1, 1Mg 1315 1 415 1513 16
Mo Mg, Moz Mo, Mos Moo Mo Mgg Mg My 1011 1My 15 1311 1, Mg s 16
0,1 M0 2 10,379 4 010,5M010,6M010,77M010.8 010,90 010,10710,11710,12M10,13 710,14 MH10,15Mh10,16
My My o T 31, g 0 s 6 1T g 7 0 g TP o TP 10Ty 1 P00y 10 P01 137701 14700115700 106
M0 1 M5 2 5 31 4 Wy 5T g 1 5 7115 9T 5 o5 100y 111010 1001 13101 147105, 15770 5 16
I3 1003 5 T3 3P0 3 g P 3 TV 3 TP 5 o 1T TP 3 1T 3 4170 3 4 PP 3 10 PP 5 131005 141005 15105 16
Mg 1T 4 o I 31T g g T4 sTT 4 110 4 77T 4 g 1T 4 9 104 07T 4117014, 12 P00 413700141 47T 415171416

M5 115 2 M5 3005 4 W5 5T 5 1T 5 7 s g5 o P05 1 TT s 11105 10 M5 13110y 5 14 P00, 5 157705 1

My6,1M06,2M06,3M16,4MM16,5M16,6MM16,7M16,8M16,0MM16,10M16,11M16,12M16,13M16,14M 6,156 16 |

=[0100110111110100]+[1111010011011111]

The corresponding matrix representations for the 16 matrix columns are:

Matrix One for Column One

Table 9. Conditions for First Column of 16x16 Matrix

miy | My | M3y | My | msy | Mg | Mgy | Mgy | Moy | Mgy | My | Mpg | Mysg | Mgy | Plisg | Mg | 41 | bit ]
1 10]0]0]0]1 1 1 |0 1 1 1 0 0 1 I | 1] 1
0O]O0 |01 ]0]1 1100 1 1 1 1 0 1 I 0] 1
0|1 ]1]0]0]10]01]0]1 1 1 0 0 1 0 0 |[0] O
1 1101 1 101 110 1 1 0 1 1 0 1 |1] 1
1 0] 1 1 0] 1 1 0] 1 1 0 1 1 0 1 1 0] O
0] 1 1101 1101 1 0 1 1 0 1 1 0 |[0] 1
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A row-reduced matrix:

bit 1

i

M6

mis.a

mi41

mis.a

miza

mip

mio.a1

Moy

mgi

my;

Me1

ms;

My

ms;

nyi

mi

Matrix Two for Column Two

Table 10. Conditions for Second Column of 16x16 Matrix

bit 2

5

62

miso

nmi4o

mi3o

mzo

my»

mio2

Mmoo

mgo

mqp

Meo

msy

Mgy

msp

nmy

mis

A row-reduced matrix:

bit 2

b

62

miso

nmi4o

mi3o

mzo

myn

mio2

Mmoo

mgo

mqp

Meo

msy

myo

msp

nmy

mis

Matrix Three for Column Three

Table 11. Conditions for Third Column of 16x16 Matrix

bit 3

i3

Mie3

mis3

mi43

mis33

miz3

mp3

mio3

mo3

mg3

my3

Me3

ms3

Mmy3

ms3

ny3

m3
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A row-reduced matrix:

bit 3

i

mie3

ms3

nmi43

m33

miz3

my3

mo3

mo3

mg3

m73

Me3

ms3

My3

ms3

ny3

m3

Matrix Four for Column Four

Table 12. Conditions for Fourth Column of 16x16 Matrix

bit 4

Iy

Mie4

mis4

44

mi34

miz4

Mmyi4

mio4

e

mgy

mz4

Mea

Msy

Mgy

LAY

N4

miq

A row-reduced matrix:

bit 4

Iy

Mie4

mis4

44

mi34

miz4

Mmyi4

mio4

Mgy

mgy

mz4

Meg

Msy

Mgy

LAY

N4

miy

Matrix Five for Column Five

Table 13. Conditions for Fifth Column of 16x16 Matrix

bit 5

is

Mie.s

miss

mMi4s

mis;s

mis

mys

mios

mos

mgs

mss

Mes

mss

mys

mss

ns

ms
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A row-reduced matrix:

bit 5

is

Mie.s

miss

Mi4s

mis;s

mis

mys

mios

mos

mgs

mss

Mes

mss

mys

mss

nys

ms

Matrix Six for Column Six

Table 14. Conditions for Sixth Column of 16x16 Matrix

bit 6

lg

Mie.6

mise

mMise6

mi3e

mize

M6

mioe

Mos

mge

mse

Moo

mse

Mye

mse

e

mie

A row-reduced matrix:

bit 6

I

Mie.6

mise

mMise6

mi3e

mize

M6

mioe

Mos

mge

mse

Moo

mse

Mye

mse

e

mie

Matrix Seven for Column Seven

Table 15. Conditions for Seventh Column of 16x16 Matrix

bit 7

iy

Mieq

misz

mi47

mis3z

mizg

mi 7

mioz

mo7

mg7

my7

Me7

msy

Uy

msz

ny7

mi7
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A row-reduced matrix:

bit 7

iy

Mieq

misz

M4z

mis3z

mizg

mi 7

mioz

mo7

mg7

my7

Me7

mss

Uy

msz

ny7

mi7

Matrix Eight for Column Eight

Table 16. Conditions for Eighth Column of 16x16 Matrix

bit 8

i

nie.8

msg

nisg

mi3g

nirg

my; g

mjos

mog

mgg

msg

Meg

msg

Mmyg

nsg

nog

mg

A row-reduced matrix:

bit 8

i

nie.8

msg

nisg

mi3g

nirg

my; g

mios

mog

mgg

msg

Meg

msg

Mmyg

nsg

nog

mg

Matrix Nine for Column Nine

Conditions for Ninth Column of 16x16 Matrix

Table 17.

bit 9

)

Mie.9

miso

49

misz9

miz9

mi9

mio9

U

mgg

ms9

Mgy

msg

Ma9

ms9

n9

mig
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A row-reduced matrix:

Mg | Myg | M3g | Mag | Mso | Meo | Miz9 | Migg | Moo | Mygo | Myt | Mino | Mizo | Miao | Misg | Miee | Go | bit 9
11]0]0]0]O0 1 1 10 1 1 1 0 0 1 1 (0] O
0]0] 0] 1 0 1 1 010 1 1 1 1 0 1 1 |0 1
0 1 0O]0]O0]0]1 011 1 1 0 0 1 0 0 |0 1
Ojo0joO0jO]1]0]0]O0 1 0 0 0 0 0 0 1 [0 O
0] 011 0] 0 1 1 1 1 1 0 1 0 0 1 1 |0 O
Oj]o0joO0Oj]O]O]O]O0O]|0]0O0 0 0 0 0 0 0 0O |1] O

Matrix Ten for Column Ten

Table 18. Conditions for Tenth Column of 16x16 Matrix
migo | Mayo | Msa0 | Mago | Msio | Meio | Mri0 | Msao | Moo | Miogo | Mirnio | Mizio | Mizi0 | Miaio | Misio | Mieao | i | Dbit
10
1 0] 0] 0] O0 1 1 1 0 1 1 1 0 0 1 1 |10
01010 1 0 1 1 0] 0 1 1 1 1 0 1 1 0] O
0 1 0|1 0] 010 1 0 1 1 1 0 0 1 0 0 |01
1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 |11
1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 (0|0
0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 |0]O
A row-reduced matrix:
my 10 my 10 ms 10 My 10 ms 10 Mg.10 mz10 msg 10 Mo 10 mio,10 m|]’]0 mi2 10 my3 10 mi4,10 mys 10 My, 10 i]o blt
10
1 0] 0] 010 1 1 1 0 1 1 1 0 0 1 1 10| 1
0] 010 1 0 1 1 01]0 1 1 1 1 0 1 1 10| 0O
0 1 0]01] 0] O0 1 0 1 1 1 0 0 1 0 0 |0 1
0] 0] 01]O0 1 0] 010 1 0 0 0 0 0 0 1 |0 O
0] 0 1 0] 0 1 1 1 1 1 0 1 0 0 1 1 [0 1
Oj]o0j]O0O]O]O|O|O0]0]0O 0 0 0 0 0 0 0 | 1|1
Matrix Eleven for Column Eleven
Table 19. Conditions for Eleventh Column of 16x16 Matrix
my 1 my 11 ms 1 my 11 ms 11 Mg 11 ms 11 mg 11 Mo 11 mio,11 m”,” mi2 1 mys 1 Mg 11 mis 11 M6, 11 i][ blt
11
1 0] 0] 010 1 1 1 0 1 1 1 0 0 1 1 |11 0
0] 010 1 0 1 1 01]0 1 1 1 1 0 1 1 10| 0O
0 1 0]01]01]O0 1 0 1 1 1 0 0 1 0 0 |0 1
1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1110
1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 [0 O
0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 |0] 1
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A row-reduced matrix:

miy | man | msa | man | msa | men | maa | msa | moyy | muon | My | mian | musg | muan | musg | mien | in bit
11
1 0] 0] 010 1 1 1 0 1 1 1 0 0 1 1 [0 1
0] 01O 1 0 1 1 01]0 1 1 1 1 0 1 1 10| 0O
0 1 0]01] 0] O0 1 0 1 1 1 0 0 1 0 0 |01
0] 0|01 O0 1 0] 010 1 0 0 0 0 0 0 1 |0 1
0] 0 1 0] 0 1 1 1 1 1 0 1 0 0 1 1 10 1
OojojojO0OjO|lO|LO0O]O0]O 0 0 0 0 0 0 0 |11
Matrix Twelve for Column Twelve
Table 20. Conditions for Twelfth Column of 16x16 Matrix
my 2 my 12 ms 12 my 12 ms 12 Mg 12 m7 12 msg 12 Mo 12 mio,12 m|]’]2 mia 12 mi3 12 Mg 12 mis 12 My, 12 i]z blt
12
1 0]0] 010 1 1 1 0 1 1 1 0 0 1 1 |1] 0
0] 010 1 0 1 1 0] 0 1 1 1 1 0 1 1 [0 1
0 1 0]01] 0] O0 1 0 1 1 1 0 0 1 0 0 |0 1
1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1110
1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 [0 1
0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 |0 O
A row-reduced matrix:
m My | Moy | maya | mspn | Meya | man | msaa | mogn | miosz | Mina | minan | miza2 | muane | misie | mien | i bit
12
1 0 0 010 1 1 1 0 1 1 1 0 0 1 1 10 0
0] O 0 1 0 1 1 0] 0 1 1 1 1 0 1 1 |0 1
0 1 0 01010 1 0 1 1 1 0 0 1 0 0 |0 1
0] O 0 0 1 0] 01O 1 0 0 0 0 0 0 1 (0] O
0] 0 1 010 1 1 1 1 1 0 1 0 0 1 1 10| 0
0] 0 0 0] 0]0]0]07]O0 0 0 0 0 0 0 0 |[1]0
Matrix Thirteen for Column Thirteen
Table 21. Conditions for Thirteenth Column of 16x16 Matrix
m my, msys | mags | msas | meus | maas | msas | Moas | mihogs | My | Mz | musas | muaas | musgs | mhes | D bit
13
1 0] 0] 010 1 1 1 0 1 1 1 0 0 1 1 1110
0] 01O 1 0 1 1 0] 0 1 1 1 1 0 1 1 [0 O
0 1 0]01] 0] O0 1 0 1 1 1 0 0 1 0 0 |0 O
1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 |11
1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 |0 O
0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 |0] 1
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A row-reduced matrix:

myys | mags | maas | mags | msas | mens | maas | mgas | mos | mugas | Munis | muogs | musas | mags | misas | miens | 6 bit
13
1 0] 0] 010 1 1 1 0 1 1 1 0 0 1 1 |0 O
0] 01O 1 0 1 1 01]0 1 1 1 1 0 1 1 10| 0O
0 1 0]01] 0] O0 1 0 1 1 1 0 0 1 0 0 |0 O
0] 0|01 O0 1 0] 010 1 0 0 0 0 0 0 1 |0 1
0] 0 1 0] 0 1 1 1 1 1 0 1 0 0 1 1 |0 O
OojojojO0OjO|lO|LO0O]O0]O 0 0 0 0 0 0 0O |1]| O
Matrix Fourteen for Column Fourteen
Table 22. Conditions for Fourteenth Column of 16x16 Matrix
Mg | Moa | M3aa | Mags | Msya | Mena | Mygs | Mgia | Moja | Migns | Mypia | Mious | Mizua | Miags | Misgs | Migs | iia bit
14
1 0] 0] 0] 0 1 1 1 0 1 1 1 0 0 1 1 |11
0] 010 1 0 1 1 01]0 1 1 1 1 0 1 1 10] 1
0 1 001|071 O0 1 0 1 1 1 0 0 1 0 0 |0 O
1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 |1] 1
1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 |0 O
0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0O |0 O
A row-reduced matrix:
Mg | Moa | M3aa | Mags | Msya | Mens | Myga | Mgia | Moja | Migs | Mypis | Mioua | Mizua | Miags | Misgs | Migs | iia bit
14
1 0]0] 010 1 1 1 0 1 1 1 0 0 1 1 |0 1
0] 010 1 0 1 1 01]0 1 1 1 1 0 1 1 10 1
0 1 0]01] 0] O0 1 0 1 1 1 0 0 1 0 0O |0 O
0] 0] 0] O0 1 0] 010 1 0 0 0 0 0 0 1 0] 1
0] O 1 0] O 1 1 1 1 1 0 1 0 0 1 1 [0 O
Oj]o0jJO0Oj]O]O|O|O0]0]O 0 0 0 0 0 0 0O |1]|O0
Matrix Fifteen for Column Fifteen
Table 23. Conditions for Fifteenth Column of 16x16 Matrix
myys | mags | maas | mags | msas | mens | maas | msas | moas | muoas | Mungs | mogs | musas | maas | misas | mheas | his bit
15
1 0] 0] 010 1 1 1 0 1 1 1 0 0 1 1 |1] 1
0] 01O 1 0 1 1 0] 0 1 1 1 1 0 1 1 |0 O
0 1 0]01] 0] O0 1 0 1 1 1 0 0 1 0 0 |0 O
1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 |[1] 0
1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 10] 1
0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 |0 1

39




A row-reduced matrix:

myys | mags | mays | mags | msys | mens | maas | msgs | mogs | muegs | Myigs | mags | musgs | mags | musas | mhens | his | bit
15
1 0] 0010 1 1 1 0 1 1 1 0 0 1 1 (0] 1
0100 1 0 1 1 00 1 1 1 1 0 1 1 10| 0
0O/1],]0]0]0]0]1]O0]1 1 1 0 0 1 0 0 |0] O
0] 0]01]O0 1 0] 01]0 1 0 0 0 0 0 0 1 0] 1
0[O0 |1 ]0]0]1 1 1 1 1 0 1 0 0 1 1 10| 0
0] 0]0[0]0]0]01]0]0 0 0 0 0 0 0 0 [1] 0
Matrix Sixteen for Column Sixteen
Table 24. Conditions for Sixteenth Column of 16x16 Matrix
Miye | Mot | Msae | Mats | Msie | Meis | M7a6 | Msie | Mots | Mions | Mitie | Mizie | Misie | Miaie | Misis | Misis | he | bit
16
1 0[]0 ]0]O0 1 1 1 0 1 1 1 0 0 1 1 [1] 1
0] 0] 0 1 0 1 1 010 1 1 1 1 0 1 1 (0] 1
O/ 1,0]0]0]0]1]0]1 1 1 0 0 1 0 0 |0 1
1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 | 1] 1
1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0] O
0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 |0 1
A row-reduced matrix:
miye | Mot | Msae | Mats | Msie | Meis | M7a6 | Msie | Mots | Mions | Mitie | Mizie | Misge | Miaie | Misis | Misis | he | Dit
16
1 0] 0]01|O0 1 1 1 0 1 1 1 0 0 1 1 0] O
0] 01]0 1 0 1 1 0] 0 1 1 1 1 0 1 1 0] 1
0O/1],]0]0]0]0]1]O0]1 1 1 0 0 1 0 0 |0 1
0] 0]01]O0 1 0] 01]0 1 0 0 0 0 0 0 1 0] O
00 1 00 1 1 1 1 1 0 1 0 0 1 1 (0] 1
O] 0]0[0]0]0]0]0]0 0 0 0 0 0 0 0 [1]1

The 96 equations implied by Tables 9 through 24 have 256 unknown matrix entries and
The row-
reduced matrices imply solutions for the upper five matrix rows as functions of the
bottom 11 matrix rows. However, the nonsingularity requirement cannot be met. To see
a reason, start with a deterministic solution for the initialization vector from the right-
most bottom row pair in the row-reduced matrices. This result is 0100000101100001.
Since the sum of the first 16 positions in the last three rows of Table 1 is all-zero, the
chained transformations must sum to an all-zero vector. Knowledge of the initialization
vector permits this computation to be made as shown in the following set of

16 initialization vector entries, along with the nonsingularity restriction.

computations.
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Row Input Vector Output vector

4 1101101101101101 1101111101001101
Initialization vector: 0100000101100001
Sum; (result of matrix multiplication) 1001111000101100

5 1011011011011011 1111010011011111
Previous result: 1101111101001101
Sum; (result of matrix multiplication) 0010101110010010

6 0110110110110110 0100110111110100
Previous result: 1111010011011111
Sumyj (result of matrix multiplication) 1011100100101011
Sum; + Sum, + Sums: 0000110010010101

The final summation vector should be all-zero to support nonsingularity, and it is not.
This contradicts the computation for the initialization vector, and the result proves that no
nonsingular 16x16 matrix can meet the input/output requirements.

48x48 Matrix

There are solutions for 48x48 nonsingular matrices that meet the requirements. This is
known because they can be based on the solutions for the 24x24 matrices previously
derived. The construction of the solutions is based on the decomposition shown below:

M. = M, M,
48 =
| MM,
a1
. MM,
My = a
_M0M24

Here, Mys is the new matrix, My is a previously derived 24x24 matrix, M ;j 18 its inverse,

and M, represents 24x24 all-zero matrices. The initialization vector can be constructed
by replicating the 24-bit transform initialization vectors. For example, the initialization
vector corresponding to that used in Eq. 27 is expressed mathematically as:

28 +2% 42304 2% 4+ 2184212405+,

Here, i is the 6x6 initialization vector. The proof that this construction meets the
pertinent requirements is that the first 24 bits will generate the same result as that
obtained for Ma4 for the first 24 output bits and will contribute nothing to the second 24
output bits. Note that the first 24 input/output pairs are independent of each other, since
there is no chaining between the two segments. The second 24 input bits will not
contribute to the first 24 output bits because of the all-zero matrix in the lower left.
These 24 bits will generate the same result as that obtained for M4 for the second 24
output bits, since there is no other contribution excepting the initialization vector.
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Appendix B: Additional Pre-Arm Inversion Ranks that Divide 24

Table 1 indicates the conditions that must be met for compliance with the current System
2 specification. However, it is also of interest to investigate correspondence with the
“Pre-Arm” portion of the System 2 specification, which is limited to the first two rows of
Table 1. This is because inverting the Pre-Arm information to obtain Unique Signal
information must not be easy to generate accidentally by any matrix. For this reason, the
study described in this Appendix was undertaken, and work on inversion ranks that

divide 24 will continue as resources allow.

An example of one of the most straightforward inversion matrices that hase been found

so far (and which meets the conditions of th

(output +011100010101110001000111) x

42

e first two rows of Table 1) is:

100000000000000000000000 |

110000000000000000000000
001110000000000000000000
000110000000000000000000
000010000000000000000000
000001110000000000000000
000000100000000000000000
000000010000000000000000
000000001000000000000000
000000000100000000000000
000000000010000000000000
000000000011100000000000
000000000000100000000000
000000000000010000000000
000000000000001000000000
000000000000000100000000
000000000000000110000000
000000000000000111000000
000000000000000111100000
000000000000000000010000
000000000000000000001000
000000000000000000000100
000000000000000111101010

000000000000000000000001 |

= input
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