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Abstract

When an individual requests access to a restricted area, his identity must be verified.
This identity verification process has traditionally been performed manually by a
person responsible for maintaining the security of the restricted area. In the last few
years, biometric identification devices have been built that automatically perform this
identity verification. A biometric identification device automatically verifies a per-
son’s identity from measuring a physical feature or repeatable action of the individual.
A reference measurement of the biometric is obtained when the individual is enrolled
on the device. Subsequent verifications are made by comparing the submitted
biometric feature against the reference sample. Sandia National Laboratories has
been evaluating the relative performance of several biometric identification devices by
using volunteer test subjects. Sandia testing methods and resuits are discussed.
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A Performance Evaluation of Biometric
Identification Devices

Introduction

In many applications, the current generation of
biometric identification devices offers cost and per-
formance advantages over manual security proce-
dures. Some of these applications are: physical access
control at portals, computer access control at termi-
nals, and telephone access control at central switching
locations. An installation may have a single, stand-
alone verifier which controls a single access point, or
it may have a large networked system which consists
of many verifiers, monitored and controlled by one or
more central security sites.

Establishing how well a biometric identification
device operates should be an important consideration
in any security application. Performance data, how-
ever, is neither easy to obtain nor to interpret. Be-
cause there are no test standards yet to test against,
test methods must be well documented. To measure
its theoretical performance limit, a verifier could be
tested in an ideal environment with robotic simula-
tion of biometric data. The results of such a test
would probably differ greatly from its real-world
performance. The human element greatly affects the
performance of any identity verifier. Environmental
factors such as noise, light, electromagnetic radiation,
moisture, dust, and temperature could also affect the
verifier’s performance.

Sandia began its latest verifier test series in
November, 1989. Nearly 100 volunteers attempted
many verifications on each machine. Environmental
conditions were nominal, as the tests were all per-
formed in a laboratory room for the convenience of
the test volunteers. The biometric features used by
the suppliers of the latest generation of verifiers in
the Sandia tests include:

1. Fingerprint by Identix, Inc.!
2. Hand geometry by Recognition Systems, Inc.?

3. Signature dynamics by Capital Security Sys-
tems, Inc. Sign/On Operations.® (Formerly
Autosig Systems, Inc.)

4. Retinal vascular pattern by EyeDentify, Inc.*
5. Voice by Alpha Microsystems, Inc.®

6. Voice by International Electronics, Inc.® (For-
merly ECCO, Inc.)

General Test Description

Statistics have been compiled on false-rejection
error rates and false-acceptance error rates for each
verifier. The error rates are described as a percentage
of occurrence per verification attempt. “Attempt” is
used in this report to describe one cycle of an indi-
vidual using a verifier as proof of being a validly
enrolled user (enrollee). Most verifiers allow more
than one try per attempt. “Try” describes a single
presentation of an individual’s biometric sample to
the verifier for measurement. “False-rejection” is the
rejection of an enrollee who makes an honest attempt
to be verified. A false-rejection error is also called a
Type I error. “False-acceptance” is the acceptance of
an imposter as an enrollee. A false-acceptance error is
also called a Type II error. False-acceptance attempts
are passive; these are cases where the imposter sub-
mits his own natural biometric, rather than a simu-
lated or reproduced biometric of the enrollee whose
identity is claimed. To sum up:

false-rejection error = Type I error = rejection of
an enrollee

false-acceptance error = Type II error = accep-
tance of an imposter.



Each verifier in the test is a commercially avail-
able unit. Because of the differences in these units
and because we needed an equitable basis of compar-
ison, we attempted to modify some of the units. One
goal was to have each verifier report a final decision
score for every verification try. Although the manu-
facturers were generally cooperative, it was not pos-
sible to achieve all our goals within the time and
budget constraints of the testing. The Identix finger-
print verifier did not generate score data at all. The
Capital Security signature verifier scores were not
directly related to the accept or reject decision be-
cause of some additional decision making after the
scores were generated. If a biometric testing standard
ever becomes a reality, it should include a section on
score data generation and reporting.

Software and/or firmware modifications were
made by the manufacturer on some units to allow
Sandia to collect the desired test data. All verifiers
and specified modifications were purchased by Sandia.
Where possible, each verifier was set up in accordance
with the manufacturer’s recommendations. In most
cases, a representative from each manufacturer vis-
ited the testing laboratory to verify that his device
was properly set up. Where problems were pointed
out, attempts were made to rectify them. Some at-
tempts were more successful than others within the
limits of our test facility resources.

Testing and Training

The verifier tests at Sandia were conducted in an
office-like environment; volunteers were Sandia em-
ployees and contractors. A single laboratory room
contained all of the verifiers. Each volunteer user was
enrolled and trained on all verifiers. There were both
male and female volunteers and the efforts of both
were valuable to this study. However, for the purpose
of simplifying the text, we will use the term “his”
rather than “his/her.”

There is a learning curve for the proper use of a
biometric identification device. As a user becomes
more familiar with a verifier, his false-rejection rate
decreases. This curve differs for individual users and
verifiers. This learning effect was minimized for the
Sandia testing by training the individuals before the
test, by monitoring their performance, and by elimi-
nating the first few weeks of test data in the results. A

number of users were reenrolled on verifiers where
there was indication of below-average performance.
The transactions prior to the reenrollment were not
included in the test results. Some manufacturers
recommend that the users be reenrolled as many
times as necessary to produce the best enrollment
scores. We tended to limit reenrollments to known
problem cases due to the relatively short duration of
our test, and also to give the verifiers more nearly
equal treatment. Verifiers on which it is more difficult
to enroll would therefore tend to give somewhat less
than optimum performance in our test. This effect is
less significant for verifiers which modify the stored
reference template by averaging in the biometric
samples from successful verification attempts. The
EyeDentify and the Identix units are the two tested
verifiers that do not modify the reference template.

Other known errors were identified for removal
by instructing the users to note on a real-time
hardcopy printout any transaction where he made a
mistake, or was “experimenting” and did not feel that
the verification attempt was valid. A similar method
was used to identify invalid transactions on the false-
acceptance test. Many hours were devoted to identi-
fying and removing invalid transactions from the data
files. There is no doubt, however, that a small number
of unrecognized errors remain in the data.

The problem of selecting a representative test
user group is most vexing when testing biometric
identification devices. While the differences in phys-
iological and behavioral properties of humans are the
bases for the devices, these same differences can bias
test results between test user groups. The best solu-
tion to this problem seems to be to use many users
and to make numerous attempts. The larger the
numbers, the more likely the results will represent
true performance values. Relative performance must
be measured against absolute performance. A verifi-
er’s relative performance within a user group is gen-
erally easier to defend than is the absolute perfor-
mance.

No extraordinary incentives were offered the vol-
unteer users who performed the tests. Treats in the
test room were used to tempt users to remain active.
A drawing for a free lunch was offered to the regular
users. About 80 of the 100 enrolled users remained
fairly active in the tests. Work and travel schedules
accounted for the loss of some users. Qthers simply
became disinterested.



First Test Series: False-Rejection Testing

 users attempted verification on each machine
many times

* test period was three months long

« users were allowed up to three tries per verifi-
cation attempt.

Second Test Series:
Passive False-Acceptance Testing

« user submitted the personal identification num-
ber {PIN) of other users

« user then submitted his own natural biometric

« users were allowed up to three tries per verifi-
cation attempt.

Data Processing

The first step in the data processing was to
remove the invalid transactions that were noted on
the printed data logs generated at each verifier. The
data files were then processed to remove incomplete
records and to convert the data to a common format.
The data was sorted into individual user groups.
Records from users making less than six transactions
were deleted. User data obtained prior to user group
reenrollment on a verifier was also deleted.

Verification Action

A verifier can usually be configured to accept up
to three “tries” on a verification attempt. A “try” is
one cycle of the user presenting his biometric to the
verifier for measurement. To simulate verifier perfor- -
mance on one-, two-, and three-try attempt configu-
rations, our users were instructed to try a third time if
verification was not successful on the first or second °
try. Recorded time- of-day information allowed each
score to be identified as either a first, second, or third
try.

Up to three tries in a five-minute time interval
were considered one verification attempt. Additional
tries within this interval were ignored. Tries beyond
the five-minute interval were considered another ver-
ification attempt. At any given threshold value, a
score will produce either an accept or a reject. An
accept on the first try is counted as an accept for one-,
two-, and three-try configurations. An accept on the
second try is counted as a reject on a one-try config-
uration and an accept on a two and three-try config-
uration. An accept on the third try is counted as a
reject on a one and two-try configuration and an
accept on a three-try configuration. Three rejects are
counted as a reject on all three configurations. To sum

up:

Configuration Test Result
one-try two-try three-try

Accept on first try

Accept on second try

Accept on third try

No accepts with three tries

No accepts with less than
three tries

accept  accept accept
reject accept  accept
reject reject accept
reject reject reject

only actual rejects counted



The false-reject error rate is the ratio of false-
rejects to total attempts at verification. A false reject
will be represented as “FR” and is reported in this
document as a percentage value. Where transaction
score data was available, the FR was calculated for
each user for one-try, two-try, and three-try verifier
configurations over a range of possible thresholds.
The scores were used to find the number of errors that
would have occurred had the verifier test threshold
been set at each of the possible thresholds.

The false-accept error-rate is the ratio of false-
acceptances to total imposter attempts. It will be
represented as “FA” and was calculated for each user
over the range of possible thresholds and presented as
a percentage value.

The FR and FA for each verifier was calculated
by averaging the user-percent error rates at each
threshold value selected. The FA and FR error-rate
curves are shown in the next section, entitled “Results
of the Testing.” Where possible, error-rate curves are
shown for one-try, two-try, and three-try verification
attempts. These curves exhibit two general character-
istics. One characteristic is the non-zero value of the
crossover point of the FA and FR curves. A second
characteristic is the trend toward a lower rejection
rate as the number of tries at verification increases.
Both these characteristics force some tradeoffs in
using these verifiers.

The non-zero error value at the crossover point
means that there is no threshold setting where both
the FA and FR error-rates are zero. The user must
choose a threshold setting to fit the application. As
the threshold is moved toward tighter security (higher
rejection error rates), both imposters and valid users
face higher rejection rates. Both are rejected less
often when the threshold is moved toward lower
security. The point at which the FA and FR curves
cross over is referred to as the equal-error setting.
This single-value error rate has been accepted as a
convenient value to describe the performance of a
verifier in the Federal Information Processing Stan-
dards Publication (FIPS PUB) 83. This and other
single-value criteria have been used to characterize
verifier performance, but no single value can provide
much insight into the true performance capability of
any verifier. The FA and FR error-rate curves provide
much more insight into performance and should be
examined for suitability in any security application.

Multiple-try attempts at verification can improve
the performance of some biometric verifiers. The
rejection rate for valid users generally decreases faster
than the rejection rate for imposters, as more verifi-
cation tries are allowed. Valid users are generally
rejected because of inconsistent presentations of their
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biometric input. Additional tries allow the valid user
to correct the inconsistencies and to generate an
acceptable input that matches the reference template.
Imposters are generally rejected because their
biometric is not close enough to the reference to be
accepted. Additional tries increase the chances of
imposter acceptance if the biometric differences are
small enough to be masked by the inconsistent user
inputs and by tolerant threshold settings.

The Identix fingerprint verifier we tested did not
have a customer adjustable system threshold. While
individual thresholds could be adjusted, we did not
get any test data at other than the factory-set thresh-
old. The other verifiers tested did provide test score
data, but the Capital Security signature verifier scores
could not be used to generate error-rate curves be-
cause of a second calculation that it uses to make the
accept or reject decision.

Our transaction time results were obtained by
timing the users from when they touched the verifier
until the verification attempt verdict was given. The
users were not told that they were being timed. We
feel that the results reflect verification times that
would be typical in an actual installation. These times
are substantially longer than the minimum times of a
skilled user in a hurry.

Results of the Testing

Alpha Microsystems Results

Alpha Microsystems of Santa Ana, California
bought out Voxtron and is now selling an updated
system called Ver-A-Tel. This voice verification sys-
tem makes use of a personal computer (PC), which
contains the speech board hardware and the software
programs. User terminals are touch-tone telephones.
The Ver-A-Tel system is offered in two similar
versions: the telephone intercept system (TIS) and
the remote-access system (RACS). We tested the
public TIS version, but not the direct-line RACS
version.

The software supplied with the system provides
the necessary management functions to enroll and
delete users, to configure the system parameters, to
display activities and alarms and to generate reports.
Because this password-protected software is menu
driven, it allows the security manager to select op-
tions from the screen and to fill in the blanks to
configure the system. A supplied user’s guide provides
any additional information that might be needed.

Users were enrolled on the same touch-tone tele-
phone that was later used to access the system. Prior
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Figure 1. Alpha Microsystems Voice Verifer

Capital Security Systems, Inc.

Results

Capital Security Systems, Inc. of Columbia, MD
purchased the signature dynamics verifier line from
Autosig Systems, Inc. This verifier consists of a user
interface tablet and a controller which is designed to
integrate into a host-computer access control system.
The Capital security system offers products for both
physical entry control and data access control. The
user interface is similar for both applications. A
variety of hardware and software options allow the
system to function in applications from stand-alone
protection of a single entrance to networked, host-
based systems.

The user interface is a desk top tablet (~9 3/8 by
11 inches) that incorporates a digitizer tablet, a
magnetic stripe card reader, and a tethered pen. The
digitizer tablet (~2 1/2 by 5 inches) is the area where
the user actually signs his name with the tethered
pen. The system measures the dynamics of the user’s
signature to form the biometric template for enroll-
ment and verification.

The controller can function as a stand-alone
device with the user interface and door interface
hardware, but must be connected to a computer for
programming and user enrollment. An IBM PC or a
higher class, compatible computer with a serial port
and a floppy disk drive can be used. The computer
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class must match the controller interface require-
ment.

Software is provided to allow the security man-
ager to configure the system and to enroll users. A
menu-driven program provides the manager with the
necessary options. Before a user can be enrolled, a
user data record must be generated in the user data
file. The manager selects the options and fills in the
blanks to generate the record. For the model tested, a
magnetic stripe card was required for ID entry. It was
coded with the user’s PIN and provided to the user
for verifiers in this test series.

To enroll, the user must follow the illuminated
prompts on the interface tablet. First the user PIN is
entered with a swipe of his magnetic stripe card
through the card reader. Next, the user is prompted
to alternately sign on and wait while the system
generates a template. Finally, the user is prompted
when the sequence is complete. It normally takes two
signatures and one verification signature to enroll.
The signature must be within the marked digitizer
pad area, using the tethered pen. The system can be
used with a regular ball-point pen tip and a stick-on
paper sheet over the pad, or with an inert, inkless pen
tip system directly on the digitizer pad.

Verification is similar to enrollment. The user
PIN is entered with the magnetic card and the user
signs his name on the digitizer pad with the tethered



to enrollment, the security manager created a record
for each user and each was assigned a unique PIN. An
optional secret enrollment passcode, to prevent an
imposter from enrolling in place of the authorized
user, was not tested.

A phrase is required for enrollment and subse-
quent verification. The security manager can select
from a number of standard phrases on the menu
display; from this selection, he can allow the user to
make up his own phrase. There are some restrictions
on user-selected phrases, such as the minimum and
maximum length and the optimum number of sylla-
bles. These options are discusssed in the User’s Guide
which is supplied with the system.

Voice verifier manufacturers are quick to point
out that security is enhanced if each user has a secret
phrase. These manufacturers, however, do not ad-
dress the problem of how to keep a phrase secret that
must be uttered into a microphone. On the other
hand, it is certainly less likely that an imposter would
be accepted if he does not know the proper phrase. It
is even plausible that a valid user could have a lower
false-reject error rate with a chosen phrase that was
more natural or familiar to him. The objective of our
test was to measure the ability of the system to verify
users based solely on their biometric properties. Thus,
we assigned the same phrase to all users.

To enroll, a user calls the verifier telephone
number. The system answers and instructs the user to
enter his PIN on the touch-tone keypad. If the system
finds that the PIN belongs to someone who is not yet
enrolled, it tells the user what he must do to enroll.
This may include an instruction to enter the proper
enrollment passcode on the keypad. The user is
instructed to say the verification phrase a number of
times. The system performs checks on each response
and may prompt the user to be more consistent and to
repeat the phrase again. When the system parameters
for a successful enrollment are met, the system so
informs the user. A user template is generated from
the enrollment data and is stored for future verifica-
tion of the user’s identity. The system may tell the
user that the enrollment was better than most. This
indicates that the enrollment phrases were very con-
sistent. It is also possible for the user to fail. In this
case, the user is told to practice and try again. The
security manager can also check the enrollment scores
to get a measure of the enrollment performance.
Individual accept or reject thresholds can be set by

the security manager to compensate for differences in
user performance. This adjustment is made (plus or
minus) to the system threshold setting.

On verification attempts, an enrolled user’s PIN
is recognized by the system and is used to retrieve the
proper template from the enrollment database for
verification. The user is then prompted to say the
phrase for verification. Optionally, the new phrase
data may be averaged into the stored template to
update the template each time the verification is
successful. In time, if the user becomes more consis-
tent and the verification scores improve, the security
manager may opt to adjust the user threshold value to
a more secure value. Experienced users generally skip
the voice prompts because a preceding tone signals
the user that he can go ahead without further delay if
he does not need the voice instruction.

The time information given for the Alpha
Microsystems voice verifier is different from other
verifiers because it includes dialing a 5-digit tele-
phone number and waiting for the verifier to answer.
We included this scenario because the telephone
access method was also used in our test verifier. Other
access methods may result in different transaction
times. The minimum time of ~13 seconds was nec-
essary to perform the following steps:

» lift the phone and dial a 5-digit extension

 wait for the voice system to answer and generate
the tone prompts (without waiting for the sub-
sequent voice prompts)

« enter a 4-digit PIN on the phone keypad
* say “yankee doodle dandy”
* be verified.

The average user in our test took ~19.5 seconds
for a complete verification. This average includes
multiple-try attempts when this was required by the
system.

The crossover point where the one-try false-reject
and the one-try false-accept curves are equal has an
error rate of 6.5% at a threshold value of ~375. At the
test threshold setting of 300, the three-try, false-reject
error rate was 5.1% and the three-try, false-accept
error rate was 2.8%.

There were 5434 transactions in the false-reject
test and 2990 transactions in the false-accept test.
The results of these tests are shown in Figure 1.
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pen. A prompt then tells the user whether the verifi-
cation was successful or if another signature try is
necessary. Two tries are usually allowed. Each suc-
cessful verification is averaged into the reference
template to allow the system to accommodate long-
term changes in the user signature. This averaging
can be inhibited by the security manager.

Imposter testing consisted of each imposter en-
tering PINs by using the magnetic stripe badges of all
other users. The imposter knew the real user’s name
from the badge, but did not have a sample of the
user’s signature. The imposter was free to try to sign
the actual user’s name. As a matter of interest, we
attempted some verifications by tracing over valid
signatures. The scores were generally much worse
than other imposter attempts because of the impor-
tance of the signature dynamics in verification. None
of the tracing attempts were included in our test
results.

The time to perform a verification depends in
part on how long a user takes to sign his name. Our
users averaged ~ 15 seconds to verify on the Capital
Security system; this time includes PIN entry via a
swipe card reader and some multiple-try attempts as
required by the system. The minimum time observed
was ~12 seconds.

Error-rate curves are not shown because the Cap-
ital Security accept or reject decision process is more

than just a function of the transaction score. A second
decision calculation is performed on all tries that
produce a score between 16,000 and the verifier
threshold setting. The threshold was set at 21,000 for
our test.

All false-accept and false-reject error rates ob-
tained were from a count of the errors at the opera-
tional threshold:

False-Reject Error Rate Percentage
three-try 2.06%
two-try 2.10%
one-try 9.10%

False-Accept Error Rate Percentage
three-try 0.70%
two-try 0.58%
one-try 0.43%

The Capital Security is usually set up for two tries.

There were 3106 transactions in the false-reject
test and 6727 transactions in the false-accept test.
The Capital Security system error-rates are shown in
Figure 2.

10+
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Figure 2. Capital Security Signature Dynamics
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International Electronics (ECCO
VoiceKey) Results

International Electronics, Inc. of Needham
Heights, MA purchased ECCO Industries, Inc. of
Danvers, MA and now markets the ECCO VoiceKey.
The VoiceKey is a self-contained, wall-mounted user
interface that communicates with a controller over a
copper wire cable. The user interface contains an
alphanumeric display, keypad, a microphone, an au-
dible beeper, and indicator lights. Keys, displays, etc.
allow all necessary functions to be performed at the
user interface. Some of these functions are user en-
rollment and system management.

The user interface and controller can operate in a
stand-alone mode to provide security at a single entry
point, or can be networked through a network con-
troller to other units in a security system. A VoiceKey
network has a master voice reader and slave voice
readers. The master voice reader is normally used for
all enrollments and programming, which are then
downloaded to the slave readers. Enrollment and
programming can be performed at any slave, but it
cannot be downloaded to any other reader. A printing
capability allows audit information to be output to a
printer connected to the controller of the master
reader.

User enrollment is normally performed at the
master voice reader by a security manager who is
authorized to enter the programming mode. This
authorization must be verified by voice before the
programming mode can be entered. Programming is
accomplished by keypad key inputs. Message displays
and lights provide feedback to the programmer as the
program steps are entered. A supplied programming
manual provides complete information on the pro-
gramming procedures. A user program allows new
users to be added. This option requires the security
manager to enter a unique PIN to access zone data
and to enter the user authorization level for the new
user. The reader then displays a series of message and
colored-light prompts for the new user to initiate the
sequence and to say his password several times. A
red/green light display at the end of the enrollment
sequence informs the new user of failure/success in
enrolling. (This frustrates color-blind users who can-
not distinguish between the red and green colors.) If
successful, the new user can practice using his pass-
word as desired. Each successful verification causes
the user’s template to be modified by the new input.

Verification can be accomplished in ~5 seconds.
Users averaged ~6.6 seconds per one-try attempt; in
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this time, they were able to enter a 4-digit PIN on the
keypad and to utter the single password.

The crossover point where the one-try, false-
reject curve and the one-try, false-accept curve are
equal has an error-rate of 8.2% at a threshold value of
100. Only one-try, false-accept data was obtained for
the VoiceKey verifier. There are three user thresholds
available for the VoiceKey verifier. Security level 1 is
a threshold of 75, level 2 is a threshold of 65 and level
3 is a threshold of 55. At the test threshold setting of
75, the three-try, false-reject error rate is ~4.3%, and
the one-try false-accept error-rate is ~0.9%.

Voice verifier manufacturers are quick to point
out that security is enhanced if each user has a secret
phrase. These manufacturers, however, do not ad-
dress the problem of how to keep a phrase secret that
must be uttered into a microphone. On the other
hand, it is certainly less likely that an imposter would
be accepted if he does not know the proper phrase. It
is even plausible that a valid user could have a lower
false-reject error rate with a chosen phrase that was
more natural or familiar to him. The objective of our
test was to measure the ability of the system to verify
users based solely on their biometric properties. Thus,
we assigned the same phrase to all users.

We experienced high, false-rejection error rates
with the assigned password. The manufacturer’s rep-
resentative suggested that each user be allowed to
choose a password familiar or comfortable to him. We
gave additional training and reenrolled ~15% of the
users that were experiencing the most trouble with
verification. On reenrollment, the users could choose
from several suggested words. Some were allowed to
select a word of their choice. This effort did produce
better verification scores for many of the individuals
after they were reenrolled. We were unable to corre-
late the effect of reenrollment on the long-term, false-
rejection error rates. Several variables remain in the
verification process. As the user becomes more famil-
iar with a password, he would be expected to get more
consistent in its use. The user’s reference template is
also modified for each successful verification, and
thus should improve the verification scores of consis-
tent users. An analysis of entire user group perfor-
mance before and after reenrollment, however, did
not show a significant improvement over time.

There were 4871 transactions in the false-reject
test and 3270 transactions in the false-accept test.
The graphical results of these tests are shown in
Figure 3.
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Figure 3. International Electronics Voice Verifier

EyeDentify Verify Mode Results

The retinal pattern verifier in this test series was
Model 8.5, manufactured by EyeDentify, Inc. of Port-
land, Oregon. The verifier includes a reader and a
controller. The reader contains an aperture where the
user looks to align his eye with an optical target,
which appears as a series of circles. As the user moves
his eye around, the circles become more or less
concentric. Proper alignment is achieved when the
circles appear concentric and the user is looking at the
center of the circles. The reader also contains a
display, a keypad, and an insertion reader for mag-
netic stripe cards. A copper cable connects the reader
to a controller box that contains processing and
interface electronics.

The controller can function as a stand-alone
device with the user interface and door interface
hardware, but must be connected to a computer for
programming and user enrollment.

Two readers were tested. Reader 1 was set up to
operate in the verify mode using a PIN entered via an
insertion card. Reader 2 was set up to operate in the
“hands-free” recognize mode. The results for Reader 1

are discussed in this section, and the results for
Reader 2 are discussed in the following section enti-
tled: “EyeDentify Recognize Mode Results.”

The software allows the security manager to con-
figure the system and to enroll users. A menu-driven
program provides the manager with necessary op-
tions. Before a user can be enrolled, a user data record
must be generated in the user data file. The manager
selects the options and fills in the blanks to generate
the record. Once the record generation in the enroll-
ment sequence is completed, a message instructs the
user to enroll. The new user then aligns the optical
target in the viewing aperture and presses the “EN-
TER” key on the keypad to initiate the eye-scan
sequence. Each subsequent scan generates a score on
the computer display and allows the security manager
to accept or reject it. The user template is generated
from an average of the accepted scans on enrollment.
This template is not modified by subsequent verifi-
cations, so it is important to take some care during
enrollment and not to accept scores below the mid
70s. It is not difficult for most properly instructed
users to score above 80.
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The user’s PIN must be entered for verification.
The EyeDentify 8.5 allows either manual entry on the
keypad or automatic entry by using the card reader.
QOur tests used the card entry option. The average
time for our users to perform the verification process
was ~7 seconds. This time included some multiple-
try attempts and the removal of glasses by some users
after inserting their card. The quickest times were
around 4.5 seconds.

The false-reject error rates for EyveDentify Model
8.5 in this test are significantly less than for the
Model 7.5 we tested in 1987. There are two differences
between the models we tested that could account for
the decrease in these errors:

1. Improved data acquisition software for Model
8.5 now tests for eye fixation before accepting
a scan. This feature reduces the chance of a
rejection due to eve movement.

2. The Model 7.5 we tested used only keypad
PIN entry, while the Model 8.5 we tested
used magnetic card PIN entry.

The verify mode crossover point, where the one-
try, false-reject error rate and one-try, false-accept

error rate are equal, was ~1.5% at a threshold of ~45
for Model 8.5. At the test threshold setting of 70, the
three-try, false-reject error rate was 0.4“. No false-
accepts were recorded at this threshold value. There
were H134 transactions in the false-reject test and
4196 transactions in the imposter test. The test re-
sults for Reader 1 are shown in Figure 4.

EyeDentify Recognize Mode

Results

A unique option of the Model 8.5 verifier is the
“hands-free” mode of operation. While the verifier is
operating in this mode, the user merely peers into the
viewing aperture and aligns an optical target by
positioning his head. The verifier senses the user’s
presence, lakes a scan, and decides whether or not the
scan data is from an eve. If a digital pattern is
generated from an eye, the verifier searches the
template data base for a match. If a match is found,
the verifier recognizes the user as valid. Otherwise,
the user is requested to “REPEAT” up to two more
tries until a valid match is found. The user is rejected
if a match is not found in three tries.
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No timing information was taken for the recognize-
mode operation because there is no precise point that
can be observed when the user initiates the sequence.
The user peers into the aperture, aligns the target,
and waits for the target to turn off at the end of the
scan. The auto-scan feature eliminates the need to
insert the magnetic card and press the START but-
ton, cutting ~2 to 3 seconds from the verify-mode
transaction time. We had a user database of ~100
users that had to be searched to find a matching
template for each transaction. This searching did not
add a noticeable time delay to the transaction. Larger
databases will add more search time to each transac-
tion.

The threshold was set to 75 for the recognize
mode of operation. This means that any scan that
produces a score of 75 or less is rejected as not being
a member of the enrolled user base. A score of greater
than 75 causes an accept, and the name of the
identified user is displayed on the reader.

There were 5072 transactions recorded on the
recognize-mode reader. A transaction is defined as
any scan the machine decides meets the minimum
criteria to be an eye. None of these scans resulted in a
false accept. This result is especially significant be-
cause the 100 user database multiplies the possible
matches to over half a million!

False-reject information cannot be reported on
the “hands-free” recognize reader because there is no
PIN associated with a reject that can tie it to a user.
No doubt the false-reject rate is significantly higher in
the recognize mode because the user does not control
the start of the scan. In many attempts, the scan
started before the user had the target properly
aligned. With practice, most users learned to use the
recognize mode to their satisfaction. EyeDentify has
now modified their acquisition software to allow users
more time to align the target. This change should
lower the false-reject error rate.

Identix Results

The fingerprint verifier evaluated in this test was
the TouchLock, manufactured by Identix, Inc. in
Sunnyvale, California.

The user interface to the Identix system is a
sensor module that contains the finger platen/scanner
hardware, a display, a keypad and communications
electronics. This module is ~8.2 inches wide, 4.4
inches tall, and 3.9 inches deep. The sensor module
communicates with a remote processor module over a
copper wire cable. The remote module contains the
processor, memory, input/output hardware, and com-
munications hardware to support stand-alone opera-
tion at a single entry point or in a network environ-

ment. Our test verifier was connected to a host
computer with the Identix TouchNet software sup-
port system. It also was connected to a magnetic-
stripe, swipe-card reader via its built-in card reader
interface. The card reader was used to enter user PIN
information for verification attempts.

The Identix supplied software is a password-
protected, menu-driven program for IBM PC and
compatibles. It provides the capability to configure
the system, to set up user records, and to generate
reports.

User enrollment is performed at the sensor mod-
ule. A security manager must first be verified by a
fingerprint scan before the enrollment mode can be
entered. Messages on the sensor module display pro-
vide user prompts and status information. A unique
PIN must be entered for the new user, followed by a
number of finger scans that allow the system to
generate a template. If the enrollment is successful, a
quality rating is displayed. The manager can accept or
reject the enrollment at this point. The manufacturer
recommends that only “A” or “B” quality ratings be
accepted. A “C” rating is the least desirable. If the
enrollment is unsuccessful, the system informs the
user, who is invited to try again. The templates are
not modified by subsequent verifications, so if prob-
lems appear, the user should be enrolled again.

We accepted some “C” enrollments for our test.
We retrained and reenrolled users that experienced
the most problems with verification. The reenrollment
did not always result in a higher quality rating. A
number of our users appear to have poor quality
fingerprints that would not produce good results,
even when other fingers were tried. Another problem
was caused by low humidity during our test period.
User’s skin would dry out to the point where the
system could not verify the user. Lotion or skin
moisturizer often solved the dryness problem.

Our users all had the factory-default verification
threshold of 125. The host system software allows the
security manager to change individual threshold val-
ues, but we did not exercise this option. Qur test
results do not include the error-rate curves because
this verifier did not generate verification score infor-
mation. Only the percentages of false-reject errors
and the false-accept errors at the factory-default
threshold can be reported.

The lack of score data hampered our attempts to
quantify the Identix verifier. Enrollment quality rat-
ings were generated from groups of finger scans.
Individual scan quality was not available. Some clues
were available from prompts to position the finger
further up or down on the platen, but we could not
correlate the finger positioning to scan quality. Our
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false-rejection error rates were significantly worse
than the estimated error rates published in the
Identix TouchNet User’s Guide, supplied by Identix
with the TouchNet system. Identix indicates an esti-
mated single-try, false-rejection error rate of ~3%
for an enrollment threshold setting of 125. We expe-
rienced over 9 false-rejections for three-try at-
tempts with the 125 threshold setting. The cold, dry
weather effect on skin conditions in Albuquerque
could account for some of this difference. Individual
score data might have given us more insight into the
problem.

Our users averaged ~6.6 seconds for a card PIN
entry verification, including multiple-try attempts.
The fastest users verified in under 5 seconds.

Two identical readers were used in this test. The
two readers tested were set up for a maximum three-
try attempt and only reported a single accept or reject
transaction result for each attempt. If a user was
accepted on either the first, second, or third verifica-
tion try, the attempt was recorded as an accept. If a
user was rejected on all three tries, the attempt was
recorded as a reject. Individual-try data was not
available from the monitoring program.

Reader 1 logged 2248 verification attempts with a
false-reject error rate of 9.4% and no false accepts.
Reader 2 logged 2316 attempts with a false-reject
error rate of 9.5 and no false accepts. The number
of false-accept attempts was 3424. The false-reject
error rate equals the percentage of the three-try
false-rejects that occurred in the verification at-
tempts.

Recognition Systems, Inc.

Results

The Model ID3D-U hand-profile verifier manu-
factured by Recognition Systems, Inc. (RSI) of San
Jose, California was evaluated in this test. The veri-
fier houses the hand geometry reader and all the
electronics in one enclosure. Both the wall mount or
the desk top models are available. The reader has a
platen with guide pins to aid in proper hand place-
ment; an optical imaging system acquires the hand
geometry data. Displayed messages prompt the user
and provide status information. A keypad and an
insertion magnetic-stripe card reader record user data
input. This verifier can be configured for stand-alone
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operation or for use with a host processor. Our test
verifiers were configured for use with a host processor.
The host management software we used included
some custom features not required for normal system
operation.

User enrollment takes place at the verifier reader.
In actual security system applications, each user is
assigned an authority level and, if required, a pass-
word for entering the security management command
mode. A new user can only be enrolled by a security
manager with the proper authority level and pass-
word to enter the enrollment sequence. The manager
must first be verified on the hand geometry reader,
and then he must enter the proper password within a
time limit to initiate the enrollment sequence. Our
test software did not require a password or manager
verification for user enrollment. It provided the nec-
essary functions with a menu-driven program that
allowed the test conductors to fill in the blanks and to
initiate the enrollment sequence.

User Enrollment Sequence
1. A valid PIN is entered by the new user.

2. A ** PLACE HAND ** message then appears
on the reader display.

3. The user must then place his hand on the
platen and against the guide pins.

4. When the imaging system determines that
the hand is properly positioned within the
time limit, the hand geometry data is ac-
quired and a ** REMOVE HAND ** message
is displayed.

5. The message display prompts are repeated at
least two more times, and the user reference
template is then generated from an average of
the three inputs.

User Verification Sequence

1. Enter the user PIN by keypad or card reader.
2. Follow the ** PLACE HAND ** and
** REMOVE HAND ** instructions on the
display.
The average verification time for our users was
~5 seconds, with card PIN entry. (Times as low as
~2.9 seconds were observed.)



The false-reject error rates for Model ID3D-U in
this test were less than the rates were in 1987 when we
tested the Model ID3D-ST. PIN entry by magnetic
card rather than by keypad is the most likely reason
for the lower error rates.

The crossover point, where the one-try, false-
reject error rate and the one-try, false-accept error
rate are equal, was ~0.2% at a threshold of ~100 for
Model ID3D-U. At the test threshold value of 75, the
three-try, false-reject error rate was less than 0.1%

and the one-try, false-accept error rate was ~0.1%.
Three-try, false-accept error rate data was not ob-
tained in this test. The test results were very similar
on both readers; thus, only Reader 0 results are
plotted.

Reader 0 logged 5303 transactions in the false-
reject test and 5248 transactions in the imposter test.
Reader 1 logged 5285 transactions in the false-reject
test and 3839 transactions in the imposter test. The
results of this test are shown in Figure 5.
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Figure 5. Recognition Systems Hand Geometry

19



Summary

The relative performance of the tested verifiers
can be deduced from the test results. These results
include the user variables in the operation of the
machines and are therefore representative of the
performance that can be expected with average users;
at the same time, they are not a true measure of the
machines absolute performance limits. The degree to
which our results differ from the performance limits
is an indication of the complexity of the user inter-
face. As an interface becomes more complex, more
user variables are introduced that could shift the test
results away from the performance limit.

From a test viewpoint, it is desirable to have a
final score value reported for each verification try.
This report is not possible, however, because some
verifiers do not provide the score data necessary for us
to calculate error-rate curves. Verifier results in this
case are given only for the one threshold value tested.
It would have been possible to repeat the performance
tests at a number of different threshold values to
obtain points on the error-rate curves, but we did not
have the resources for such an extensive test. This is
only one of several roadblocks for developing biometric
verifier testing standards.

A user survey was taken late in the test. The
summary results are given in the appendix. Users
generally preferred the verifiers that produced the
fewest false-rejects and which took the least time to
use. User frustration grew rapidly with high, false-
rejection rates; these rates proved to be a bigger
problem for them than did the slow transaction times.
The RSI hand geometry was overall the user favorite.

The verification timegraph (see Figure 6) shows
the average transaction times for:

» entering the PIN
» presenting the biometric feature
» verification or rejection.

The Alpha Microsystems time also includes the
time necessary:

« to dial a five-digit number on a touch-tone

telephone

» wait for an answer from the system.

This data was obtained by timing the users with-
out their knowledge. These times are representative
of actual-use transactions; they are not intended to
indicate the minimum times possible.
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Conclusions

Performance is a very important issue, but it is
not the only factor in choosing a biometric identifica-
tion device. The device must also be suitable for the
facility in which it is installed. The present generation
of biometric identification devices provides reliable
and cost-effective protection of assets. Available com-
puter interfaces and software provide effective secu-
rity management with real-time control, transaction
logging, and audit-tracking capabilities. The current
need in the biometric identification field is to have
the market make greater use of what already exists.
While new biometric devices are still emerging, it is
unlikely that any of them will turn the market around
with a price or performance breakthrough.

The error-rate curves contain much more infor-
mation about the performance of the verifiers than
was included in our individual discussions. Manufac-
turers can provide additional information about how
to apply their devices to specific requirements. Fi-
nally, it is important to keep the error rates in

perspective to the real world. A 3% false accept
means that there is a 97% probability that an im-
poster will be detected.
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ALPHA EYEDENTIFY RECOGNITION AUTOSIG

MICRO ECCO VERIFY RECOGNIZE IDENTIX SYSTEMS SIGNON NONE
Which machine do you feel:
1. 1is the easiest to use? 0 4 2 22 15 35 1 o]
2. 1is the fastest? 1 4 1 28 8 35 0 0
3. 1is the slowest? 38 5 1 2 9 0 24 1
4. rejects you most often? 11 36 2 5 17 1 6 1]
5. rejects you least often? 11 6 10 11 12 42 9 0
6. requires most concentration? 10 25 12 23 6 1 4 0
7. requires most proficiency? 11 23 9 15 11 1 9 4
8. regquires least proficiency? 5 6 4 9 12 38 6 1
9. 1is most frustrating to use? 10 34 2 12 12 o] 5 3
10. 1is most friendly/fun? 5 2 6 17 13 31 6 1
11. gives health/safety concerns? 1 0 23 21 1 5 0 47
12. gives invasion of privacy concerns? 0 1 2 2 3 1 16 56
13. was most difficult to enroll on? 17 21 1 1 15 2 3 18
14. was most intimidating to use? 5 16 4 6 4 0 2 - 41
15. Dbest to secure a computer terminal? 7 4 12 10 22 18 7 9
16. best for door security? 3 7 18 19 13 27 3 4
17. best for bank/POS use? 1 0 13 8 21 11 23 6
18. best for large population? 2 2 5 14 16 38 3 8
19. Did you like card or pin best? Card: 56 Pin: 17 None: 3

NOTES:
1. Number of respondents: 76
2. Respondents were allowed to make multiple responses to each question.
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