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ABSTRACT

The conceptual development of a methodology for rank ordering vital areas
within nuclear power plants based upon times associated with sabotage events and
their consequences is discussed. The important time parameters in the analysis
include the time required to detect the perpetration of sabotage, the time re-
quired to repair or mitigate the condequences of the sabotage and the total time
available to perform these functions before it is too late to reverse the damage.
These time interval parameters are incorporated into an interruption analysis
importance measyre that provides information on the ability of the protection
Systems to cope with the results of the sabotage. A consegquence analysis that
considers categories of release characteristics is the next step in the ranking
scheme. Results of the interruption and conseguence analyses are combined to
attain a risk index associated with each vital area. The final ranking can be
used to order upgrade priorities and to allocate scarce protection resources

effectively.



EXECUTIVE SUMMARY

Currently, the criterion used to differentiate vital areas at nuclear power
plants is the classification of Type I or Type II, where Type I indicates a
vital area in which it is possible to induce a release of radioactivity by hav-
ing access to that area alone and a Type II vital area is one in which it is not
possible to produce a radioactive release by having access solely to that area.
A greater knowledge of vital area importance could be achieved with a rarnking
scheme that indicates relative criticality in terms of the possibility and con-
sequences of radiological release. Such a ranking could provide important in-
fornation and guidance concerning the effects of maintenance and test activities
on the importance of vital areas, the structuring of security force responses
and the efficient allocation of scarce proiection resources.

This report presents the conceptual development of a rank ordering method-
ology for vital areas at nuclear power plants. The methodology considers the
interrelationships among important parameters that affect the security of vital
equipment and the effects of these interrelationships on radiological release.
These parameters are combined into an importance measure that provides graphical
information on the relative criticality of the vital areas. These results are
combined with a consequence analysis that considers categories of radiological
release characteristics. A risk index associated with each vital area can be
determined from these analyses and used to order priorities for upgrading pro-
tection as well as for allocating existing protection resources more effectively.
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RANK ORDERING OF VITAL AREAS WITHIN
NUCLEAR POWER PLANTS

1. INTRODUCTION

At the present time, vital areas at nuclear facilities are classified as
either Type I or Type II vital areas. A Type I vital area is an area from
which a significant radiological release from the facility could be achieved
by access to ghat vital area alone. A Type II vital area is a location which
must be visited in combination with one or more other vital areas in order for
radioclogical release to be achieved. The Type I/Type II designation has served
as the basis for safeguards guidelines and makes a useful and important distinc~
tion among vital areas. Hov)ever, this criterion does not provide a great deal
of information about the relative importance of individual vital areas. This
information can be gained by the development of a ranking scheme that incorpo~
rates more detail than the Type I/Type II designation. Such a ranking scheme
could provide many advantages 'over the Type I/Type II classification scheme. A
ranking would indicate the relative importance of the vital areas in terms of
the possibility and consequences of radiological release. A vital area whose
compromise would result in a relatively .rapid release would be ranked as more
important than one from which a rapid release could not be achieved. Also, a
combination of Type II vital areas could be more critical than a Type I area,
especially in considering insiders, and a ranking method could indicate that
circumstance.

Once a rank ordering scheme has been established, security force response
could be structured to protect the vital areas that are most critical in terms
of rapid consequences of component or system compromise. This capability would
be especially helpful since the number of vital areas to be protected usually
exceeds the number of security officers available to respondl. The development
of safeguards priorities during repair and maintenance activities would also be
aided by a vital area ranking scheme. For example, a single Type II area could
temporarily become extremely important during maintenance or repair that
involved especially critical components. A ranking that includes pertinent out-
age information could indicate the crucial importance of an area at a particular
time that, at ot};er times, is not critically important. The Maintainability
Analysis Prc:»cec?h.u:e(MAP)2 could be used in conjunction with a vital area ranking
to examine the consequénces and impacts of scheduléd maintenance and repair.

Ranking methods have been applied previously to nuclear power plants at
the reactor systems level. A simple ranking based on number of occurrences of
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reactor scrams and forced outages was performed by Combustion Engineering, Inc.
as part of a safety and avajilability atudya. Science Applications, Inc. per- .
formed a systems ranking as part of a study concerning sabotage by inaiders4.
These exampies illustrate both the potential and current usefulness of ranking
procedures, ,

This report describes the development of a methodology that would be ade-
quate for structuring a comparative ranking of vital areas. Section 2 discusses
" the identification of those critical parameters that bear on the importance of
vital equipment. These parameters include detection time, the time required for
repair or mitigation and the total time available to preclude radiological re-~
lease given sabotage success. These parameters are used as importance measures
and combined into an analysis of the facility capabilities for interrupting the
sabotage effects séquence before the release of radioactive material. A compar-
ative analysis is performed on the relative merits of rankings based on individ-
ual parameters versus combined parameters, with the latter shown to be prefer-
able. ‘

Importance measures are formed using combinations of the most important
time parameters. Two such measures are discussed in detail in Section 2. The
first measure is structured to show the various relationships among repair time,
recovery time and detection time. The second combined importance measure illu-
strates the particular requirements on sabotage detection capabilities for vital
areas. '

The insights and results from the interruption analysis are combined with
an analysis of sabotage consequences in Section 3 to provide a risk index asso-
ciated with each vital area. The individual rankings from the interruption and
consequence analyses are used to gain an understanding of the relative impor-
tance of each vital area to the security of the facility. This risk index can
then be used in ordering priorities for upgrades or in allocating scarce protec-
tion resources in more effective ways.

Section 4 presents the conclusions of this study and discusses recommenda-

for further work in this area.
2. METHODOLOGY

The conceptual basis for developing a ranking method for vital areas is the
time history of‘sysiem response to loss of specified components or systems. The
time line provides dynamic input to evaluate the criticality of specific compo-
nents or systems. The interactions and interdependencé of the appropriate time
intervals make the time-dependent analysis especially relevant to the ranking
problem. Figurel presents a generic time line that illustrates the interactions
of protection systemé.
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As Figurel indicates’. two possible methods exist for dealing with sabotage.
At least conceptually, the first opportunity for interacting with a saboteur is
through the physical protection system (PPS). The effective time for the PPS to
operate is the interval from initiation of sabotage to the ccmpletion of the
sabotage activity. The actual length of this time interval could be quite small
or relatively large as compared to the time interval associated with operational
systems response. The length of the PPS time interval as well as the relative
importance of the PPS in the time history depends upon the particular threat in-
volved in the analysis. For example, outsiders may be much more likely to inter-
act with the PPS ‘than would insiders.

Once a sabotage act has been completed, protection from radiological release
must be provided by the operating and safety systems, referred to here as the
“operational" systems. This response could include virtually all personnel at
the site. The primary events associated with a response by operational systems
are the detection of sabotage and the repair or mitigation of the consequences
of the sabotage. The terminal event in the operational system time interval is
considered to be the possible release of radioactive material.

A method for analyzing the interactions between the PPS and the operational
systems is depicted in Figure 2. The analysis begins with the specification of
the reactor components or systems of interest. The capabilities of “he opera-
tional systems to protect this equipment are analyzed, and whether or not these
systems provide adequate protection is determined. If adequate pretection is
not provided by the operational systems, then the PPS must be analyzed in order
to determine whether it can provide the necessary protection. This method con-
siders the most cost-effective approach first because, if they are adequate, the
existing operational systems can provide protection more economically than the
PPS. .

Figure 3 shows the relevant events and time parameters associated with the
operating and safety systems in the operational systems time line. These include
demand for the sabotaged equipment, detection of 'the sabotage, repair of the
damaged equipment and the critical recovery point for the particular system.
The critical recovery point is that time after which no actions will prevent
release of radioactive material. Thus, it is the limiting time for effective
occurrence of all other events.

The order of the events is not fixed, of course. For different acts of
sabotage on different systems or components, some events may not occur and
others may change places in the temporal sequence. For example, the repair
event may not occur at all in a particular sequence. The effects of the sabo-
tage may have to be handled by employing other systems rather than by repairing
the sabotaged one. In effect this means simply that the repair event occurs
after the critical recovery point and thus is not an option in the protection
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scheme. As another example, if standby or non~operating eqguipment is compro-
mised, sabotage detection could occur before demand for the sabotaged equipment.
Ideally, this would always be the case. .

The time from demand to the critical recovery point is designated the re-
covery time. It is obvious that the longer the time interval, termed the re-
sponse time, between an event such as sabotage detection and the critical recov-
ery point, the better chance the, operational systems have for an effective
response. This fact has some important consequences for developing ranking

methods.
The time interval between sabotage detection and repair or mitigation will

be relatively vonstant for a given type of component or system which is damaged
to the extent that it must be replaced or another type of component or system
must be used to perform its function. Consequently, the important critical
events are the detection of sabotage and the demand for the sabotaged equipment.
In the instance of sabotage of operating equipment, demand occurs at the same
instant as sabotage completion. The operator then tries to ascertain the reason
for loss of the capability associated with the sabotaged equipment. When the
reason is determined, the detection event is considered to have occurred. Alter-
hately, if the sabotage is perpetrated on components or systems that are in a
standby or back-up mode, then an actual time interval exists between sabotage
completion and the demand event during which time detection may occur. Hence,
maintenance and safety check activities could play an important part in detect-
ing sabotage of standby equipment.

2.1 Parameters for Ranking

Based on the time line for response of the operational systems until radio-
logical release, three potential methods for rank ordering vital areas can be
identified. These are based upon recovery time, response time and the probabil-
ity of detection of sabotage.

The first method is based on recovery time and is concerned with the time
from demand to the critical rescovery point. The advantage of such a method is
that the recovery time parameter includes the total time during which it is pos-
sible to ameliorate the effects of sabotage. This would provide a ranking in
which the least time for recovery would indicate the most critical vital area.
However, recovery time ranking would not explicitly consider the various factors
included in the relative ease of repair or mitigation associated with a particu-
lar vital area. For example, if a long recovery time were associated with a
vital area, this area may still be critical because of a long repair or mitiga-
tion time for dealing with the effects of sabotage. Therefore, recovery time

is probably not a sufficiently robust parameter on which to base a ranking method.
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The second method which could be used as the basis for structuring a rank-
ing method is based on response time, the time fiom sabotage detection to the
critical recovery point. As in the case of recovery time, a long response time
is desirable since it would provide a comparatively 1longer repair or mitigation
time, which is also desirable. The important event in a response time analysis
is the detection event. The earlier detection can be accomplished, the more
time is available for repair. It is evident that a close relationship exists
between recovery time and response time and that it reflects the relationship
between the demand and detection events. Ideally, the detection event should
occur before the demand event, in order to provide a longer response time than
recovery time. Because of these interactions, as well as the failure of a
response time analysis to consider explicitly repair or mitigation times, a
ranking method based on response time alone would also be inadequate.

A third possibility for developing a ranking method involves the use of
probability of detection of sabotage. In such a ranking method, a component or
system with a low probability of sabotage detection would be considered more
critical than one with a high probability of detection. This type of ranking
method would provide useful information on the relative ability to determine
the status of components or systems. However, importance of equipment is not
considered, nor is criticality in terms of repair or mitigation of sabotage
consequences. Although sabotage detection is an interesting parameter in the
time sequence, it is inadequate to serve as a complete basis for rank ordering
of - “tal areas.

Figure 4 illustrates the inadequacy of any one of these parameters by it-
self to serve as the basis for a rank ordering scheme. In the example in Fig-
ure 4, each of the three parameters discussed is used as the basis for ranking
three vital areas (1, 2 and 3) with completely dissimilar results, i.e.,
totally different ranks are assigned to the same vital area. The ranking based
on minimum recovery time provides the order from most critical to least criti-
cal vital area and results in the rank order of 1,2,3. Similarly, the rank
order based on minimum detection probability is 3,2,1. Minimum response time
ranking gives the order 2,1,3. Each method indicates a different vital area
as being the most critical to power plant safety; Thus, although these param-
eters provide useful information for ranking, when each is considered by itself,
the results are contradictory. The next section discusses a ranking method
which combines several important parameters in order to minimize the possibil-
ity of discrepancies while retaining the information provided by each.
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"AREA AREA AREA
1 - 2 S
RECOVERY TIME = 2 HR RECOVERY TIME = 12 HR RECOVERY TIME = 2 DAYS
DETECTION PR = .95 DETECTION PR = .6 ~ DETECTION PR = .2
RESPONSE TIME = 4 HR RESPONSE TIME = 2 HR RESPONSE TIME = 1.5 DAYS

VITAL AREA RANKINGS

MIN (RECOVERY TIME) -1, 2, 3
MIN (DETECTION PROB) - 3, 2, 1
MIN (RESPONSE TIME) -2, 1, 3

INTERRUPTION ANALYSIS -1, 3, 2

Figure 4. Comparison of Recovery Time, Detection
Probability and Response Time PRankings



2.2 Interruption Analvsis

A more comprehensive and meaningful analysis of vital areas can be performed
by combining the pertinent parametérs into an interruption analysis. The inter-
ruption analysis described here has as its purpose the determination of the
relative ability of the protection systems at a nuclear power plant to break
into a segquence of events which has been initiated by a saboteur. The sequence
of events will be similar to that shown in Figure 3 and the analysis is per-
formed in a relative manner by ranking vital areas with respect to other vital
areas. This type of analysis retains the benefits of each of these parameters
while incorporating the insights gained from considering interrelationships -
among them. A combined analysis reflects the importance of interactions and
relationships among components and systems rather than individual numerical
values. For example, a rélatively short recovery time may not be of great con-
sequence if the associated repair time is even shorter than the recovery time.
Similarly, a high probability of detection may not be an indication of relative
security of a component or system if damage to that equipment is not reparable.
Even a cursory look at these interdependencies illustrates the importance of
considering how the relevant time parameters interact with one another.

Repair time, the time interval from detection of sabotage to completion of
the repair or mitigation activity, is inc_lhded explicitly in the interruption
analysis. Detection time, the interval from component defeat to sabotage detec~
tion, is also included. As with the other paraméters, these time intervals
are more important for their relative length than for their absolute magnitude.
Detection probability is thought to be the least important parémete; for several
reasons. It is very difficult to measure, or even to approximate, and would
thus lend undue uncertainty to the analysis. The other parameters are time in-
tervals and are therefore intrinsically commensurable. This explicitly proba-
bilistic quantity also lacks the inherent relationship to the other parameters
which characterizes the time intervals. The interruption analysis will be pri-
marily based on the times associated with sabotage detection, component repair
or mitigation, response and recovery.

The detection time interval should be as short as possible. In the case
of sabotage of operating equipment, the effects of the sabotage will likely be
known almost immediately. Repair or mitigation activities would be rapidly
instituted, probably even before it is determined that sabotage was the actual
cause of the disturbance. In this case then, the sabotage detection event
does not necessarily occur the instant repair or mitigafgion begins. For operat-
ing equipment, component demand, which is coincident with defeat of the operat-
ing equipment, is the determining event. However, the occurrence of the demanhd
and the sabotage detection events are crucial in the analysis of sabotage of
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'standby or non-operating equipment. If maintenance or testing activities can
determine that equipment has been tampered with, then the equipment demand event
may not occur at all. The important point to notice is that the recovery time
can be effectively extended indefinitely if the demand event does not occur.
That is, without occurrence of the demand event, the critical recovery point
would never occur and the rest of the sequence would be forestalled because of
an essentially infinite recovery time. Refer to Figure 3 for clarification of
these relationships.

If the demand event does occur, then prior occurrence of the detection
event ensures a relatively longer time available for repair or mitigation.
Unless detection occurs before demand, the repair or mitigation time must be
shorter than the recovery time to preclude the sequence extending beyond the
critical recovery point. Similarly, the response time is lengthened resulting
in higher probabilities of covering for the damaged components, perhaps by
changing the operating mode of the facility. Detection time should be as short
as possible while realizing that the zero detection time associated with simul-
taneous occurrence of the defeat and detection events is not necessarlly optimal
except in the case of sabotage of equipment in operation.

A second look at the example of Figure 4 from the perspective of the inter-
ruption analysis reveals that consideration of recovery time, deteétion proba-
bility and response time in combination results in a different, and more accu-
rate,‘importance ranking than the rankiﬁg based on single parameters. The most
critical vital area is 1, even though a high detection probability is associated
with this area, because response time is twice as long as recovery time. Vital
area 3 ranks second in importance, even though it has a very low probability of
detection, because it has a relatively long recovery time. Vital area 2 is the
least critical of the three because the response time is short in comparison to

the recovery time. Although this example is rather contrived and omits impor-
tant considerations such as repair or mitigation time, it does illustrate the

type of interactions that should be included in a sabotage time sequence inter-
ruption analysis.

Importance measures assigned to the components of interest in an interrup-
tion analysis allow the formulation of a ranking procedure. These measures are
structured in such a way that decisiéns concerning protection or upgrade choices
can be made. The next section discusses importance measures based on the time
interval parameters.

2.3 Importance Measures

Importance measures provide the analyst and, ultimately, the decision-maker

with insight into the critical interrelationships of the system under  study.
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Consequently, the most crucial of the system characteristics should be included
in the derived measure. These system characteristics and properties must be
combined not only logically but also in such a way that the analyst can learn
about non-obvious relationships and draw conclusions of practical significance.
The importance measures discussed here for vital area ranking utilize time in-
tervals and so they are logically consistent. They also provide general guid-
ance on required protection levels and possibilities for upgrading the protec-
tion of vital equipment. These importance measures utilize combinations of the
pertinent parameters as a basis for the rank ordering methodology and they pro-
vide a criticality ranking based on the region in which the numerical value
associated with each vital area lies.

2.3.1 Critical Detection Time

The first combined importance measure for rank ordering is formed from the
- repair time, recovery time and detection time parametérs. These quantities are
chosen because of their inherent importance in providing protection to the
nuclear faciliity and the relationships which exist among them. The repair time
is used because it is one of the 1limiting parameters that indicates the poten-
tial ability of a facility's protection systems to ameliorate the consequences
of sabotagé. This interval must allow not.bnly’for the possibility of repair of
damaged equipment but also for the substitution of other operational equipment
for the compromised components. This time span serves as a hard constraint on
the last point at which the detection event must occur in order to allow for
recovery before the critical recovery point is reached. Figure 5 illustrates
the effect of this constraint. Detection must occur in time to allow repair or
mitigation to take place. Otherwise, the critical recovery point is reached
before repair or mitigation can be completed. The minimum time required to
effect a repair or to mitigate the consequences of sabotage of a given type of
equipment is relatively constant. The problems associated with shortening this
minimum repair time argue for the necessity of detection at the earliest time
in order to provide a longer time for accomplishing the repair or mitigation.

Recovery time is included in the importance measure because it identifies
the maximum time available for handlix‘mg the immediate consequences of sabotage
in an acceptable manner. The recovery time serves as a hard constraint on the
total time available to perform both the sabotage detection and the repair
or mitigation of sabotage consequences. The recovery time is thought to be
fairly constant for the loss of given equipment, s0 the parameter which can
vary the most in the importance measure is the detection time.

Detection time is the time interval from defeat of vital equipment to the
actual ascertainment that sabotage has been perpetrated on the particular equip-
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ment. Because of the flexibility that exists for facility personnel and operat-
ing components to determine that sabotage has been performed, this time interval
is likely to be the one with the greatest capability of affecting the importance
measure. The detection time referred to here specifically excludes detection by
the PPS, unless that detection occurs after defeat of the equipment; thus, the
detection event of interest at this point is that performed by the operational
systems. '

Two primary capabilities exist for shortening the detection time. The first
is the installation of operational control elements (C)CE;)5 + These OCEs are in-
tended to act as sensors for individual components that serve as indicators of
the operational status of the components. For example, an OCE on a valve could
indicate whether the valve is open or closed as opposed to simply providing the
more usual information on the status of controllers or actuators. OCEs are sus-
ceptible to sabotage, and their cost would be prohibitive if used in a general
protection scheme. For protection of particularly important components, how-
ever, OCEs represent a potentially significant method of meaningfully reducing
detection time. The second capability for decreasing detection time involves
increasing the frequency of maintenance and testing activities which would de-
crease detection time for sabotage of equipment in a standby or safety mode.
The purpose of increased maintenance and testing, in terms of the sabotage time
sequence anélysis, is to try to ensure tha£ the detection event occurs before
-the demand event, thereby preventing reliance on damaged equipment for safety
functions. Of course, there is a cost associated with increasing maintenance
and test schedules that must be evaluated in light of decreased detection time
and the increased protection afforded.

The first importance measure, IM, formed from the time interval
parameters is given by .

IM = (Rp/Rec) * Dt

Q ° Dt

where Rp designates repair time, Rc designates recovery time and Dt represents
~the detection time. Q is used for notational convenience and represents the
quotient Rp/Rc.

Figure 6 is a graph representing the relationship between detection time

and the importance measure. The measure effectively divides the plane into
three regions which are used for determining the importance of the vital area

and equipment. Note that Q is used as a varying parameter in the measure.
The graph in Figure 6 illustrates the critical importance of detection time in
the interruption analysis and also the relatively constant nature of the repair
and recovery times.. The ratio of repair to 're'cdvery time can be determined and
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and is modeled by the family of curves in Figure 6. The effect of detection
time on the importance measure can then be easily visualized.

The point marked Dt ritical in Figure 6 represents the point at which the
sum of detection time and repair time is equal to the recovery time. That is,
it is the point after which sufficient time is not available to effect a repair
or to mitigate the consequences of sabotage even if detection occurs. The im-
portance measure thus falls into one of three regions on the graph in Figure 6.
Region 1 is that area in which Q > 1, indicating that repair time is greater
than recovery time. The second region is that area in which Q <1 and
Dt < Dtgritjcal and the third region is that for which Q<1 and Dt > Dt pjtjeal
Each region implies different conclusions to be reached about the importance
measures that lie within that region and about the associated vital equipment.

Suppose that the measure for some vital equipment lies within region 1,
i.e., Q > 1. The importance measure shows that this equipment is especially
critical because the repair time for that equipment exceeds the total time
available for recovery. The detection time is not a éignificant factor. This
situation for equipment of vital importance is unacceptable, and there are two
broad options for dealing with it. One option is to require the PPS to provide
adequate protection, e.g., through such methods as barrier erection or entry
control. The PPS option should be considered if it is determined that the
operational systems cannot provide the reghired protection, either because of
technological or financial constraints. The other option is implemented by the
operational systems in the plant and consists of decreasing the repair time
sufficiently for Q < 1. This could entail having more personnel on hand at all
times, having repair equipment and parts on hand or making novel use of existing
equipment. If the recovery time is shorter than about 2 hours, it is felt that
no repair or mitigation would be possible because of the short time available.
The recovery time arising from the loss of specific vital equipment is not
amenable to significant increase through action by the operational systems.
The PPS option and the option of decreasing repair time are the important
alternatives for dealing with equipment whose importance measure lies within
region 1.

Consider next the implications for equipment whose importance measure lies
within region 2. This region is bounded above by the line Q = 1 and on the
right by Dt .jtjcal® It is the region for which the existing operational
system appears adeéuate to handle the sabotage event. Within this region, a

iow value for Q and a low value for Dt 1 are desirable. Tha is, for a

critica
given ratio of repair time to recovery time, a short detection time is best
to allow maximum time for repair or mitigation. Similarly, for a given detection

time, a low ratio of repair time to recovery time is preferable.
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If an importance measure lies within region 3, then upgrades to the pro-
tection level of that vital equipment must be made. In order to shift the
importance measure from region 3 to region 2, a decrease in detection time is
required. This decrease could be accomplished technologically by either the
installation of OCEs or entry controls, or it could be accomplished procedurally
by increased maintenance or testing activity. Region 3 requires an enhanced
detection capability by the facility. Along with a decrease in detection time,
a decrease in Q could also be effected, as discussed above. In instances of a
high Q value coupled with detection time greater than Dt itjcajr Q would have
to be decreased 3:0 prevent the importance measure from shifting to region 1.

The structure of this importance measure provides insight into the inter-
relationships among the time interval parameters. Indeed, based on insights
gained from this measure, a slightly different importance measure can be formu-
lated that incorporates the same relationships but is designed to accentuate the
importance of the relative lengths of the time intervals. This new measure is

presented in the next section.

2.3.2 Relative Detection Time

In the second combined importancé measure, recovery time is used as the
basis for the time interval relationships. Recovery time for the particular
vital equipment under consideration is assigned the value of unity. The detec~
tion and repair times for that equipment are then related to the recovery time
as a ratio of intervals. To illustrate, suppose that Q = Rp/Rc = 0.7. Thus,
repair time requires 7/10 of the total time which is available for recovery.
This implies that detection must be accomplished in a maximum of 3/10 of the
total time available fér recovery. The advantage of this importance measure is
that repair time and detection time are explicitly related to the total time
available to perform these functions.

Figure 7 presents the graph associated with this importance measure. In
this graph, the abscissa is the proportion of recovery time available to perform
the detection function. Hence, the maximum detection time in the figure is
unity. Information conéerning repair time and recovery time is contained in
the parabola. The straight lines are again parametrized on the value of Q.
Thus, for Q = 0.5, repair or mitigation requires half the time available for
recovery. The intersection of the line Q = 0.5 with the parabola occurs at a
relative detection time of 0.5, i.e., the detection event must cccur within
one~half the total time available for recovery. Similarly, a 1line with
Q = 0.25 would intersect the parabola at a detection time equal to 0.75, indi-
cating a relatively longer time for performance of the detection function.
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Notice also that, as Q approaches zero, meaning either that repair time is
very short or that recovery time is very long, the intersection of the 1line
parametrized by Q with the parabola approaches a detection time of unity. This
circumstance is consistent because detection time could then approach the total
time available for recovery. ©n the other hand, if Q is greater than or equal
to unity, then the parametrized line intersects the parabola only at a detection
time of zero since repair or mitigation requires at least all of the total time
available for recovery. 'I‘herefo:e, no time is available for the detection func~
tion. The parabola thus divides the graph into areas in which different protec-
tion strategies are required. _

If the importance measure lies within region 1, where Q >1, the PPS must
provide added protection or else the repair time must be shortened. However, if
the option to shorten repair time is chosen, it is not sufficient merely to en-
sure that Q <1l. The detection time must also be sufficiently short to be prac-
ticable with the shortened repair time. If it is not, then the importance mea-
sure is shifted into region 3 and not into the required region 2. 1If the
importance measure lies within region 3, detection time is too long for the
associated ratio of repair time to recovery time. To shift the measure to
region 2 requires that the detection time be decreased, thereby shifting the
importance measure along the appropriate Q-parametrized line into region 2.
Alternately, the value of Q could be decreased, thereby shifting the importance
measure vertically down into region 2. Of course, a combination of these up-
grades may prove to be the most practical. '

Region 2 is the area within which the importance measures for vital equip-
ment must lie in‘order to ensure adequate protection of the facility. The impor-
tant point about the relative detection time importance measure illustrated in
Figure 7 is that, given a value for Q, it is immediately apparent what is the
maximum allowable time to perform the detection function. Of course, it is
desirable for the actual importance measure to have a numerically small value,
corresponding to both a low Q-value and a shorter detection time relative to
recovery time. As expected, if either the Q-value or relative detection time
is comparatively large, then the other value must be small in order to maintain
the importance measure within the parabola; ’

The interruption analysis discussed in this section is an important step in
developing a general ranking procedure for vital areas or equipment. In the
next section, this type of analysis is included in a conceptual scheme for rank-
ing that includes both operational and physical protection systems, an interrup-
tion analysis, upgrade choices, a consequence analysis and the synthesis of

these considerations into a ranking procedure.
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3. RISK INDEX ANALYSIS

The major components of the conceptual rank ordering methodology are the
interruption analysis and an analysis of consequences. These two analyses are
combined as described below into a risk index to provide the final ranking.
The interruption analysis, as discussed above, has two major segments: the
protection afforded by the PPS and by the operational systems. The consegquence
analysis is concerned with the characteristics of the particular radioactive
release resulting from sabotage of particular vital equipment. It does not take
into consideration atmospheric modeling, population modeling or effects modeling
and hence cannot be considered exhaustive. However, a more complete modeling of
consequences is not warranted by the demands of the rank ordering.

| Figure 8 shows the temporal relationships among the segments of the inter-
ruption analysis and the consequence analysis. For the purposes of ranking, the
time line sequence must be extended beyond the radioactive release event. Thus,
the analysis for the vital equipment begins with initiation of sabotage, extends
through the defeat of the equipment and beyond the radiocactive dispersal to con-
sideration of the particular characteristics of the radioactive material re-
leased. The consequence analysis is important because the severity of the ulti-
mate consequences of sabotage has an important bearing on the level of protec-
tion to be afforded vital equipment. Thus, the relationships among repair,
recovery and detection times are not necessérily sufficient to rank vital equip-
ment and areas in the most meaningful way.

A methodology for ranking vital equipment and areas is shown in Figure 9.

The first step is to perform an interruption analysis on the vital areas and
equipment within the facility (see Section 2.2). Importance measures incorpo-
rating repair times, recovery times and detection times would be determined.
This critical information could conceivably be obtained from several sburces,
and quite likely all these sources would need to be utilized. For example, time
parameter information can be obtained from dynamic models. These models, which
attempt to depict the consequences of loss of vital equipment by analytical com-
puter codes, would be particularly useful in determining estimates of recovery
time. An associated potential source of information concerning the interactions
of plant operating systems and the effects of sabotage is time-gated fault
trees?. These are typical sabotage trees with the added feature of time gates
added at appropriate’ places in the trees. These fault trees would provide very
useful information on time intervals associated with events in the sabotage se-
quence analysis. '

Another source of information would be gquestionnaires. These gquestion-
naires would be used to gather information on operating procedures, repair capa-
bilities, availability of extra equipment, possibilities for novel use of exist-
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ing equipment, etc. This information would be especially useful in determining
realistic estimates of repair times and detection times.

The results of the interruption analysis would be used to make a decision
on whether or not particular vital equipment is adequately protected. If the
value of the importance measure obtained from the interruption analysis 1lies in
region 2 of the graph in Figure 6 or Figure 7, then the ranking procedure may
continue to the consequence analysis as indiéated in Figure 9. However, if the
measure lies in regions 1 or 3, tﬁen consideration must be given to improved
protection strategies. If it is determined from the interruption analysis that
a higher protection level is necessary, then upgrades could be considered along
with the feasibility of requiring the PPS to provide enhanced protection. After
these decisions have been made, then the upgraded equipment and areas are again
considered from the point of view of the interruption analysis. This procedure
is continued until an adequate level of protection is attained, indicated by
the value of the importance measure lying in region 2. These iterations are an
essential part of the methodology and must be performed with cost/benefit
trade-offs in mind.

The next step in the procedure is the consequence analysis. The proposed
consequence analysis is not all-inclusive. For the purpose of rank ordering
vital areas and equipment, an analysis which includes such informatidén as atmo-
spheric dispersion, plume modeling, health effects, property damate, etc. is
not necessary. The important information-is the general consequences of radio-
logical release, e.g., the types and quantities of radioactive material which
spread beyond the boundaries of'the plant. A sufficient consequence analysis
could be performed by consideration of release categories arising from sabotage
activities. The Reactor Safety Study6, Appendix VI, lists release categories
associated with hypothetical accidents at power reactors. This type of conse-
guence analysis would be useful in the ranking methodology. These factors pro-
vide enough detail to serve as input to the ranking without being so cumbersome
as to be prohibitive in either data gathering and extrapolation or manpower
requirements. ;

The final step in the methodology is the ranking itself. The most impor-
tant direct inputs to the ranking are the results of the interruption analysis
and the consequence analysis. The result of each of ihe interruption and conse-
quence analyses will be an importance ranking based on the respective criteria
of importance to release possibilities and importance of release characteristics.
Each vital area and associated equipment will have a ranking based both on inter-
ruption and consequence modeling. Therefore, the analyst will have a good indi-
cation of the overall importance of each particular vital area by the final step
of this methodology. Indeed, it may not be mandatory to combine explicitly and
and numerically the results of the interruption and consequence analyses in

order to have a meaningful ranking.
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If, at this point, having a single numerical wvalue attached to each vital
area and associated operating equipment is desired, then a simple scheme would
be preferable in order not to obscure the information in the interruption and
consequence rankings. A simple weighted sum of the individual rankings could be
used to provide an overall ranking for each area. This would allow the analyst
or the ultimate decision-maker to weight the individual rankings in whatever
manner was felt to be most appropriate. The interruption analysis is the more
detailed and important of the two inputs and might be weighted somewhat more
heavily than the results of the consequence analysis. The final ranking could
then be used to order priorities for upgrades or to allocate existing protection

resources more effectively.

4. CONCLUSIONS AND RECOMMENDATIONS

This report has presented the conceptual development necessary for struc-
turing a rank ordering methodology for vital areas at nuclear reactor facili-
ties. The methodology considers first the interrelationships among important
parameters affecting the security of vital equipment and their effect on radio-
logical release beyond the boundaries of the facility. These parameters are
combined into an importance measure that pfovides graphical information on the
relative criticality of the vital areas. The results of this interruption
analysis provide general guidance on reqﬁired protection levels for the vital
areas and point out effective ways of improving protection.

The results of the interruption analysis are then combined with a conse-
quence analysis that considers categories of radiological release characteri-
stics. An exhaustive consequence analysis, including atmospheric, population
and effects modeling, need not be perfomed for an effective ranking. The indi-~
vidual rankings from these two separate analyses may then be combined explicitly,
if desired, in order to produce a risk index number associated with each vital
area. This risk index could then be used to order priorities for upgrading pro-
tection as well as for allocating existing protection resources more effectively.

A greater effort would be required to perform the interruption analysis
than the consequence analysis since the effort and expertise required in gaining
adequate knowledge to estimate accurately the time parameters involved is much
greater than that ‘required to estimate rather broad categories of release
characteristics. The interruption analysis would likely require the use of
dynamic, computer-based models, questionnaires circulated to experts and the
use, and possible development, of time-gated fault trees. To utilize these
sources of information would require a non-trivial amount of resources. The
benefits which could be realized include a much greater knowledge of the impor-
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tance of vital areas relative to each other and of the most effective ways of
allocating new or existing protection resocurces.

In order to provide a clear illustration of the advantages of a rank order-
ing scheme over the present Type I/Type II designation, two subsequent analyses
should be performed. The first study is needed to specify explicitly the
required data and the most efficient methods of obtaining the data. This study
would involve the deelopment of questionnaires for quizzing experts in power
plant operations, determination of the applicability of using computer-based
models of power plant dynamicse and the investigation of fault trees for dis-
covering the consequences of sabotage. Structuring the most efficient methods
of gathering the requisite information is important to the practical applicabil-
ity of the rank ordering methodology.

The second study would involve the application of the vital area rank order-
ing scheme to a nuclear power plant which has already had a Type I/Type II vital
area analysis performed. The results would indicate the costs and the benefits
from a detailed rank ordering as opposed to a Type I/Type II specification. The
rank ordering would help to show the weaknesses in the current protection stra-
- tegies and the areas in which allocations for upgrades could be used most effec-
tively. This analysis would serve too as an illustration of the app}icability
of the proposed data gathering techniques.
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